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In the evolving landscape of digital technology, the imperative for robust 

data security mechanisms has escalated, given the increasing 

sophistication of cyber threats. This abstract delineates a study focused 

on enhancing cryptographic defenses through the innovation of a 

Substitution box (S-Box), which is pivotal in the architecture of modern 

encryption algorithms. The proposed S-Box, deriving its foundation from 

chaotic maps integrated with trigonometric-multiplicative functions, 

represents a novel approach in cryptographic design, utilizing square 

root arguments to instigate dynamic characteristics. The evaluation of 

the proposed S-Box was methodically conducted using a 

comprehensive set of cryptographic benchmarks including Nonlinearity 

(NL), Strict Avalanche Criterion (SAC), Bit Independence Criterion (BIC), 

Linear Approximation Probability (LP), and Differential Approximation 

Probability (DP), to ascertain its defensive robustness against 

cryptanalytic attacks. The comparative analysis delineated in this study 

reveals that the cryptographic strength of the proposed S-Box 

transcends that of other contemporaneously designed S-Boxes thereby 

underscoring its potential applicability in real-world security scenarios. 

The findings of this research not only contribute to the theoretical 

underpinnings of cryptographic security but also have practical 

implications in the development of more secure digital environments 

fortifying data against unauthorized access and ensuring the integrity of 

confidential information in digital communications. 
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INTRODUCTION 

In our rapidly advancing world, technology continues to reshape our lives, introducing 

new tools and methods to streamline tasks and enhance efficiency.  Each day heralds 

fresh innovations, but with progress comes a dual edge (Anitha, Nirmala, Ramesh, 

Tamilselvi, & Ramkumar, 2022)(Akkad, Wills, & Rezazadeh, 2023). Today’s cutting-edge 

gadgets and systems, driven by the latest technology, generate an unprecedented 

volume of data (Anitha et al., 2022)(Akkad et al., 2023). Data communication serves as 

the essential conduit for information exchange and transmission among devices and 

networks. This pivotal role extends across diverse realms including business, education, 

entertainment, and beyond(Anitha et al., 2022). However, the surge in data also brings 

about heightened security concerns. Attackers, driven by motives ranging from financial 
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gain to personal curiosity or political interests, employ various tactics like hacking, 

phishing, malware, and social engineering to illicitly access sensitive information, 

underscoring the critical importance of robust cyber security measures(Mua’ad, Aldebei, 

& Alqadi, 2022)(Hofheinz & Kiltz, 2023). Safeguarding data from potential threats is 

paramount for both individuals and organizations. Heightened awareness and proactive 

measures are essential in mitigating the risks of data breaches and theft(E. A. Adeniyi, 

Falola, Maashi, Aljebreen, & Bharany, 2022)(Boobalan, Gunasekar, Thirumoorthy, & 

Senthil, 2023). Cryptography emerges as a powerful solution for data security, employing 

mathematical techniques to encrypt data, rendering it accessible to only those with the 

correct decryption key(E. A. Adeniyi et al., 2022). This ensures that the sensitive 

information remains impervious to interception and unauthorized access, bolstering data 

privacy and overall security. Additionally, cryptography serves as a means to verify data 

integrity, confirming its authenticity and ensuring it remains untampered during the 

transmission. Notable symmetric ciphers stand out for their efficiency and resource 

conservation compared to asymmetric counter parts., categorized into stream ciphers 

and block ciphers(A. E. Adeniyi et al., 2023)(Y. Zheng, Gao, & Wang, 2023).  

To protect sensitive data, measures and protections that render it unreadable to 

potential attackers during transmission must be used(Sharma & Kawatra, 2022). Ciphers, 

roughly classified as stream ciphers and block ciphers, are used to accomplish this 

transformation(Kaur, Singh, Kaur, & Lee, 2022). Although slower than block ciphers, 

stream ciphers process data one bit or byte at a time(Qassir, Gaata, & Sadiq, 2022; 

Valea, Da Silva, Flottes, Di Natale, & Rouzeyre, 2019). They are useful in systems with 

limited computational resources, where efficiency is sacrificed (Atawneh, Layla, & 

Abutaha, 2020; Jassim & Farhan, 2021). Block ciphers, on the other hand, work on 

specified blocks of bits and are widely used in information security applications. AES, DES, 

Blowfish, RC2, RC5, and IDEA are well-known symmetric ciphers thanks to their simple 

implementation and easy deployment(Atawneh et al., 2020; Jassim & Farhan, 2021). 

Block ciphers use permutation and substitution procedures to convert plaintext (PT) into 

a cryptic arrangement known as ciphertext (CT), confusing potential attackers and 

strengthening data security. Permutation involves shifting data bits or bytes, whereas 

substitution includes replacing plaintext pieces with non-related counterparts(Hu & Zhao, 

2019)(Rana, Mondal, & Kamruzzaman, 2023). To aid this critical step, prominent block 

ciphers use one or more substitution boxes (S-boxes) (Bhagat, Kumar, Gupta, & Chaube, 

2023). An S-box is a critical component in current block ciphers, helping to generate 

elaborate ciphertext from plaintext(Heys, 2020)(Hamza & Kumar, 2020). Candid 

disorientation is a basic approach used to induce uncertainty within the S-box, 

generating a complex interaction between the plaintext and the resulting ciphertext. 

The robustness of the cipher is directly related to the level of confusion introduced in the 

ciphertext, emphasizing the importance of this technique in guaranteeing robust data 

security(Chen et al., 2022)(Mahboob et al., 2022). The cryptographic robustness of the S-

cryptographic box itself determines the efficacy of a block cipher employing an S-

box(Khompysh, Kapalova, Algazy, Dyusenbayev, & Sakan, 2022). Extensive study has 

been conducted to generate high-quality S-boxes and evaluate their strength against 

known criteria such as nonlinearity, bijection, SAC(Khompysh et al., 2022), BIC, linear and 

differential probability(Y. Zheng et al., 2023). The dilemma of potential data security 

compromise in modern cryptographic systems underscores a significant challenge within 
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the realm of cybersecurity (Y. Zheng et al., 2023). At the heart of this issue is the 

vulnerability of modern ciphers to increasingly sophisticated cryptographic attacks(A. E. 

Adeniyi et al., 2023)(Y. Zheng et al., 2023). As the digital landscape evolves, so does the 

arsenal of tools available to cybercriminals, enabling them to exploit weaknesses in 

cryptographic algorithms, particularly the Substitution box (S-Box), a core component in 

cipher design. These vulnerabilities can lead to the decryption of sensitive information, 

thereby granting unauthorized access and compromising data integrity. The complexity 

of the problem is further exacerbated by the dynamic nature of cyber threats, which 

continuously adapt to countermeasures, necessitating a proactive and innovative 

approach to cipher design. Consequently, the development of an advanced S-Box, 

such as the one proposed in this study, is crucial. It aims to enhance the robustness of 

encryption methods, ensuring they remain several steps ahead of potential breaches. 

This proactive stance in cryptographic research is essential for establishing a secure 

digital environment, where data protection is paramount against the backdrop of an 

ever-evolving technological and threat landscape. Thus, addressing the issue of data 

security compromise in modern ciphers is not only a matter of enhancing current 

encryption methods but also a strategic imperative to safeguard digital information in 

the foreseeable future. 

MOTIVATION 

In the rapidly advancing digital era, where technological innovation outpaces 

cybersecurity measures, the motivation for the proposed S-Box is anchored in the critical 

need for enhanced data security. As cyber threats evolve in complexity and 

sophistication, traditional encryption methods are increasingly challenged, necessitating 

advanced cryptographic solutions to safeguard sensitive information. The proposed S-

Box, engineered with chaotic maps and trigonometric-multiplicative functions, is a 

response to this exigency. It is designed to fortify encryption algorithms against the 

ingenuity of modern cyber-attacks, ensuring robust data protection in an ever-changing 

technological landscape. This initiative reflects a proactive approach to cybersecurity, 

aiming to stay ahead of potential vulnerabilities and secure digital assets against the 

backdrop of rapid technological evolution. 

CONTRIBUTION 

In this paper a novel S-box has been introduced named as Trigonometric-multiplicative 

Function with Square Root Argument. This essential component is critical in improving the 

cryptographic strength of block ciphers. The suggested S-box exhibits a thorough 

comprehension of cryptographic principles and demonstrates the author's proficiency in 

creating secure systems. This contribution is not only notable, but it also paves the way 

for future study and innovation in the field of information security. The results given here 

show promise for applications requiring comprehensive data protection in a variety of 

fields. S-Boxes, or substitution boxes play a crucial role in modern cryptographic systems 

by introducing non-linearity and confusion, enhancing the security of data encryption. In 

real-world applications, S-Boxes are extensively used in various scenarios such as secure 

communication protocols, financial transactions, digital signatures, and authentication 

mechanisms. For example, in secure communication, S-Boxes help encrypt sensitive data 

transmitted over networks, ensuring confidentiality and preventing unauthorized access. 

In financial transactions, S-Boxes are employed to encrypt transaction details, protecting 
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financial information from cyber threats and fraud. Additionally, S-Boxes are integrated 

into digital signatures and authentication systems to verify the authenticity of messages 

and users, safeguarding against identity theft and unauthorized access. Overall, S-Boxes 

are fundamental components of cryptographic protocols, providing essential security 

measures in a wide range of real-world applications where data confidentiality and 

integrity are paramount. 

2 Proposed Approach For S-Box 

The substitution box, which is used in symmetric block ciphers such as AES and DES, is a 

non-linear function that is critical for improving cipher security against differential and 

linear cryptanalysis. It is built by picking specific-length integers or binary strings for both 

the input and output areas, which strengthens the cipher's resilience against attacks. This 

smart S-box implementation strengthens the overall encryption process, offering strong 

data protection. The construction of s box involved the following steps 

• Chaotic Map Design 

• S-box Development 

• Final S box generation 

Chaotic Map Design 

For the novel S-box construction we have merge the linear equation with the 

trigonometric functions and then passed square root argument. The novel aspects of 

chaotic maps stem from their intricate, non-linear dynamics, which are pivotal for 

generating cryptographic keys with high unpredictability. When integrated into S-Box 

design, chaotic maps bolster data encryption by introducing complex transformations 

that thwart statistical attacks, thus ensuring robust security measures in contemporary 

cryptographic systems. These innovative approaches leverage the inherent chaos of 

chaotic maps to enhance the resilience of cryptographic algorithms against various 

threats and vulnerabilities, contributing significantly to the advancement of information 

security. We have named this approach as “Trigonometric-Multiplicative Function With 

Square Root Argument”. The chaotic map is generalized as: 

𝑋𝑛 = 

{
 

 
𝑆𝑖𝑛(𝜋 − 𝑋𝑛)

 
                    

𝐶𝑜𝑡√(1 + 𝑋𝑛)

               (1)  

Algorithm for the proposed s box is as 

Algorithm for Initial S box 

 

Step 1: Start 

Step 2: 

Initialize the Xn and range 

 

Xn = 0.0 

Range = 1.0 

A<2<3 

Initilize the array of 256 

Size = 256, S[0]*size 

Initialize Loc,Where Loc=0; 
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Step 3: Stop Condition 

While Loc != 256: 

Check Xn<0.5: 

If Xn<0.5: 

Xn= sin(pi – Xn) 

else: 

Xn = cot(math.sqrt(1+Xn) 

Step 4: 

Calculate V 

V = int (Xn/1*10)Mod 256 

If F[V]==0; 

S[Loc]=V, F[V]=1 , Loc += 1  

Stop 

 

Bifurcation 

In block ciphers, bifurcation refers to the process of separating the input space into two 

separate subsets, which influences the transformation of plaintext to ciphertext. This 

method improves cryptographic security by increasing the complexity of the encryption 

process. The S-box creates a higher degree of confusion by bifurcation, making it more 

resistant to cryptanalytic attacks. As evidenced by recent improvements in information 

security protocols, this critical idea serves a critical role in increasing the overall security 

of cryptographic systems(Y. Zheng et al., 2023). The bifurcation diagram of the proposed 

s box is shown in figure 1. 

 

Figure 1. 

Bifurcation diagram for our S-box 

Lyapunov Exponent 

The Lyapunov Exponent assesses a dynamic system's sensitivity to initial conditions. It 

analyzes how minor changes in input affect output in the setting of S-boxes, showing the 

extent of chaos or unpredictability. A higher Lyapunov Exponent indicates increased 
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complexity, which can improve cryptographic security by making it more tough for the 

attackers to predict the S-box's behavior(Atawneh et al., 2020; Jassim & Farhan, 2021). 

This metric can be used to assess the robustness of cryptographic algorithms that use S-

boxes. It is calculated as shown in equation 2. 

lim
𝑡→∞

1

𝑡
∑𝐿𝑜𝑔

𝑑𝑓 

𝑑𝑥

𝑡−1

𝑖=0

 |𝑥 = 𝑥𝑖 |          (2) 

The Lyapunov exponent for the proposed S-box is as: 

𝐹′(𝑋𝑛) = 𝐿𝑜𝑔
𝑑𝑓 

𝑑𝑥
sin(𝜋 − 𝑋𝑛) ∗ 𝐶𝑜𝑡(√1 − 𝑥𝑛)       (3) 

The Lyapunov exponent for the proposed S-box is illustrated in figure 2. 

 

Figure 2. 

Lyapunov Exponent for our S-box 

The flowchart of the proposed S-box is as: 

Novel Trignometric-Mulitplicative Function Method For Final S-box 

The proposed chaotic map has been given a proposed chaotic map formula as given 

in the equation 1 to increase the robustness of the proposed S-box. The formula for final 

S box is given in equation 4. final look by making some amendments in the  

𝑋𝑛 = (sin(𝜋 − 𝑋𝑛) ∗ cot (√(1 + 𝑋𝑛)) ∗ 𝐻
2𝑀𝑂𝐷256           (4) 

The construction of S box is shown in algorithm 2. In which we have use a Trigonometric-

Multiplicative Function With Square Root Argument by taking H with a fixed value of large 

prime numbers in order to get an improved final S-box with high non-linearity. The unique 

aspect of this methodology lies in its integration of trigonometric functions with 

multiplicative operations, where square root arguments are employed to induce chaos 

in the S-Box design. This novel combination facilitates the generation of highly 
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unpredictable and complex patterns, essential for thwarting cryptographic attacks. 

Unlike conventional methods, which often rely on linear or simpler nonlinear processes, 

the proposed technique leverages the inherent complexity of trigonometric functions 

and their interactions with multiplicative elements to produce a dynamic, robust S-Box. 

This innovation not only increases the cipher's resistance to attacks but also ensures a 

higher level of security in encrypted communications, showcasing a significant leap 

forward in the field of cryptography. The working is also illustrated in flowchart as shown 

in figure 4. 

 

Figure 3. 

Flowchart for Final S box 
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Algorithm for Final S box Generation 

 

Step 1: Start 

Step 2: 

Initialize Xn and Range 

Xn = 0.0 

range = 1.0, F = 71059 , G = 71058 

Initialize array of size 256 

size = 256 

S = [0] * size 

Initialize Loc 

Loc = 0 

Step 3: 

Stop condition 

while Loc != 256: 

  Check Xn < 0.5 

  if Xn < 0.5: 

    Xn = sin(pi-Xn) MOD256 

  else: 

    Xn = Cot(Sqrt(1+Xn))*H*H Mod256 

Step 4: 

Calculate V 

  V = int(XnMoD256) 

 

  Check if F[V] is equal to 0 

  if F[V] == 0: 

    S[Loc] = V 

    F[V] = 1 

    Loc += 1 

Stop 

 
 

Security Analysis of our S-box 
 

The design of new S-boxes is a significant research contribution in the realm of data and 

information security. After designing an S-box, it is analyzed to determine its capabilities 

and strength against various attacks (Linear and Differential). 

Evaluation of an S-box depends on the following predefined criteria. 

• Non-Linearity of S box 

• Fixed Points in S box 

• Strict Avalanche effect (SAC) of S box 

• Bit Independency Criterion of S box 

• Linear Approximation Probability of S box 

• Differential Approximation Probability (DP) 

Non-Linearity 

Nonlinearity is a critical parameter in assessing the performance of an S-box, as it 

measures the S-box's ability to resist linear and differential cryptanalysis attacks. These 

attacks attempt to exploit linear approximations of the S-box function to deduce key 

information. A high nonlinearity score indicates that the S-box effectively scrambles the 

input data, making it more difficult for attackers to establish linear relationships and 
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predict outcomes. Our proposed S-box boasts a nonlinearity of 128, signifying its strong 

capability to obfuscate the relationship between input and output, thus enhancing the 

overall security of the cryptographic system. This high level of nonlinearity is indicative of 

the S-box's robustness against cryptanalytic attacks, confirming its efficacy in secure 

encryption practices. 

Table 1. 

Non-Linearity Values of our S box 
Boolean 

Function 

R1 R2 R3 R4 R5 R6 R7 R8 

Nonlinearity 128 128 116 128 128 128 116 128 

 

Table 2. 

Nonlinearity Comparison With Recent S-Boxes 
S box Minimum Maximum Average 

Proposed 108 128 128.5 

(Lu, Zhu, & Deng, 2020) 104 110 106.3 

(Riaz & Siddiqui, 2020) 104 108 105.2 

(Ibrahim et al., 2020) 104 110 108.0 

(H. Zhu, Tong, Wang, & Ma, 

2020) 

106 108 106.8 

(Lambić, 2020) 106 108 106.0 

(Manzoor, Zahid, & Hassan, 

2022) 

108 112 110.0 

(Jiang & Ding, 2021) 104 108 106.75 

(Lambić, 2014) 112 114 112.25 

(Zahid et al., 2021) 112 110 111.50 

(Shafique, 2020) 104 110 107.0 

(Ali & Ali, 2022) 104 108 108.2 

(J. Zheng & Zeng, 2022) 108 100 104 

(Liu, Liu, & Ma, 2022) 110 108 105 

(Hematpour, Ahadpour, 

Sourkhani, & Sani, 2022) 

96 108 102.2 

(S. Zhu, Deng, Zhang, & Zhu, 

2023) 

104 110 106.0 

Fixed Points 

A fixed point in a substitution box (S-Box) occurs when an input value remains unchanged 

after encryption, meaning the output is identical to the input. In cryptographic terms, this 

is a vulnerability. If attackers capture cipher text and identify such fixed points, they can 

exploit this predictability to decipher or infer the original data, undermining the 

encryption's security. Therefore, the absence of fixed points in an S-Box is crucial to 

prevent such security breaches. In the context of the suggested S-Box, rigorous testing 

was conducted specifically to detect any fixed points, and the results confirmed their 

absence. This outcome is vital for the cryptographic robustness of the S-Box, ensuring that 

it provides a high level of security by eliminating predictable points that could be 

targeted by attackers to compromise the encrypted data(Atawneh et al., 2020; Jassim 

& Farhan, 2021).  

Strict Avalanche Criterion 

Tavares and Webster invented the Strict Avalanche Criterion (SAC). If a single input bit of 

a cryptographic function is changed, at least half of the output bits must likewise change, 

according to the criterion. A dependence matrix can be used to calculate the SAC 

value of an S-Box. The SAC dependency matrix of the proposed S-box is specified in Table 
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3. The recommended number for improved cryptographic uncertainty is 0.5 however our 

S-box is giving 0.52 which is near to ideal value. Figure 3 is comparing the SAC values of 

different S-Boxes to the proposed S-Box's SAC values. The chart clearly shows that the 

suggested S-Box's SAC Offset value is, which is extremely minimal, proving its suitability for 

usage in security-related applications. 

 

Figure 4. 

SAC MATRIX FOR PROPOSED S-BOX 

Bit Independency Criterion 

The Bit Independence Criterion (BIC), a concept introduced by Tavares and Webster. 

serves as a vital metric for gauging an S-Box's efficacy. This criterion emphasizes the need 

for output bits to change independently in response to modifications in the input bits, 

ensuring that each bit contributes uniquely to the overall security. In essence, BIC assesses 

the S-Box's ability to maintain unpredictability and resist certain forms of cryptanalysis. The 

performance of our proposed S-Box under this criterion is noteworthy, as evidenced by 

its BIC-Nonlinearity (BIC-NL) score of 107.56768, detailed in Table 4. This table not only 

presents the BIC-NL scores but also facilitates a comparative analysis with the SAC (Strict 

Avalanche Criterion) and BIC-NL values of other S-Boxes, underlining the robustness and 

superior performance of our proposed S-Box in maintaining bit independence and 

cryptographic strength. 

Table 4. 

Comparison of SAC and BIC values or proposed S box 

 

S box SAC SAC offset BIC NL 

Proposed 0.5256 0.005 107.56 

(Lu et al., 2020) 0.507 0.007 103.9 

(Riaz & Siddiqui, 2020) 0.5000 0.000 104.2 

(Ibrahim et al., 2020) 0..4977 0.002 104.1 

(H. Zhu et al., 2020) 0.5101 0.010 106.25 

(Lambić, 2020) 0.4990 0.001 104.29 

(Jiang & Ding, 2021) 0.4995 0.001 104.57 

(Lambić, 2014) 0.5034 0.003 103.8 

(Zahid et al., 2021) 0.506 0.006 104.2 

(Shafique, 2020) 0.4978 0.002 104.21 

(Manzoor et al., 2022) 0.5042 0.004 110.6 

(Ali & Ali, 2022) 0.498 0.000 104.0 

(J. Zheng & Zeng, 2022) 0.598 0.006 103.3 

(Liu et al., 2022) 0.510 0.003 104.67 

(Hematpour et al., 2022) 0.50 0.006 106.57 

(S. Zhu et al., 2023) 0.507 0.001 103.91 
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Differential Approximation Linear Probability 

In 1990, Shamir and Biham introduced the differential cryptanalysis as a novel method for 

attacking the Data Encryption Standard (DES)(Biham & Shamir, 1991). All ciphers utilizing 

DES-style substitution and permutation techniques are vulnerable to this attack. To assess 

the strength of an S-Box against this attack, Differential Uniformity (DU) and Differential 

Probability (DP) values are employed.  

𝐷𝑈 = 𝑀𝑎𝑥 ∆𝑔 ≠ 0, ∆𝑦   [#{𝑔 ∈ 𝑁|𝑆(𝑔)⊕ S(g⊕ ∆g) =  ∆𝑦}]  (5) 

Where N donates all possible inputs. 

Table 5 presents the Differential Uniformity (DU) outcomes for the specified S-Box, where 

the proposed S-Box demonstrates a DU value of 0.029, indicating its superior resistance to 

cryptanalysis attacks. Table 6 provides a comparative analysis of Differential Probability 

(DP) values among various S-Boxes. 

Linear Approximation Probability 

Matsui developed linear cryptanalysis in 1993 as a theoretical technique to attacking the 

Data Encryption Standard (DES). This is a cryptanalysis technique that applies to 

symmetric-key block ciphers and provides a linear approximation for each cipher. The 

Advanced Encryption Standard (AES) was developed by the National Institute of 

Standards and Technology (NIST) with the purpose of preventing linear and other related 

attacks. An S-Box with a low linear probability (LP) value is resistant to linear cryptanalysis 

assaults, while one with a high value is not. 

The suggested S-Box has a very low LP value, demonstrating its efficiency against linear 

attacks. Table 5 shows a comparison of LP values across several S-Boxes. 

Table 5. 

LP and DP values Comparison of Different S boxes 
S-Box LP DP 

Proposed 0.135 0.0296 

(Lu et al., 2020) 0.133 0.039 

(Riaz & Siddiqui, 2020) 0.132 0.039 

(Ibrahim et al., 2020) 0.132 0.046 

(H. Zhu et al., 2020) 0.105 0.030 

(Lambić, 2020) 0.125 0.039 

(Jiang & Ding, 2021) 0.117 0.039 

(Lambić, 2014) 0.133 0.039 

(Zahid et al., 2021) 0.125 0.039 

(Shafique, 2020) 0.133 0.039 

(Manzoor et al., 2022) 0.085 0.039 

(Ali & Ali, 2022) 0.133 0.039 

(J. Zheng & Zeng, 2022) 0.132 0.0469 

(Liu et al., 2022) 0.106 0.030 

(Hematpour et al., 2022) 0.115 0.039 

(S. Zhu et al., 2023) 0.130 0.039 

 

Efficiency Analysis of our proposed S box 
In order to observe the computational efficiency of the proposed S-box technique, a 

simulation was conducted using python google colabs on a Windows 10 system with a 8GB 

RAM and an Intel Core i7 7th generation CPU. The proposed method's computational 
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efficiency was evaluated for both the initial and final S-boxes. The creation of the final S-

box relies on a novel and innovative approach to enhance the cryptographic strength of 

an initially generated S-box. The time complexity of 1000 different initial S-boxes was 

measured to determine the time required to generate the final S-box using various 

parameter values.

Table 6. 

Differential uniformity Analysis of Our S box  

 

Table 7. 

Proposed S-Box 

 

118 
 

215 16 86 187 33 153 93 121 45 196 27 135 108 83 113 

48 
 

169 111 106 92 123 42 176 62 188 22 1 8 29 88 157 

203 
 

13 63 131 190 25 20 57 84 149 12 11 9 10 58 145 

119 
 

64 71 143 35 95 170 36 204 102 105 126 34 67 192 214 

37 
 

205 65 142 189 14 23 56 107 197 77 81 19 90 150 124 

120 
 

61 104 191 68 207 39 83 122 46 80 171 40 87 85 146 

162 
 

165 51 79 203 30 136 78 182 60 18 69 55 89 100 21 

45 
 

184 24 208 66 82 17 114 26 169 70 72 74 76 73 75 

59 
 

181 49 15 70 31 128 97 28 170 142 50 225 195 111 52 

37 
 

207 88 47 115 205 125 94 187 192 103 173 32 121 41 208 

53 
 

178 96 116 141 38 99 209 174 180 44 210 91 139 209 138 

98 
 

54 28 195 130 86 43 76 175 124 16 19 17 133 69 39 

82 
 

182 59 131 25 198 22 52 72 46 78 149 123 199 63 129 

183 
 

12 33 140 75 84 62 147 37 137 58 13 40 172 31 55 

30 
 

132 112 101 48 151 79 50 120 86 151 47 188 80 135 109 

67 
 

146 68 117 103 121 158 74 114 159 27 60 152 160 154 155 

 

CONCLUSION 
This paper presents a new approach for constructing a dynamic substitution box (S-box) 

that depends on the encryption key. The approach uses an innovative chaotic map 

generated using a trigonometric-multiplicative function with square root arguments, both 
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of which are dynamic and introduced for the first time. The values of the parameters used 

in these processes are determined by the encryption key, and a slight modification in the 

parameter values generates a new S-Box. Our subsequent exploration and comparison 

show that the proposed chaotic map has high chaotic complexity. We evaluate the 

cryptographic strength of the designed S-Box using standard criteria and compare its 

performance with other substitution boxes based on chaotic maps. Our results 

demonstrate that the proposed S-Box is suitable for cryptographic applications. 

LIMITATIONS 

While our innovative design of a substitution box using Trigonometric-Multiplicative 

Functions with Square Root Arguments demonstrates promising results, several limitations 

warrant consideration. Firstly, the computational complexity of the proposed algorithm 

may increase with larger key sizes or input data, potentially impacting performance in 

resource-constrained environments. Secondly, the security analysis primarily focuses on 

traditional cryptographic metrics, and further evaluation against advanced attacks like 

machine learning-based techniques could provide deeper insights into its robustness. 

Additionally, the scalability of our approach concerning integration into larger 

cryptographic frameworks and compatibility with diverse platforms requires thorough 

investigation. 

FUTURE WORK 

Future research endeavors will focus on addressing the identified limitations and 

expanding the scope of our innovative S-Box design. This includes optimizing the 

algorithm for improved computational efficiency without compromising security, 

exploring alternative chaotic map formulations for enhanced non-linearity, and 

conducting comprehensive evaluations against advanced cryptanalysis methods. 

Moreover, extending the application of our S-Box design to different cryptographic 

protocols and evaluating its performance in real-world scenarios will be pivotal. 

Collaborative efforts with experts in machine learning and artificial intelligence will also 

be pursued to assess its resilience against evolving cyber threats and enhance its 

applicability in next-generation cryptographic systems. 
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