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Federated Learning has emerged as a promising paradigm for
collaborative machine learning while preserving data privacy.
Federated Learning is a technique that enables a large number of
users to jointly learn a shared machine learning model, managed by
a centralized server while training data remains on user devices. In
recent years, along with the blooming of Machine Learning (ML)-
based applications and services, ensuring data privacy and security
has become a critical obligation. ML-based service providers are not
only confronted with difficulties in collecting and managing data
across heterogeneous sources but also challenges of complying with
rigorous data protection regulations such as the General Data
Protection Regulation (GDPR) Federated Learning is very important
to reduce data privacy risks. Federated Learning is a scheme in
which several consumers work collectively to unravel machine
learning problems, with a dominant collector synchronizing the
procedure. This paper reviews recent advancements in privacy-
preserving techniques for federated learning from a machine-
learning perspective. This paper investigates the potential of
Federated Learning for privacy-preserving machine learning in
domains like healthcare, finance and IOT, where data privacy is
paramount. We explore existing techniques to enhance privacy,
including differential privacy, secure aggregation, homomorphic
encryption, federated learning with encrypted, meta-learning,
machine learning, privacy-preserving techniques, blockchain
technology, decentralized learning, federated averaging, data
privacy, searchable encryptfion and zero-knowledge proofs. This
paper concludes with future research directions to address ongoing
challenges & further enhance the effectiveness & scalability of
privacy-preserving federated learning.
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INTRODUCTION

Federated Learning has emerged as a promising paradigm for collaborative model
training across decentralized data sources while preserving privacy. Federated
Learning is a decentralized machine paradigm where models are trained
collaboratively across multiple devices or servers holding Local data. In this paper, we
review recent developments in privacy-preserving techniques for federated learning
from a machine-learning perspective [1, 2]. We explore methods such as differential
privacy, secure multi-party computation (SMPC), homomorphic encryption, and
Federated Learning with encrypted data, highlighting their strength and limitations
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[3]. By addressing privacy concerns, these techniques pave the way for wider
adoption of Federated Learning across diverse domains and applications. Federated
Learning preserves user privacy by enabling model training without sharing raw data,
in contrast to typical centralized systems. Federated Learning allows global model
creation while maintaining data localization through iterative rounds of model
distribution, local fraining, and parameter aggregation. Unlike traditional models,
Machine Learning models can continuously with minimal to no intervention.
Federated Learning addresses privacy concerns in traditional machine learning by
maintaining on-device [4, 5] Federated Learning (FedML) is a distributed machine
approach that is developed to provide efficient privacy-preserving machine learning
in a distributed environment. Privacy is paramount in federated learning due to its
decentralized nature, where models are trained on distributed data sources without
cenfralizing them. This strategy lessens worries about unauthorized access to private
data and data privacy violations [6]. Federated Learning protects privacy so that
different parties can collaborate without finance and telecommunication.
Additionally, maintaining privacy in federated learning builds participant confidence,
which promotes wider adoption and collaboration in the federated learning
ecosystem. Homomorphic encryption another powerful tool, allows computation on
encrypted data, thus ensuring data privacy even during the processing stages.
Federated Learning presents several challenges, including communication overhead,
heterogeneity in local data, and vulnerabilities to adversarial attacks. The
advantages of federated learning include preserving privacy by keeping the data
localized on devices [7, 8].

However, federated learning is not immune to privacy threats. The exchange of
model updates during the training process can still leak sensitive information,
necessitating robust privacy presentation strategies. Despite these advancements,
the implementation of privacy-preserving techniques in federated learning poses
several challenges. Scalability, communication overhead, and the delicate balance
between privacy and model accuracy are critical issues that need to be addressed
to make these methods viable for real-world application [?, 10].
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The paper also explores emerging frends such as hybrid approaches that combine
multiple privacy-preserving techniques to leverage their respective strengths.
Additionally, it discusses the application-specific challenges and solutions, highlighting
case studies from various industries to illustrate practical implementations [12, 13].

LITERATURE REVIEW

The study proposed a privacy-preserving Federated Learning (FL) framework that
integrates bitwise quantization, local differential privacy (LDP), and features hashing
to address privacy concerns when training machine learning models on sensitive locall
data. The approach uses randomized response algorithms and quantizes local model
updates to maintain privacy while enabling collaborative model training across edge
devices [14]. The paper presents a novel privacy-preserving federated learning
solution, PPFL-LQDP that addresses the issue of excessive participation of low-quality
datain federated training. By constructing a composite evaluation value for the data,
the negative impact of low-quality data on federated training is reduced, while
ensuring the privacy and security of participant data through a secure framework [15,
16].

The study offers promising innovations for various fields, including healthcare.
Nonetheless, managing substantial volumes of private medical data presents several
security and privacy issues. Federated learning presents itself as a viable remedy,
allowing machine learning models to be trained without requiring the exchange of
raw data. An overview of the literature on federated learning in healthcare is given in
this study, with a focus on the technology’s uses, difficulties, consequences, and
opportunities for improving healthcare analytics and decision-making while
protecting patient privacy [17, 18].

The study investigates Federated Learning, a burgeoning field aimed at training
complex models while preserving data privacy. They recognize the potential benefits
of combining data from various sources for model training, but they also stress the
significance of safeguarding sensitive data [19]. The study presents recent
advancements in privacy-preserving Al techniques applied to biomedicine, aiming
to address concerns regarding the privacy of individual participants when training Al
models on sensitive data [20].

The study focused on recent years, with the rise of Machine Learning (ML)
applications, ensuring data privacy and security has become imperative. Federated
Learning (FL), which enables distributed learning without requiring raw data
exchange, has come to light as a potential remedy for privacy issues [21, 22]. In this
paper, we reiterate the concept of federated learning and propose secure federated
learning (SFL), where the ultimate goal is to build trustworthy and safe Al with strong
privacy-preserving and IP-right-preserving. We provide a comprehensive overview of
existing works, including threats, attacks, and defenses in each phase of SFL from the
lifecycle perspective [23].

In this paper, authors present in detail an understanding of Federated Machine
Learning, various federated architectures along different privacy-preserving
mechanisms. The main goal of this survey work is to highlight the existing privacy
techniques and also propose applications of Federated Learning in industries [24]. In
addition, in recent years, there has been a lot of work on privacy protection machine
learning worthy of attention. Proposed using differential privacy to protect privacy in
machine learning, and SMC was used to reduce the noise caused by differential
privacy. Federated learning has been widely used in various fields. For example, the
Gboard system designed by Google realizes keyboard input prediction while
protecting privacy and helping users improve input efficiency [25]. In the medical
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field, patients' medical data are sensitive, thus federated learning is very useful.
Besides this, natural language processing and recommendation systems are also
applicable to federated learning as well [26].

LITERATURE REVIEW

Enhancing The performance of badminton players is influenced by a
combination of leadership qualities, cognitive abilities, and fitness parameters.
These variables play a critical role in determining both individual and team
success in competitive environments. This review examines the existing
literature on each of these variables to provide a foundation for their
integration into a predictive framework for badminton performance.
Leadership qualities significantly impact an athlete's performance and the
dynamics of sports teams. Effective leadership enhances decision-making,
fosters team cohesion, and promotes motivation under competitive pressure.
Smith and Cotterill (2017) highlighted that team captains who exhibit strong
leadership fraits can positively influence team performance, particularly in
strategy-intensive sports like badminton. Leadership also plays a crucial role in
enabling athletes to overcome challenges and adapt to dynamic game
scenarios (Cotterill, 2013). Cognitive abilities, such as anficipation, decision-
making, and reaction time, are pivotal in high-speed sports. Badminton
demands rapid processing of visual and spatial information, which affects
players' ability to anticipate opponents’ moves and respond effectively.
Abernethy et al. (2013) found that elite players demonstrate superior cognitive
skills compared to novices, emphasizing the importance of these attributes in
performance differentiation.

Moreover, cognitive fraining interventions have shown promise in enhancing
these skills, further underscoring their relevance (Farrow & Abernethy, 2015).
Fitness parameters are the cornerstone of physical performance in badminton.
Agility, endurance, and muscular strength are essential for executing fast-
paced movements and maintaining performance throughout matches.
Ghosh et al. (2012) emphasized that elite badminton players exhibit superior
levels of aerobic capacity and muscular endurance compared to their less
successful counterparts. Furthermore, fitness tfraining tailored to the demands
of badminton has been shown to improve overall performance, particularly in
prolonged competitive settings (Chin et al., 2010). The integration of these
variables into predictive models using machine learning is a recent
advancement in sports science. Machine learning algorithms can process
large datasets and uncover patterns that are not immediately apparent
through traditional analysis methods. Hughes and Bartlett (2015) demonstrated
the effectiveness of such approaches in identifying key performance
indicators in various sports. However, there is limited research that combines
leadership, cognitive, and fithess parameters info a single predictive
framework, particularly in the context of badminton. This review highlights the
importance of addressing the interconnections among leadership, cognitive
abilities, and fithess parameters to provide a comprehensive understanding of
badminton performance. By leveraging machine learning, the study aims to
bridge existing research gaps and offer actionable insights for performance
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optimization.

PRIVACY —PRESERVING TECHNIQUES OVERVIEW

Privacy-preserving techniques in federated learning aim to protect sensitive data
while enabling collaborative model training across decentralized sources. Diverse
methods include homomorphic encryption, secure multi-party computation,
federated learning with encrypted data, zero-knowledge proofs, differential privacy,
secure aggregation and data masking and perturbation [27].

Secure Multi-party Computation (SMPC)-

Secure Multi-party computation (SMPC) is a cryptographic technique that allows
multiple parties to jointly compute a function over their inputs while keeping those
inputs private. In the context of federated learning, SMPC enables participants to
collaborate on model training without revealing their raw data to each other [28].
Differential privacy is a privacy-preserving concept that ensures that the presence or
absence of any single data point in a dataset does not significantly affect the
outcome of queries or computation. It provides a strong mathematical guarantee of
privacy by adding carefully calibrated noise to query responses or statistical
computations [29, 30].

Federated Learning with Encrypted Data-

An enhancement of conventional federated learning, Federated Learning with
Encrypted Data (FLED) concentrates on protecting privacy by encrypting the data
before it leaves the local device. This method guarantees that sensitive data is always
safeguarded by enabling model training on encrypted data [30, 31]. Using
homomorphic encryption, calculations on encrypted data can be carried out in a
way that ensures the outcomes match those of similar calculations done on
unencrypted data. Put otherwise, it makes it possible to do operations like addition
and multiplication on ciphertexts, or encrypted data, resulting in ciphertexts that,
upon decryption, produce the same outcome as if the operations had been carried
out on the plaintext, or unencrypted data [32, 33]. Cryptographic techniques known
as Zero-Knowledge Proofs (ZKPs) enable one person, known as the prover, to
persuade another, known as the verifier, that a given assertion is frue while withholding
any further information beyond the veracity of the statement. ZKPs can be used in
federated learning to protect privacy and maintain the ability to validate model
updates [34, 35].

Hybrid Approaches

Hybrid approaches that combine differential privacy with SMPC or homomorphic
encryption can provide enhanced privacy guarantees by leveraging the strengths of
multiple techniques [36, 37]. Data Masking and perturbation are two key techniques
in privacy-preserving data analysis. They aim to obfuscate sensitive information within
data while maintaining its usefulness for tasks like model training or statistical analysis
[38]. Secure aggregation is a crucial technique in privacy-preserving machine
learning that allows multiple parties to combine their data securely while protecting
individual privacy [39].
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Table 1.
Summary of Privacy-Preserving Techniques for Federated Learning
Techniques Advantages Disadvantages Ref
Secure Multi-party Preserve data privacy High computational [40]
computation (SMPC) without sharing raw data. and communication
Supports complex costs.
computations
Homomorphic Preserves data privacy High computational [41]
Encryption during computation. overhead, limited
Supports various operations.
operations
Federated Learning Protects data privacy Limited support for [42]
with Encrypted Data during model fraining. complex models,
Enables collaboration on requires specialized
sensitive data. encryption schemes.
Differential Privacy Strong privacy guarantees, May reduce data [43]
can be applied to various utility, and complex
data types. noise calibration.

Proposed architecture-

Client devices, local model trainers, a central server or aggregator, privacy-preserving
methods, model assessment and deployment components, privacy governance and
compliance procedures are all part of the suggested architecture for privacy-
preserving federated learning [44].

]
Central server or aggregator

=1 = =1
= Local Model Trainer 3 Local Model Trainer 2 Local Medel Trainer 1
Privacy preserving mechanisam I _ —
‘— T

|

a
Model Evaluation and Deployment

Privacy Governance and
Compliance

Figure 2.
Architecture for federated learning with a focus on privacy-preserving techniques [45]
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Client Devices:

e These are the gadgets-such as cell phones, Internet of Things sensors, or edge
devices -where data is first created. Local datasets are stored by them.

e Using its data, each client device oversees training a local device.

e Client devices use methods like federated learning with encrypted data or
differential privacy to protect privacy.

Local Model Trainer-

e This part manages the local model’s fraining and is housed within every client
device.

e To protect the privacy of the data while training the model, it uses privacy-
preserving model.

e Following training, the central server or aggregator receives encrypted model
updates (gradients) from the local model trainer.

Central Server or Aggregator-

The cenftral server uses secure aggregation techniques, like secure multi-party
computation to protect privacy during aggregation. These techniques enable
computations to be done on encrypted data without disclosing individual
conftributions.

Federated Learning System

Local Model Trainer
el ‘\\

— -
Data & Local Model Encrypted Model Updates
T ~
" Y
Client Devices Central Server/Aggregator

Secure Aggregation  pggregated Model Global Model

Model Evaluation & Deployment

.'II
/

Privacy-Preserving Mechanisms

/
Compliance

/
.'l
v
Privacy Governance & Compliance
Figure 3.

Components for federated learning with a focus on privacy-preserving techniques [46]

Privacy-Preserving Mechanisms-
¢ Differential privacy Module

e Secure Aggregation Module
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e Homomorphic Encryption Module

Model Evaluation and Deployment-
¢ Following aggregation, the global model can be used for inference tasks and

its performance assessed.

¢ To ensure data confidentiality, privacy-preserving measures might be used
again when evaluating and deploying the model.

Privacy Governance and Compliance-
¢ This part of the architecture includes the mechanisms to manage data

access rights, obtain user consent, audit privacy-preserving processes to
ensure compliance with legal and ethical requirements, and ensure that
privacy-regulations and standards are followed throughout the federated
learning process.

Coordination | | ’J ZK:n
Server S

Aw} / ,
L 1
2
Awf
20
|
L 1) son 2 4
Figure 4.
Workflow cycle in FL framework [47]
Table 2.
Summary of Privacy-Preserving Techniques for Federated Learning
Techniques Advantages Disadvantages Ref
Zero-knowledge Proofs Provides cryptographic  High computational [48]
proofs without data complexity, limited
disclosure. Supports applications.
privacy-preserving
authentication.
Secure Aggregation Improves data security Choosing the [49]
and compliance with appropriate
privacy regulations. protocol for specific
needs.
Data Masking and Complies with Noft foolproof: [50]
perturbation regulations: Supports Sophisticated
adherence to data attackers might still
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Label Concept Shift

privacy regulations like be able to
GDPR and HIPAA. deanonymize data.
Hybrid Approaches Enhanced privacy Complexity in [50]
protection; implementation;
Flexible in application. May involve high
overhead.
Challenge _ Data _ _ —~ —
Categorizasion Heterogeneous FTL, Homogeneous FTL —{ Prior Shift )
—[ Covariate Shift ]
Dynamic _ Fes e ifi
" Heterogencous FTL —{ Feature Concept Shift }
— ]

[~ Model Adaptive FTL Quantity Shift

Federate
Transfer Learning

—- Heterogeneous FTL ——[ Feature Space Heterogeneity ]

— Semi-Supervised FTL

L System Heterogencity —_Label Space Heterogeneity |

. L e tal Dat 4‘ Feature & Label Space
Unsupervised FTL ncremental Data Heterogeneity
Solution
. .. T Data-Based Strategy Instance-Based L .
Categorization | Application Scenarios

Feature-Based ® Cross-domain Recommendation

| o . . ® Medical Image Classification
Model-Based Strategy Maodel Control ® Traffic Flow Prediction

Parameter Control ® Action Recognition

® Question Answering System

® Fault Detection

Knowledge Distillation @ Credit Card Fraud Detection

Model Aggregation

Figure 5.
Workflow cycle in FL Challenges & Solution [51]

Hybrid HE with Secure Aggregation:

Combining homomorphic encryption with secure aggregation protocols to protect
individual client updates while ensuring only aggregated values are shared.

Secret Sharing Schemes:

Techniques like Shamir's secret sharing and additive secret sharing are now being
optimized for federated learning environments, allowing model parameters to be
shared across multiple parties securely. This approach has become more popular,
where the server aggregates encrypted client updates without learning any of the
individual updates. Federated Averaging (FedAvg) is enhanced to include privacy-
preserving methods like secure aggregation, gradient clipping, and quantization. This
ensures that aggregated gradients cannot expose sensitive information. Combining
SMPC and TEEs to further improves the privacy guarantees by offloading part of the
computation to a frusted environment while ensuring that no single party learns the
complete update.

CONCLUSION

In conclusion, this paper has provided a comprehensive overview of recent
advancements in privacy-preserving techniques for federated learning from a
machine learning perspective. By categorizing and analyzing state-of-the-art
approaches, we have gained insights into the strengths, limitations, and potential
applications of these techniques. Federated learning holds great promise for
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collaborative machine learning while safeguarding data privacy, and addressing
concerns associated with centralized data processing. However, several challenges
remain, including scalability issues, performance overhead, and robustness concerns.
Addressing these challenges requires further research and innovatfion in the
development of efficient and secure privacy-preserving mechanisms. Additionally,
ensuring regulatory compliance and building trust among stakeholders are crucial
aspects that need to be considered in the deployment of federated learning systems.
Looking ahead, future research directions should focus on enhancing the
effectiveness and scalability of privacy-preserving federated learning techniques. This
includes exploring novel algorithms, improving communication efficiency, and
addressing emerging threats and vulnerabilities. By addressing these challenges, we
can unlock the full potential of federated learning for collaborative machine-learning
applications across various domains while upholding the highest standards of data
privacy and security.
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