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The rapid advancements in cyber-attack strategies are in parallel 

with the measures for detection, analysis, and prevention. Attackers 

have recently developed fileless malware that can simply bypass 

existing security mechanisms. The high complexity of malware and 

the attacks rises in today’s world because malware increases the 

chance of cyberwar in many countries, the rise of one of the most 

sophisticated fileless malware is now increasing day by day and the 

present challenges for traditional malware detection and analysis 

are used that does not provide the complete information on Fileless 

malware. It evades conventional signature and firewall detection 

systems by hiding and directly injecting its malicious code into RAM, 

leaving no or minimum traces on the file system. This review paper 

explores the crucial artifacts in memory forensics that lead to a 

critical approach to addressing the challenges mentioned so that 

the investigator can detect and analyze the critical threats. Also, it 

highlights the method that helps the investigators analyze every 

aspect of the malicious or embedded code. This will help us to 

improve the detection criteria and the accuracy of the results. This 

study also helps the examiners in the examination of the processes 

and different types of analysis i.e. strings, anomaly detection, and 

the critical techniques used for retrieving malware artifacts. This 

review also includes the limitations of the existing tools and 

methodologies and the new evolving techniques and tactics used 

by the malware to hide its footprints. By identifying these gaps these 

papers provide robust farmwork for the enhancement of malware 

analysis tools and procedures to help the examiners in the analysis 

and examination of malware. 
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INTRODUCTION 

The rapid growth in cyber security and internet security has been witnessed in the 

rapid development of many new types of cyber-attacks and in today’s world these 

attacks have become more sophisticated. One of the attacks that was used by many 

threat actors is malware attacks that once deployed in the user system remove their 

tracks and perform harmful activities [1]. According to Av-test institutes, more than 

45.000 new malware and unwanted apps are registered daily and they impose a 

greater threat on today’s system. The old antivirus solution relies on static and heuristic 

techniques for the detection of these malware, but modern malware uses advanced 

encryption and cryptographic techniques so that these antiviruses can’t identify them 

[2, 3]. 

There are different types of malware but among them, one of them is fileless malware 

which gains significant importance due to its nature of evading detection from 

antiviruses. Unlike other malware that leaves a track on the operating system, this 
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malware leaves no track on disk-resident files and leaves minimal or no artifact behind 

exploiting the CVes and system tools in legitimate software [4, 5]. This unique way 

provides a way to bypass the system antivirus software and signature-based detection 

techniques and maintain its persistence in the system. Making it harder for detection 

[6]. 

To overcome these threats in today’s world cybersecurity researchers have also 

provided a way to investigate these types of threats using modern forensics 

techniques like memory forensics a domain in forensics that helps in the analysis of the 

memory to see the malicious processes and helps to analyze the internal state of the 

operating system like the running processes, user processes, kernel processes [7, 8]. In 

the traditional analysis, the examiner can’t see the complete picture of malware as 

these malware have modern cryptographic techniques which help them to leave no 

or minimal traces but the modern forensic techniques like memory analysis provide a 

Unique way like process analysis, entropy and strings imported and the PE analysis 

which pays a great role in the identification of these threats [9]. 

 

Figure 1: Malware chain based on File [10] 

 

This paper comes up with the field of malware analysis and memory forensics in many 

ways: 

• Describing Fileless Malware: This paper delves into the detection of malware 

that is fileless in nature and the artifacts obtained from the analysis of the 

memory. 

• Forensic investigation Techniques: The importance of the advanced forensic 

investigation tools and how to use those tools to analyze the processes and DLL 

which helps to understand the persistent behavior of malware in the memory 

[11]. 

The advancement of today’s malware has made a great impact on today’s world as 

its detection mechanism and its analysis prove difficult with traditional forensic 

techniques. The signature-based detection has proved efficient against traditional 

malware but like fileless malware which can’t detect easily these traditional 

techniques can’t apply to them also with the greater development of polymorphic 

malware which modifies its code and can’t detect heuristic-based detection 

techniques. The examiners face limitations in their analysis when addressing these 

types of evasion techniques such as cryptographic encryption and code obfuscation 

[12, 13]. Malware is a program that is used by attackers to gain unauthorized access 

to some network or system which will lead them to obtain their data. In general, it is a 
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piece of malicious code that executes itself once it enters the victim system and then 

it starts spreading depending on the nature of what it was designed for it will spread 

over the network and exploit any available services or device tool, etc. its main 

objective is to disrupt the system and cause damage as much as possible [14, 15]. 

Most of the attackers send it using emails, word documents, USB sticks, or as 

attachable downloads or in the form of free software. Malware is divided into various 

types depending on the code and specifically the information needed.  

 

Table 1. 

Comparative Analysis of  state of-the-art Approaches 

 
Fileless malware is one of the deadly malware that once deployed in the system 

removes its traces to a minimum and operates entirely in the memory of the operating 

system. This malware leaves no traces on the hard disk making it difficult for the 

examiners to investigate it also it can’t be detected using the old traditional forensic 

methods [16, 17].  Now in today’s world, the internet is freely available everywhere 

and sensitive information is traveling using the internet and as we know it.  
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Table 2. 

Feature Selection Approaches [18] 

 

LITERATURE REVIEW 
The cybercriminals’ primary goal is to steal this sensitive information, including our 

account info and personal info and to disrupt the services available to us also some 

attackers do it for financial gain. The other goal of cyber criminals is to obtain the data 

as much as possible and for this purpose specifically, they design a malware known 

as a keylogger that steals the information from the user and sells it on dark forums. E.g. 

many keyloggers were deployed in the bank to steal credit card information [25, 26]. 

Malware is also deployed in cyber espionage and for surveillance in cyberspace. The 
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main goal of this is to listen to the communication between two people to steal 

business info or gather information related to targets. For this purpose, they design 

trojan horses that spread in the network and attackers gain access to the network. 

Most of the time the malware is used for the targeted attack. These are the attacks 

that are specifically designed for an individual user or corporate or a country [27, 28]. 

They are designed in such a way so that they can’t easily be detected and maintain 

their persistence for a long time. 

 

Memory forensics is a type of digital forensics that helps the examiners to investigate 

the activity related to memory. Memory forensics is a crucial part of cybersecurity as 

with the help of this we can identify the maximum behavior of the malware and 

investigate the memory processes and DLLs. Memory Forensics contains different 

types of tools that help in the investigation, collection, and analysis of memory artifacts 

[29].  This malware was used by many attackers to show no footprints of their action 

and using this malware that operates entirely within the system memory leaves no 

traces on the disk that will be difficult for the examiners. Memory forensics plays a 

crucial role when identifying these types of malware as they only operate in the 

memory and evade traditional forensic detection tools and antivirus programs [30].  

 
Figure 2. 

Life cycle of Malware [31] 

 

By examining the memory for suspicious processes and DLLs used also the APIs used 

for call making the examiner can find important artifacts related to any malware. The 

main techniques used for the analysis of memory are memory injections and 

uncovering the persistence mechanism of any malware [32, 33].  
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Table 3. 

Static Features of File [34] 

 
 

Memory Injections in Legitimate Processes 

 

Most of the attacker's favorite tactics used during fileless malware execution is 

memory injection which is the insertion of a malicious code into one of the trusted 

processes of the memory. This way malware can hide its presence from the traditional 

analysis. As the malicious code is directly injected into the legitimate process it is 

difficult to identify the malware using the traditional forensic approach. Memory 

forensics can identify these types of malware using the active memory processes by 

analyzing the different portions of the memory allocated to the processes or by 

analyzing the API calls, malicious code, or unusual system calls. By analyzing these 

portions, security researchers can identify the malware artifacts present in the memory 

and thus neutralize the threat [35, 36]. 

 
Figure 3. 
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Life cycle of Malware (Fileless) [37] 

 

Persistence Mechanisms: Registry-based Execution and DLL Sideloading 

The registry is the part of the Operating system that tracks every activity of software 

the fileless malware was used in the registry to change the exe values so that 

persistence can be maintained. While the other method includes DLL sideloading. 

Registry-based execution allows the malware to store and execute malicious code 

from the system registry, which is often overlooked by traditional detection tools [38, 

39]. Memory forensics can help identify such threats by analyzing the system’s memory 

for registry entries that are abnormal or linked to suspicious activities [40, 41]. DLL 

sideloading is another technique used by fileless malware, where the malware loads 

a malicious Dynamic Link Library (DLL) file into a legitimate application. This allows the 

malware to run under the guise of a trusted application, making detection more 

challenging. By analyzing memory artifacts, such as loaded DLLs and their associated 

processes, memory forensics can identify the presence of malicious DLLs and the 

process they are running within. This information helps security professionals track and 

mitigate the malware’s persistence mechanisms [42, 43]. 

MATERIALS AND METHOD 

Segmentation is the breaking of large memory dumps into smaller regions so that 

analysis can be conducted easily.  The detection of memory modification and 

memory injection and the behavior of malicious code were reviewed. Malicious apps 

are analyzed using their API calls and their memory addresses and the behavior of the 

PE and they were compared to analyzing suspicious behavior. The volatile memory 

technique was also used for the analysis of fileless malware behavior to identify its TTPs. 

Dynamic Link Library (DLL)  

Several memory techniques were used to identify the DLLs that were loaded into the 

memory and analyzed them to view the anomalies and libraries they are linked to 

and the unsigned libraries that help the malware evade detection [44, 45].  

 

 

Event Log Correlation 

The event log was analyzed with memory to see the correlation between memory 

artifact and the event log also it helped us to analyze the unauthorized malicious 

activities such as unregistered software and commands. Studies using signature-

based approaches for detecting known patterns in memory, such as PE headers or 

obfuscated code, were examined. Approaches utilizing entropy analysis to identify 

regions with high randomness indicative of packed or encrypted malware were 

reviewed. Techniques for detecting API hooking attempts by malware to hijack 

legitimate system functions were evaluated [46, 47]. 

 

Fileless Malware Detection 

Emphasis was placed on methods specifically targeting fileless malware, such as 

detecting malicious scripts and memory-resident code that do not leave disk artifacts. 

The memory results were crossly referenced with the signed processes to reduce the 

chances of false positives and improve the accuracy of the results. The analysis of 

memory forensic methodologies for the detection of fileless malware provided us with 

valuable insight into the analysis of fileless malware tools, techniques, tactics, 
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procedures, strengths, weaknesses, and limitations. The results are categorized 

depending on the focus areas of this paper including the collection, analysis, and 

detection strategies of fileless malware in memory forensics [48]. 

 

Static Sample Collection 

Samples from malshare and malware db. Provide a great insight into the comparison 

of PE files for the baseline comparison.  The legal software from their official websites 

such as Kaspersky and Microsoft was effective in the behavior analysis of the standard 

libraries, Processes, and DLLs [49]. These samples were only valuable in the 

identification of signature-based malicious threats but inadequate for the detection 

of runtime malicious behavior.  

 

Dynamic Sample Collection 

The dumps gathered from the memory using the sandbox provide more information 

about the malicious exe runtime behavior as compared to the static collection. 

Analysis of memory dumps exposed injected code, anomalous DLL loading, and 

memory-resident malware that evades traditional disk-based detection. Fileless 

malware often executes and disappears quickly, making timely data collection 

critical. Techniques for reliably capturing volatile memory data during execution 

remain inconsistent across studies [50]. 

 

 

 

Table 4: Fileless malware samples [51] 

 

MEMORY ANALYSIS 
Process and DLL Inspection 

Techniques for extracting and analyzing processes and DLLs from memory dumps 

were widely discussed. Studies identified unsigned DLLs and unusual API calls as 

common indicators of malicious activity. Memory segmentation was effective in 

isolating malicious regions for detailed analysis [52]. Anomalies such as excessive 

memory usage, unauthorized process spawning, and unusual inter-process 

communications were consistently flagged as suspicious. Behavioral analysis was 

especially effective in detecting stealthy fileless malware that avoids traditional 
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signature-based detection. Process-based analysis often struggles with heavily 

obfuscated or encrypted code. Detection accuracy was highly dependent on the 

quality of the baseline process behavior data. 

Detection Strategies 

Signature-based approaches were effective against known threats but inadequate 

for identifying zero-day or obfuscated fileless malware. 

Entropy Analysis 

High entropy regions within memory dumps reliably indicated the presence of packed 

or encrypted malicious code. However, entropy analysis alone was insufficient for 

providing actionable intelligence without additional context. 

API Hook Detection 

Detecting API hooks proved to be a robust method for identifying fileless malware 

manipulating system functions. This approach was particularly effective in uncovering 

stealthy lateral movement techniques used by attackers. 

Event Log Correlation 

Combining memory data with event log analysis enhanced detection accuracy by 

providing a holistic view of system activity. However, the method used for this purpose 

requires a comprehensive number of resources and expertise to execute effectively 

Malware that doesn’t show traces on disk and resides in the memory like fileless 

malware can be very difficult to analyze using old tools and that is why memory 

forensics gives us great artifacts in file malware cases. The techniques of using 

behavior analysis, Process analysis, and Dll analysis play an effective role than 

traditional tools, especially for fileless malware that has no footprints on disk [53]. The 

persistence mechanism of this malware like making WMI calls and the abuse of 

PowerShell commands and tools like space were found to an important attack vector   

Research Gaps & Challenges in Memory Forensics 

The need for forensics in memory was important as malware is changing their way of 

action day by day but it comes with several challenges that minimize the efficiency 

of this process. These challenges include Evasion Techniques, The tool's limitations, and 

scalability, which complicate the memory forensic analysis process. Additionally, 

some ethical and regulatory challenges come into play when we are talking about 

memory forensics. But now the courts are accepting the memory forensic as legal 

evidence in court hearings, and it was easily admissible in the court. 

Evasion Techniques 

As the threat becomes more advanced and changes their attack of chain 

continuously it is difficult for the cyber security professionals to identify them with old 

methods. Nowadays malware uses such a mechanism that they obfuscate their code 

and use encryption so that it is not in readable form and no one can read it and the 

result is it will automatically show no traces on the disk and run as a legitimate process 

in the memory. When a code is obfuscated, the attacker hides the code in the 

streams and makes it difficult for the forensic tools to extract and analyze it. While in 

encryption they encrypt their code which will change its signature and thus remain 

undetected from the detection tools. To minimize these types of false analyses 

memory forensics must be advanced in the evasion detection techniques. The major 

challenge in this era is the tool as the cyber threats keep advancing there is a lack of 

advanced tools to analyze cyber-attacks. This lack of standardization in the memory 

forensic tools becomes a major problem when analyzing memory dumps. Each tool 

produced has some missing functionality and data formats which results in 

inconsistent analyses of the forensic artifacts. During the analysis, we can't rely on a 

single result we have to perform it multiple times to remove the chances of error and 

produce correct results which is a time-consuming method also sometimes we have 
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to deal with encryption which also takes time to break and every tool does not 

contain all these properties. So, there is a need for tool standardization among these 

tools to ensure a smooth memory analysis process across different Platforms. 

Ethical and Regulatory Challenges 

Sometimes memory forensics contains personal data like passwords, private internet 

communications and browsing data which is a user's private information and its misuse 

is unethical. So, to respect everyone's privacy rights we have to be ethical and follow 

the proper procedure while accessing this type of data during analysis. Sometimes 

some regulatory frameworks have to be followed for the analysis part to avoid the 

misuse of private information in cyber security. Which varies on the jurisdiction and 

context of every society. 

CONCLUSION 
The severe issue of the fileless malware cyber threat could block or restrict people 

from accessing their systems or data. Fileless malware represents a significant 

challenge to traditional cybersecurity defenses, as it operates entirely in memory and 

utilizes legitimate system tools, making it difficult to detect and mitigate using 

conventional methods This paper highlights the role of memory forensics specific to 

the challenges posed by the fileless malware in today's world, which helps us to 

understand how they remain silent to avoid detection from traditional tools like disk-

based detection methods. The indicators found in the memory like unsigned 

processes and the DLL injection, Process injection, and other artifacts provide a great 

way to identify these types of malware. The thorough analysis reveals that by doing 

the static analysis of memory these malware can’t be identified because they are 

inaccessible through static technique or signature-based detection. The study also 

reveals that the analysis of several memory portions and processes using memory 

forensics provides a critical role in the detection and analysis of these types of 

malware. Some gaps need to be filled to analyze the malware, including the lack of 

standardized data sets, detection in real-time, and the number of resources and 

techniques used for the analysis part. This paper concludes that memory forensics 

plays a vital role in the detection of fileless malware by analyzing the volatile memory 

and presenting unique artifacts of malicious activities. For further process 

enhancements and accuracy for future research the development of real-time 

detection capabilities, the creation of improved memory datasets, and optimized 

resources are needed. In conclusion, the dynamic and volatile nature of memory 

makes it an invaluable resource for malware detection, offering unique insights into 

the activities of malicious software. To enhance its efficacy, future research should 

focus on developing real-time detection capabilities, creating comprehensive 

memory datasets for benchmarking, and optimizing resource utilization. These 

advancements will not only improve the detection and response to fileless malware 

but also strengthen overall cybersecurity frameworks in the face of evolving threats. 
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