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In this contemporary era, the internet has become the mode of
communication and has changed the lifestyle of individuals with
advancements in technology. Social media networks are
becoming an essential part of life for most of the world’s
population. Social networking platforms give users countless
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opportunities to share information collaborate, cyberbullying and
communicate positively. Cyberbullying is the use of technology as
a medium to bully someone. Although it has been an issue for
many years, the recognition of its impact on young people has
recently increased. Detecting cyberbullying using Machine
learning and natural language processing algorithms is getting the
attention of researchers. The same platform can be extended to a
fabricated and poisonous atmosphere that gives an impersonal,
harmful platform for online misuse and assault. Yet it also poses
significant challenges, including blackmailing and cyberbullying.
These malicious activities can have severe psychological,
emotional, and social consequences. These unsolicited activities
have an impact on increasing the vulnerability of crime against
women and among younger age groups children including
adolescents. This paper provides a comprehensive analysis of the
phenomenon of social media blackmailing and cyberbullying. It
examines their prevalence, psychological impacts, and
countermeasures. The framework considering all possible actors in
the cyberbullying event must be designed, including various
aspects of cyberbullying and its effect on the participating actors.
A synthesis of findings from recent studies is presented to highlight
the trends and effectiveness of current mitigation strategies. The
paper also outlines methodologies employed in recent research,
discusses resulfs, and provides conclusions on future directions.
Furthermore, Future developments of the work could include
handling multimedia data of various sizes and the ability to
categorize the material neural network-based algorithms and
future challenges are also discussed.

Keywords: Cyberbullying, Internet bullying,

psychological factors.

electronic bullying, higher institutes of learning, personal factors,
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INTRODUCTION

Emotion Bullying is defined as targeting an individual or a group of individuals and
exposing them to ridicule and negative actions both physical and mental deliberately.
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This is a common but serious and demoralizihg experience that every individual
encounters at least once in his or her lifetime. Social networking sites are great tools for
connecting with people. However, as social networking has become widespread,
people are finding illegal and unethical ways to use these communities. We see that
people, especially teens and young adults, are finding new ways to bully one another
over the Internet [1]. Close to 25% of parents in a study conducted by Symantec reported
that, to their knowledge, their child has been involved in a cyberbullying incident. Social
media platforms have revolutionized communication, offering users an opportunity to
connect globally. However, the anonymity and broad reach of these platforms have led
to the rise of detrimental activities such as blackmailing and cyberbullying [2, 3]. This
section delves intfo the scope, mechanisms, and impact of these activities, offering a
structured overview. As an alternative to conventional process-based and empirical
models, applying different machine learning (ML) algorithms as data-driven models has
proven tremendously successful because of the powerful computational efficiency [4,
5]. However, protecting IT systems from threats and criminal network behavior is still very
difficult because cyber-attacks are always changing. Due to regular network intrusions
and harmful actions, effective defenses and security concerns were given key
importance for developing frustworthy solutions [6].

The Rise of Social Media

Social media platforms like Facebook, Instagram, Twitter, and TikTok have seen
exponential growth in users over the past decade. According to a 2022 report by Statista,
there are over 4.2 billion active social media users globally. This widespread adoption has
enabled unprecedented levels of connectivity but also infroduced avenues for misuse
[7. 8]. Most currently employed techniques for recognizing cyber attacks match potential
aftack characteristics by blocking harmful connections to assist defenders in attack
scenario analysis. Among these platforms, Facebook stands out as the most popular
platform for human connection, boasting approximately 2.27 bilion active users. Through
various features provided by Facebook, users engage in conversations, and debates,
and share their thoughts with others and communities [9].
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Figure 1:

Expansion of Social Netowk [10]
31



A Robust Hybrid Machine Learning based Implications Aslam, |. et, al., (2025)
Role of Natural Language Processing (NLP) in Cyberbullying Detection

One direction in this field is to detect offensive content using Natural Language
Processing (NLP). The most explanatory method for presenting what happens within a
Natural Language Processing system is using the “levels of language” approach. These
levels are used by people to extract meaning from text or spoken languages. This leveling
refers to the reason that language processing relies mainly on formal models or
representations of knowledge related to these levels [11]. For detection of cyberbullying
System the accuracy and precision the below equations are used

Accuracy = TP+TN/TP+TN+FP+FN .................... Eqg (1)
Precision = TP/TP+FP ...t Eqg (2)
Recall =TP/TP+FN ...ooiiiiiiie e Eq (3)

F - Score = 2precisionrecall/precision+recall .................... Eq (4)

Table 1:
Parameter Analaysis of Cyberbullying System [12]

Data Size Features Classifier Performance

Features (Personality, net- 10 Jas Accuracy = 92.8%

9484 tweets
(work, user (Classes 4)

Cvyberbullying index + Losa-

650000 posts and com- . . . F-Score = 0.80
da ratio + sentiment analysis, Random Forest
ments . , (Classes 2)
social network analysis

103212 buzzes Casual factors of cyberbullying CRT Accuracy = 74.5%

F-Score = 0.936

10,806 tweets Multiple t es of Features Random Forest
. P ve (Classes 2)
A = 91%
10,000 tweets User, Text, Network features Random Forest ceuracy
(Classes 3)
12,000 Posts F-Score = 0.93
_ - SN
FormSpring (Classes 2)

F-Score = 0.902

2.1 Million tweets User, Text, Network features Random Forest

(Classes 3)

Content, user, network, senti- Accuracy = 80.79%
30,384 tweets ANN + DRL

ment features (Classes 2)

7 351 T c d 8OO Accuracy = 84%,
weeaets an
. - SmSDA B89%

instances (MySpace) (Classes 2)

Deep Learning Classifiers and Types of Blackmailing and Cyberbullying

Traditionally, features are designed by a human to train the machine learning algorithms,
which require a lot of expertise and domain knowledge. Deep learning architectures
exploit powerful neural networks containing multiple layers without the burden of feature
engineering. Several useful deep learning architectures are successfully used in natural
language processing image, and video processing. These deep learning architectures
include Convolutional neural networks. Social media blackmailing involves coercing
individuals through threats of revealing private information or images. Cyberbullying, in
contrast, encompasses harassment, insults, and public shaming, often targeted at
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specific individuals or groups. Both behaviors thrive on anonymity and the virality of digital
content, making them challenging to control [14]. Cyberstalking and cyberbullying have
both physical and mental impacts on individuals. Abusers take advantage of
the anonymity provided by social media platforms, allowing their cruel behavior to go
unchecked. Furthermore, as harassment becomes more frequent over time, the situation
worsens [15].

Table 2:
Comparative Analysis [16]
Feature Classifier Accuracy Dataset used
NIA NIA They did not evaluate their Twitter and Ask_ fm
proposed model datasets
Sequential Minimal The model was capable of A
. .. Formspring
Bag of Words (BoW) Optimization (SMQ), IBK, recognizing 78.5% . .
. i . Link: www.Formspring.me
JRip, J48 posts in Formspring dataset
TF-IDF unigrams Ensemble NA MySpace, S!ﬂSh_dOI'
Kongregate, Twitter
TF-DE SUM Kongregate (0.289) Slashdot MySpace, Slashdot,
(0.273) MySpace (0.351) Kongregate
Correctly identify 85.3% as
cyberbully ing
5 d p Insult word
DGR P M WOTE a150h NA posts and 51.91% as innocent MySpace
pronouns, Swear word,
posts of

MySpace dataset

MNegative comments, Total
negative AdaBoost, LR NA Datasets of Vine
words, Unigrams

- SMO (68.47%)
- J48 (65.81)

Feature Extraction

Features for cyberbullying detection can be broadly classified intfo Content features,
Network features, Activity features, User profile features, and sentiment features. Table |
summarizes a list of features used in cyberbullying detection in the literature [17]. Word
embedding featuresare the most common features used for cyberbullying detection in
the literature.

LITERATURE REVIEW

The emergence of social media has provided fertile ground for the proliferation of
cyberbullying and blackmailing. Studies conducted over the past decade reveal that
these issues are not confined to any particular demographic but span across age groups,
genders, and cultural backgrounds. Research, such as the work by [18] has documented
the rising prevalence of cyberbullying, with adolescents being particularly vulnerable.
Technological advancements, while providing tools for connection, have also enabled
malicious actors to exploit features like anonymity and wide-reaching communication
channels. Historical perspectives show that online harassment has evolved from isolated
incidents on forums to sophisticated operations involving hacking and phishing [19]. The

33


https://www.sciencedirect.com/topics/computer-science/anonymity
https://www.sciencedirect.com/topics/neuroscience/behavior-neuroscience

A Robust Hybrid Machine Learning based Implications Aslam, |. et, al., (2025)
psychological impacts of these activities have been well-documented, with victims
reporting symptoms ranging from acute stress to chronic mental health issues. Despite
these insights, gaps remain in understanding the mechanisms behind perpetrator
behavior and the long-term efficacy of intervention strategies [20].

Initial Search
(m=1032)

EFrclusicon based on ]
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(M=S03)
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(N=192%

Ardticles selected
(==}
Eackwvward search on selected Articles
T otal relevant articles (NM=4a45)

Figure 2:
Systematic Procedure for Literature

Role of Machine Learning Social Impact on Cyber Bullying

People connect on social media through various platforms. Every platform has certain
limitations on shared content. Social media content can be text, images, video, or
infographics. Monitoring cyberbullying on social media requires understanding the
content, the social network of the connecting people, user activities, connection
behavior on social media, and users' profiles [21]. The consequences of blackmailing and
cyberbullying extend beyond the digital realm. Victims often experience anxiety,
depression, and post-traumatic stress disorder. Cyberbullying victims are twice as likely to
develop long-term mental health issues compared to their peers. Social impacts include
strained relationships, loss of trust in online platforms, and, in severe cases, withdrawal
from digital spaces entirely [22]. Anonymity is a double-edged sword on social media.
While it allows users to express themselves freely, it also empowers perpetrators to engage
in malicious activities without fear of accountability that over 60% of cyberbullying
incidents are perpetrated by anonymous users, complicating identification and
enforcement efforts [23, 24].

Influence of Technological Advancements

Technological advancements have inadvertently facilitated these issues. Features like
disappearing messages, end-to-end encryption, and fake profiles create opportunities
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for abuse. While these tools offer legitimate privacy benefits, they also hinder monitoring
and intervention efforts [25].

Personal Factors

Demographic Cyberbullying

Factors Awareness

Age Gender

Figure 3:
Conceptual Framework of factors related with cyberbullying[26]

Legal and Ethical Challenges

The legal landscape surrounding social media abuse is fragmented. Different countries
have varying definitions and penalties for online harassment and blackmail. Ethical
concerns, such as balancing privacy rights with the need for monitoring, further
complicate enforcement. Arguing that a unified international legal framework is essential
for addressing these issues effectively [27]. Given the multifaceted nature of social media
blackmailing and cyberbullying, a comprehensive approach is required. This includes
technological interventions, educational programs, and robust legal frameworks.
Collaboration among stakeholders, including governments, tech companies, educators,
and mental health professionals, is crucial to creating a safer digital environment [28, 29].

DATA SEARCH STRATEGY & MATERIALS

This review employs a systematic approach to analyze recent literature on social media
blackmailing and cyberbullying. The methodology comprises the following steps:
Relevant studies were identified using a systematic search strategy. Databases such as
IEEE Xplore, PubMed, Scopus, and Google Scholar were queried with a combination of
keywords, including "social media blackmailing," "cyberbullying," "digital harassment,"
"online abuse," and "psychological impacts." The search was limited to articles published
between 2020 and 2025 to ensure the inclusion of recent findings.
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Inclusion and Exclusion Criteria

To ensure the relevance and quality of the selected studies, specific inclusion and
exclusion criteria were applied:

Inclusion Criteria: Articles published in peer-reviewed journals or conference proceedings
that focus on empirical research, case studies, or technological and policy solutions for
combating social media blackmailing and cyberbullying.

Exclusion Criteria: Opinion pieces, non-peer-reviewed content, and studies focusing on
general online behavior without addressing blackmail or cyberbullying specifically were
excluded.

Table 3:
Comparative Analysis [30]

Year Feature Classifier Accuracy Dataset used
Unigram - Naive Bayes (71%) ,
2015 SVM, NB Twitt
3 ’ - SVM (78%) e
LR (76.8%
) NB[(BH 6%)) Atotal of 197 566 comments from fo
2020 THDF LR, NB, SVM, XGBoost SV 5 4 %) platforms: YouTube, Reddit, Wikiped
= 0D
d Twvitt
- XGBoost (77.4%) Ane iten
-NB (63%)
Profanity, BoW, TF-IDF
- m"';: ,iﬁ o 148, SUM, NB -based - 343 (61%) .
u{:‘?ﬁ;ﬁ leamer, Rule-based Jrip SV (72%) ormspring, Yotoe
g - Rule-based Jrp (70.39%)
Emoticons, Message length,
2013 N-gram, Bully keywords, SYM NA YouTube
Pronouns
Character n-gram BoW, Word F1 score of 64% and 61%
Posts of ASKfm in Dutch
2018 n-gram LSVM for English and Dutch 0S5 TSI I U
) and English
BoW respectively
2019 NA LR, LSVM, RF NA Vine, Instagram
- LR (90.57%)
- LGBM (90.55%)

Data Extraction and Categorization

Data extraction was conducted using a standardized template to ensure consistency.
Information related to the prevalence, psychological impacts, mitigation strategies, and
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research gaps was categorized. Thematic analysis was used to identify recurring patterns
and insights.

Data Type Feature Processing Classifier Training and Testing
Content | I Feature Extraction/ Selection
(Text/Image/Audio)
. . . Performance
Social Network »| Feature Extraction/ Selection Classifier > Analysis —
User Profile #| Feature Extraction/ Selection
User Activity »| Feature Extraction/ Selection Parameter
Tuning
Figure 4:

Systematic Framework for Cyber Bullying [26]
Qualitative and Quantitative SynthSesis

The extracted data were synthesized both qualitatively and quantitatively. Qualitative
synthesis involves thematic analysis of narrative data to identify common themes and
trends. The quantitative synthesis involved statistical aggregation where data were
available, such as percentages of affected individuals or effectiveness rates of
interventions. To ensure the reliability and validity of findings, cross-referencing was
performed across multiple sources. Independent reviewers validated the inclusion of
articles and the categorization of data. Any discrepancies were resolved through
discussion. While the methodology employed was rigorous, certain limitations must be
acknowledged. The focus on studies published in English and within a specific time frame
may have excluded valuable insights from other regions or earlier research. Additionally,
reliance on self-reported data in some studies may infroduce biases. This rigorous
methodology ensured that the review encapsulates diverse perspectives and the latest
advancements in the field.

Recent studies highlight the alarming prevalence of social media blackmailing and
cyberbullying. For instance [31] reported that 34% of teenagers aged 13-18 experienced
cyberbullying in 2023. Additionally, [32] observed a 20% increase in incidents of social
media blackmailing during the COVID-19 pandemic. These findings reflect a growing
trend of online abuse, particularly affecting adolescents and young adults. Moreover,
research highlights that specific platforms, like Instagram and Snapchat, are often cited
as common spaces for such activities [33]. Research by [34] indicates that 34% of
teenagers aged 13-18 reported experiencing cyberbullying in 2023. Another study by
shows in [35] found a 20% increase in social media blackmailing incidents during the
COVID-19 pandemic. These findings underscore the growing vulnerability of users,
particularly adolescents and young adults, to online abuse.
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Psychological Impacts & Factors

The psychological toll of cyberbullying and blackmailing is significant. Victims often report
feelings of helplessness, fear, and humiliation. Longitudinal studies reveal that victims are
at a higher risk of developing anxiety disorders, depression, and post-traumatic stress
disorder (PTSD). Additionally, the public nature of social media platforms amplifies the
humiliation, causing long-lasting emotional scars.

Inmt—111 prearunce
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Figure 5:
Psychological Factors Assocaited with Cyberbulying [36]

Mitigation Strategies & Gaps

Technological interventions have gained tfraction as effective countermeasures. Al-
driven tools for content moderation and abusive behavior detection are increasingly
being deployed by platforms like Facebook and Twitter. Real-time monitoring systems
have also demonstrated potential in flagging and removing harmful content before it
spreads widely. Educational programs aimed at promoting digital literacy and
awareness among users have shown promise in equipping individuals to recognize and
report abusive behavior. Despite these advancements, significant challenges remain.
The anonymity of perpetrators often shields them from accountability, and the lack of
consistent legal frameworks across jurisdictions complicates enforcement. Moreover, the
effectiveness of existing mitigation strategies in diverse cultural contexts remains
underexplored.
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Table 4:

Comparative Analysis Of Multi-Modal Cyberbullying Detection [37]

Data Size Features

Classifier

Performance

3600 images with com- Text features/ Image features
ments
3000 Images with com-

Text features/ Image features
ments

10,000 comments, images —

733 sessions with 15 posts Textual, Visual, Audio features

or more

2100 I 1images with com-
ments

Image embedding,. Text em-
{(bedding (TD-1>F

2218 sessions (Instagram) LW, Word embedding

269 video sessions with
comments

Random Forest

SV, Deep learn-

ing

CNMN

LR

CMNMN

HANCD

Recurrent-CMNMN
ResidualBiLSTM

F-Score = O.74

Accuracy = 959%

Accuracy = 97 9%

AUROC = 0.834
(Classes 2)

F-Score = 0.68
(Classes 2)

F-Score = O.7r78
(Classes 2)

F-Score = O.75

Table 5:
Summary of Various Related Studies & Latest Gaps [38]
Publisher Journal Country Methodology Factors Relationship
Scopus Fronticrs in Psychology Spain Questionnaire Emotional Problems Positive
Cyberbully Awareness Negative
Apgpgression Positive
Science Computers in Human Portugal Interviews/ Revenge Positive
Direct Behaviour Questionnaire Just For Fun Positive
Personality Positive
Science Computers in Human Malaysia Questionnaire Technology exposure Positive
Direct Behaviour Easy Internet Access Positive
Disability Positive
Depression Positive
Science Computers in Human USA Survey Sclf-csteem Positive
Direct Behaviour Parenting Style Negative
Emotional Problems Positive
Anonymity Positive
International Journal of Emotional Problems Positive
Scopus Environmental Research and Canada Online Survey & Self Esteem Negative
Public Health Interview Depression Positive
Aggression Positive
Scopus Journal of the Egyptian Public Egypt Questionnaire Depression Positive
Health Association Self Esteem Negative
Emotional Problems Positive

DISCUSSION

The findings from this review highlight the multidimensional nature of social media
blackmailing and cyberbullying. While technological solutions are making strides in
detecting and preventing abusive behavior, their reliance on algorithms raises ethical
and privacy concerns. The balance between user privacy and effective monitoring
remains a contentious issue. Legal frameworks, though improving, often fail to address
the transnational nature of online abuse. Collaborative efforts between governments,
tech companies, and non-governmental organizations are crucial to developing
comprehensive policies. Additionally, educational initiatives should not only focus on
raising awareness but also on fostering resilience among potential victims. Digital ethics
and empathy should be integral components of school curricula to instill responsible

online behavior from a young age.
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CONCLUSION

This study reviewed various aspects of machine learning-based cyberbullying detection.
Most of the work is focused on classifying bullying or non-bullying events based on textual,
user activity, and network information. Social media blackmailing and cyberbullying are
pervasive and evolving challenges that require urgent attention. This review underscores
the need for a holistic approach combining technological, educational, and policy-
driven solutions. Future research should focus on enhancing Al algorithms for abuse
detection, exploring the cultural nuances of online behavior, and developing robust
international legal frameworks. Mental health support for victims should also be prioritized
to mitigate the long-term impacts of these harmful activities.
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