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Recent breakthroughs in artificial intelligence have improved 

malware detection, allowing systems to discover new threats by 

recognizing unexpected patterns that go beyond established 

signatures. AI-driven detection is critical in cybersecurity, and it 

covers malware detection, intrusion detection, and phishing 

prevention. This review investigates AI-based malware detection 

studies from (2015-2024) with a focus on machine learning and deep 

learning techniques. It emphasizes improvements in dealing with 

complex malware, including polymorphic and file less variants, while 

also highlighting obstacles like as high computing costs and data 

issues. The study emphasizes AI's potential for enhanced detection 

and encourages future research on real-time, resource-efficient, 

and interpretable models.  
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INTRODUCTION 

Network intrusion detection seeks to detect harmful traffic such as DoS, DDoS, botnets, 

malware, crypto jacking, and data theft (Geenens, 2019). Phishing detection focusses 

on preventing scams that steal personal information or redirect to hazardous websites. 

However, this study focusses on malware identification, which includes recognizing 

viruses, Trojans, ransomware, crypto miners, worms, bots, and other malware (Dargahi 

et al., 2019). AI-based malware detection is critical because malware is growing with 

evasion strategies, such as anti-analysis and packaging methods, that frustrate static 

and dynamic analysis tools like disassemblers, debuggers, and sandboxes (Suraneni, 

2022) (Dukarm, 2020). As signature-based detection becomes less effective, anomaly 

detection technologies that rely on pattern recognition provide a more robust 

alternative for identifying malware. 

AI based Techniques for Malware Detection 

AI-based malware detection has improved significantly thanks to machine learning 

and deep learning approaches, which improve accuracy in detecting new and 

emerging threats. Neural networks, particularly deep learning models such as RNNs 

and CNNs, are excellent at recognizing complicated patterns in system and network 

behavior. Decision trees offer transparent classification into benign or harmful 

categories, but SVMs successfully identify normal from malicious activity, especially in 

high-dimensional data. Collectively, these strategies improve malware detection 

capabilities. Random Forests use several decision trees to improve malware detection 

accuracy and prevent overfitting, making them ideal for datasets with a large 

number of features. Ensemble approaches, such as Boosting and Bagging, integrate 

numerous models (e.g., decision trees, SVMs, and neural networks) to improve 

detection rates and reduce false positives. Overall, AI techniques including as neural 

mailto:annaazam1999@gmail.com
mailto:arshad.mehmood1@riphah.edu.pk


 

 

 

The Asian Bulletin of Big Data Management                                                                   5(1.1), 1-23 

 

networks, decision trees, SVMs, and ensemble algorithms are extremely effective at 

accurately and consistently classifying malware and detecting developing, 

sophisticated threats. 

 

Figure 1.  

Taxonmy of the Malware Detection using AI 

Hybrid AI Approaches for Malware Detection 

Hybrid AI models improve malware detection by combining static and dynamic 

analytic techniques, which overcome the limits of standard signature-based methods. 

These integrated approaches increase accuracy, particularly against polymorphic 

and obfuscated malware, by utilizing AI technologies such as decision trees, SVMs, 

and neural networks. Despite data constraints, hybrid systems provide more effective, 

adaptive, and robust solutions for detecting emerging and complex threats, 

outperforming traditional approaches. Hybrid approaches increase malware 

detection by combining static and dynamic techniques in a single system, which 

outperforms any method alone. Combining machine learning with deep learning, 

such as decision trees or random forests (Raff et al., 2020), classifies malware based 

on extracted features, whereas CNNs and RNNs analyses raw byte or execution 

sequences. In addition, these hybrid techniques improve interpretability and 

efficiency when dealing with vast amounts of unstructured data (Shafiq et al., 2022). 

 

Transfer Learning in Malware Detection 
 

Transfer learning improves malware detection by allowing models to shift from one 

domain to another with minimum retraining, saving both time and resources (El-Shafai 

et al., 2021). For example, a model trained on Windows malware can be simply 

adapted to Android. It also allows for cross-domain detection, such as using Trojan-

trained models to detect ransomware (Deldar et al., 2023). This method enhances 

performance, particularly for zero-day malware, by allowing for rapid adaptability 

and improved generalization, making it more practical and efficient (Thanh et al., 

2019, December). 
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Challenges in Malware Detection 

AI-generated anti-malware programs have advanced, but there are still a number of 

issues. Training data quality is crucial since malware tactics like encryption and 

obfuscation quickly stale datasets, which affect AI performance (Minhaj, 2023). 

Malware can evade detection by using adversarial instances, which are little 

disruptions intended to trick models (Shamshirband et al., 2020). Furthermore, real-time 

detection is limited by the computational expense of evaluating big data volumes, 

particularly on devices with limited resources like mobile phones or the Internet of 

Things (Ye et al., 2017). It is still challenging to guarantee that models are accurate 

and effective in a variety of dynamic malware scenarios, especially as malware grows 

increasingly complex to avoid detection (Thakur et al., 2024). While robust systems 

remain a difficulty, hybrid AI techniques and transfer learning enhance the detection 

of emerging risks (Jimmy, 2021). Future AI-based cybersecurity solutions must 

overcome adversarial attacks, problems with data quality, and processing needs (Luo 

et al., 2021). 

 

SIGNIFICANCE/CONTRIBUTION 
This study offers a thorough analysis of contemporary malware detection techniques, 

highlighting the ways in which artificial intelligence (AI), particularly machine learning 

and deep learning, improves accuracy, scalability, and responsiveness to new 

threats.  

Examining existing methods to determine the best AI strategies. 

Assessing the effectiveness of these AI techniques in malware detection and 

mitigation.  

Grouping AI techniques according to their appropriateness and efficacy.  

Outlining the advantages and disadvantages of different AI strategies.  

Providing analysis and suggestions for improving malware detection using AI in the 

future. 

LITERATURE REVIEW 

Since traditional methods—aside from signature-based ones—struggle with more 

complex malware, AI-based malware detection has gained traction (Alsoufi et al., 

2021). By examining patterns in system data, CNNs and RNNs make it possible to 

identify novel and zero-day threats. The efficacy of these AI methods in malware 

detection is evaluated in a systematic review (Fernandes et al., 2019). Since traditional 

methods—aside from signature-based ones—struggle with more complex malware, 

AI-based malware detection has gained traction (Alsoufi et al., 2021). By examining 

patterns in system data, CNNs and RNNs make it possible to identify novel and zero-

day threats. The efficacy of these AI methods in malware detection is evaluated in a 

systematic review (Fernandes et al., 2019). 

AI based methods for Malware Detection 

AI techniques are becoming more and more important for identifying anomalous 

system activity that could be a sign of malware (De Spiegeleire et al., 2017). AI—

particularly deep learning (DL) and machine learning (ML)—improves the 

identification of new malware, in contrast to signature-based techniques, which are 

sluggish against developing threats (Pirscoveanu et al., 2015, June). Both supervised 

and unsupervised machine learning approaches are widely used: supervised models 

employ labeled data, whilst unsupervised models detect behavioral anomalies; 

reinforcement learning is also being investigated for adaptive detection (Akhtar et al., 
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2022). Both CNNs and RNNs are powerful deep learning tools; auto encoders learn 

and spot system behavior anomalies, CNNs analyze massive amounts of data, and 

RNNs record temporal patterns (Ozkan-Okay et al., 2024). Combining AI methods, 

such as static and dynamic analysis, increases the accuracy of detection, particularly 

when dealing with sophisticated malware, such as stealth or polymorphic variants 

(Caviglione et al., 2020), (Farooq, 2023). 

Types of Malware  

Finding different kinds of malware, such as viruses, worms, Trojan horses, ransomware, 

spyware, adware, rootkits, botnets, and zero-day threats, is the main objective of AI-

based malware detection (Capuano et al., 2022). By examining patterns of system 

activity, AI models can learn the distinct behaviors displayed by these virus varieties. 

For example, botnets can be identified by their distinctive network traffic patterns 

resulting from external server contact, whereas ransomware frequently causes quick 

file encryption (Capuano et al., 2022). Trojan horses pose as trustworthy programs, 

therefore it's important to keep an eye on their activity to spot them. By adapting to 

identify both known and novel malware behaviors, deep learning models such as 

CNNs and RNNs can enhance the detection of new threats (Gaber et al., 2024). 

Table 1. Literature Review Summary 

Paper Name Year Publisher Contribution Limitation Summary 

Malware 

_Detection with 

Artificial 

Intelligence: A 

Systematic 

Literature Review 

(Gibert et al., 

2020) 

2024 ACM Examines 

significant 

advancements 

in AI for 

malware 

identification 

Studies asserting that DL is 

better than ML and vice 

versa have contradictory 

findings.  

- Poor quality datasets 

make it difficult to extract 

genuine features from 

complex viruses.  

 

 

The study 

thoroughly 

examines 

developments 

in AI for 

malware 

detection, 

stressing the 

significance of 

feature quality 

and dataset 

appropriateness 

while tackling 

the difficulties 

presented by 

complex 

malware and 

analytic 

methods. 

A Survey on 

Machine 

Learning_ 

Techniques for 

Cyber Security in 

the Last Decade 

(Shaukat et al., 

2020) 

2020 IEEE The research 

investigates 

how the 

Internet 

alongside 

mobile app 

adoption 

spreads rapidly 

along with 

enhanced 

exposure to 

cyber threats 

because of 

automated 

and persistent 

attacks. 

Traditional 

security 

Although the paper lacks 

precise boundary 

conditions it functions as 

an survey which 

potentially fails to tackle 

individual techniques 

while missing new 

experimental findings. 

This paper 

examines how 

cyberspace 

continues to 

develop while 

explaining why 

advanced 

protection 

methods are 

crucial for 

detecting 

modern 

complex cyber 

intrusions. 

Previous security 

systems 

demonstrate 

their limited 
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approaches 

remain 

insufficient 

because cyber 

attackers 

continuously 

create new 

advanced 

security 

evasion tactics.

   

effectiveness 

when faced 

with hackers 

who use 

deceptive 

cyberattack 

strategies. 

Dynamic 

Malware Analysis 

in the Modern 

Era—A State of 

the Art Survey 

(Or-Meir et al., 

2019) 

2019 ACM Extensive 

analysis of 

recent 

malware 

dynamic 

procedures 

which explains 

fundamental 

functionalities 

of each 

method and its 

defense 

capabilities 

against 

malware 

evasion 

mechanisms. 

The analysis 

includes an 

evaluation of 

various 

landmark 

investigations 

which 

demonstrate 

the application 

of machine-

learning 

strategies for 

improving 

sophisticated 

security 

operations in 

dynamic 

malware 

analysis 

detection 

alongside 

categorization 

dynamics. 

Modern dynamic analysis 

methods do not provide 

perfect results since no 

single solution exists to 

examine full malware 

behaviors 

Examines 

escalating 

malware 

assaults since 

recent years 

while 

emphasizing 

protection 

requirements 

through 

unambiguous 

detection. The 

paper 

demonstrates 

that static 

analysis 

techniques 

have 

fundamental 

limitations due 

to malware 

authors' use of 

evasion 

mechanisms 

while 

recommending 

dynamic 

analysis as a 

more 

comprehensive 

detection 

method. The 

study provides 

detailed 

information 

about different 

dynamic 

analysis 

methods 

together with 

their practical 

applications as 

well as how 

machine 

learning 

enhances 

detection 

systems.  
A 

Comprehensive 

Review on 

Malware 

2019 IEEE Dramatic rise of 

malicious 

software across 

networks 

Fails to detail particular 

implementation 

constraints because it 

does not establish new 

A detailed 

exploration of 

diverse 

malware 
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Detection 

Approaches 

(Ucci et al., 2019) 

alongside 

malicious 

strategies used 

by malware to 

conceal itself. 

The detection 

of malware 

requires 

advanced 

methods to 

ensure 

computer 

systems remain 

secure both on 

the Internet 

and within 

other networks. 

experimental research 

findings or create 

innovative detection 

solutions. 

detection 

methods while 

evaluating their 

ability to identify 

and stop 

security threats. 

Also examines 

obstacles 

created by 

modern 

obfuscation 

approaches 

while 

underlining the 

significance of 

creating 

dependable 

protection 

approaches to 

secure networks 

from rising 

malware 

threats. 

Malware 

Detection with 

Artificial 

Intelligence: A 

Systematic 

Literature Review 

(Mimura et al., 

2022) 

2022 ACM Provides a 

comprehensive 

review of AI-

based 

malware 

detection 

methods, 

particularly 

deep learning. 

Highlights 

trends and 

challenges. 

The study lacks empirical 

testing and practical 

application examples. 

The paper gives 

a thorough 

overview of AI's 

role in detecting 

malware, 

emphasizing 

deep learning 

techniques. It 

discusses the 

evolution of AI-

based methods, 

the importance 

of data quality, 

and highlights 

challenges such 

as adversarial 

attacks and 

detection of 

evolving 

malware. 

Applying NLP 

Techniques to 

Malware 

Detection in a 

Practical 

Environment 

(Mehta et al., 

2024) 

2024 Springer Provides a 

novel 

application of 

NLP techniques 

to improve 

malware 

detection 

accuracy in 

real-world 

settings. 

Practical implementation 

may face issues related to 

computational cost and 

scalability. 

This study 

demonstrates 

the potential of 

NLP techniques 

in detecting 

malware in 

practical 

scenarios, 

offering insights 

into the 

challenges of 

deploying 

machine 

learning models 

in real-time 

environments. 

The evaluation 

of efficiency 

and accuracy 

highlights both 
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strengths and 

areas for 

improvement, 

especially 

concerning 

scalability. 

A Natural 

Language 

Processing 

Approach to 

Malware 

Classification 

[(Karbab et al., 

2021) 

2021 Springer Introduces a 

new approach 

for malware 

classification 

using NLP and 

HMMs. 

Demonstrates 

effectiveness of 

opcode 

sequences in 

classification. 

Limited to a specific set of 

data; the approach may 

not generalize well to all 

types of malware. 

The paper 

explores an 

innovative NLP 

approach, 

applying 

Hidden Markov 

Models to 

opcode 

sequences for 

malware 

classification. 

This method 

shows strong 

performance in 

detecting 

known 

malware, 

though the 

system's 

adaptability to 

newly emerging 

or unknown 

malware types is 

still a challenge. 

Resilient and 

Adaptive 

Framework for 

Large Scale 

Android 

Malware 

Fingerprinting 

using Deep 

Learning and 

NLP Techniques 

(Maniriho et al., 

2022) 

2022 Springer Proposes an 

adaptive 

framework for 

large-scale 

Android 

malware 

detection, 

leveraging 

both deep 

learning and 

NLP for greater 

accuracy. 

The complexity of the 

system might make it 

difficult to scale 

effectively in resource-

constrained 

environments. 

The study 

proposes an 

innovative 

framework that 

combines deep 

learning with 

NLP techniques 

for efficient 

Android 

malware 

fingerprinting. It 

addresses 

challenges in 

scalability and 

resilience, 

providing a 

robust 

approach for 

large datasets, 

but struggles 

with real-time 

application in 

low-resource 

environments. 

MalDetConv: 

Automated 

Behaviour-based 

Malware 

Detection 

Framework 

Based on Natural 

Language 

Processing and 

2024 MDPI Combines 

behavioral 

analysis with 

deep learning 

and NLP for 

detecting 

sophisticated 

malware, 

The framework's 

effectiveness may be 

impacted by false 

positives and its 

adaptability to new 

malware behaviors. 

MalDetConv 

integrates 

behavioral 

analysis, NLP, 

and deep 

learning for 

malware 

detection. It 

stands out in its 
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Deep Learning 

Techniques 

(Yunmar et al., 

2024) 

including zero-

day attacks. 

ability to detect 

zero-day 

malware, but 

challenges 

remain in 

handling false 

positives and 

ensuring the 

framework's 

adaptability to 

dynamic 

malware 

behaviors. 

Hybrid Android 

Malware 

Detection: A 

Review of 

Heuristic-Based 

Approaches 

(Taher et al., 

2023) 

2023 IEEE Summarizes 

advancements 

in heuristic-

based 

methods, 

offering a 

comprehensive 

look at hybrid 

approaches for 

malware 

detection. 

Heuristic methods can 

struggle with evolving or 

sophisticated malware. 

The paper 

provides an 

extensive 

review of 

heuristic-based 

approaches in 

Android 

malware 

detection, 

discussing their 

effectiveness, 

especially in 

hybrid models. 

The paper notes 

the challenges 

of detecting 

advanced or 

evolving 

malware and 

the need for 

hybrid systems 

that combine 

multiple 

detection 

techniques. 

DroidDetectMW: 

A Hybrid 

Intelligent Model 

for Android 

Malware 

Detection 

(Demetrio et al., 

2021) 

2021 MDPI Introduces a 

hybrid model 

combining 

static and 

dynamic 

analysis, 

improving 

malware 

detection 

accuracy on 

Android 

devices. 

Performance could 

degrade on highly 

obfuscated malware or 

malware with low activity. 

DroidDetectMW 

presents a 

hybrid 

approach, 

integrating 

static and 

dynamic 

analysis 

methods to 

detect Android 

malware. By 

combining 

machine 

learning and 

deep learning 

techniques, it 

improves 

detection 

accuracy, 

though 

challenges 

remain in 

dealing with 

obfuscated 

malware or 
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those exhibiting 

low activity. 

Adversarial 

Malware 

Detection with 

Deep Learning: 

A Survey (Bruna 

Moralejo, 2023) 

2023 Springer Highlights the 

use of deep 

learning for 

adversarial 

malware 

detection and 

methods to 

improve 

resilience 

against 

attacks. 

The techniques discussed 

may not fully address the 

evolving nature of 

adversarial threats. 

The survey 

explores deep 

learning 

applications in 

adversarial 

malware 

detection, 

discussing how 

these methods 

can be fortified 

against 

adversarial 

attacks. Despite 

promising 

solutions, the 

paper points out 

the need for 

continuous 

adaptation due 

to the evolving 

nature of 

adversarial 

threats. 

Machine 

Learning for 

Malware 

Detection and 

Classification (Ali 

et al., 2022) 

2022 IEEE Provides a 

comprehensive 

overview of 

machine 

learning 

applications in 

malware 

detection, 

covering 

various 

algorithms and 

evaluation 

metrics. 

The reliance on traditional 

feature extraction 

methods can limit the 

detection of more 

sophisticated malware. 

The paper 

reviews how 

machine 

learning 

methods are 

applied to 

malware 

detection, 

focusing on 

feature 

extraction and 

classification 

techniques. 

While effective 

for standard 

malware, the 

methods 

discussed are 

less effective 

against more 

sophisticated or 

previously 

unseen threats. 

Deep Learning 

Techniques for 

Malware 

Detection: A 

Review of 

Approaches and 

Applications 

(Chakkaravarthy 

et al., 2019) 

2019 IEEE Offers a 

detailed review 

of deep 

learning 

architectures 

for malware 

detection and 

their success in 

identifying 

diverse threats. 

The high computational 

costs of deep learning 

models may make them 

impractical for real-time 

malware detection. 

The paper 

presents an in-

depth review of 

deep learning 

architectures 

like CNNs and 

RNNs for 

malware 

detection. 

These methods 

show significant 

promise in 

identifying a 

wide range of 

malware, 
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though they 

face challenges 

in real-time 

application due 

to high 

computational 

demands. 

LIMITATION 
Current research lacks comprehensive systematic reviews on hybrid and transfer 

learning approaches in malware detection. Combining these strategies shows great 

potential for improving detection performance and adapting to evolving threats. 

Focusing on integrating hybrid and transfer learning can significantly enhance 

malware detection capabilities. 

METHODOLOGY 

Review Method 

This study follows best practices for systematic literature reviews in software 

engineering, with a focus on AI-based malware detection. It compares 

methodologies, stresses hybrid solutions, and investigates methods for better 

detecting advanced and stealthy malware. 

The Need for Systematic Review 

With the growing interest in AI for malware detection, more research is being 

published, but a thorough evaluation of anomaly detection methods is absent. 

Traditional signature-based approaches are no longer effective against emerging, 

elusive malware, such as zero-day threats. This SLR seeks to close that gap by 

reviewing research on AI-based anomaly detection, including as static and dynamic 

analysis, feature selection, and integrated techniques.  

The Review Protocol 

The review methodology is crucial for directing the selection of studies, guaranteeing 

objectivity, and preventing bias. It explains how to choose studies, create questions, 

gather data, and combine findings. 

It is the case that this SLR has been designed to address the following critical research 

questions: 

• What are the most effective methods in AI for identifying malware? 

• How effective are existing artificial intelligence approaches in detecting and 

mitigating malware? 

Data Extraction and Study Selection: 

The IEEE, Web of Science, Scopus, Science Direct, and MDPI databases were 

searched for this review, with an emphasis on peer-reviewed DOI, full-text English 

publications published between 2015 and 2024, and articles that used AI to detect 

malware. Static/dynamic analysis, merging AI approaches, and problems like high 

false positives, computing costs, and dataset restrictions were used to categorize the 

studies.  
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Figure 2.  

Research Methodology 

Data Synthesis: 
To find fresh themes, strategies, and avenues for future study in AI-based malware 

detection, these studies will be compiled and examined. The efficacy of multi-strategy 

methods, combination methodologies, and transfer learning in overcoming the 

drawbacks of conventional anti-malware systems will be highlighted in the synthesis. 

Search Strategy  
This SLR, which employs large databases, focuses on AI techniques for malware 

detection from 2015 to 2024, namely ML and DL (such as CNNs and RNNs). It covers 

research on anomaly detection, feature extraction, transfer learning, and 

static/dynamic analysis. The review demonstrates how integrating AI with 

conventional methods enhances detection and lowers false positives for 

sophisticated, covert malware. 

Primary Records Selection  
Books, reports, and secondary sources published between 2015 and 2024 were first 

sifted by abstracts and titles in order to concentrate on original, peer-reviewed 

research. High-quality ML or DL methods, such as feature selection and 

static/dynamic analysis, must be used in the chosen studies for anomaly-based 

malware detection. The selection process was carried out by two independent 

assessors, with a third settling disputes to guarantee that only the most trustworthy and 

pertinent documents were included. 

Secondary Records Selection 
The chosen papers were subjected to a secondary filter based on eligibility standards 

developed from the research topics. The analysis only includes pertinent research on 

AI-based anomaly detection in malware over the previous five years, with an 

emphasis on feature selection, malware complexity, hybrid approaches, and transfer 

learning. 
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CRITERIA FOR INCLUSION 

Type of Publication 

Technical reports, conference papers, and peer-reviewed journal articles released 

from 2014 to 2024. Pay particular attention to research on malware detection, AI, 

deep learning, and machine learning approaches in cybersecurity, especially studies 

that combine static and dynamic analysis methodologies. Pay close attention to 

articles that examine transfer learning, particularly those that deal with heuristically 

constructed malware and zero-day malware. 

Range of Publications (Published in the years 2014–2024) 
• Language Only research that has been published in English or another selected 

language. 
• Applicability to the Research Question Talk specifically about malware 

detection, AI cybersecurity techniques, transfer learning, zero-day malware, or 

static/dynamic analysis techniques that are in line with the state of the art. 

• Research Design Experiments, case studies, qualitative analysis, and empirical 

research with a thorough methodology. 

• People/Domain Centered on cybersecurity domains, particularly IoT security, 

healthcare systems, malware detection, or adjacent fields if indicated 

• Availability of Data Research having easily available data, repeatable 

outcomes, or a thorough approach. 

• Study Quality Satisfies established quality standards, such as thorough analysis, 

methodological rigor, and clarity. 

Exclusion Criteria 

• Sources that are not peer-reviewed Blogs, editorials, white papers, opinion articles, 

and other sources that aren't peer-reviewed should be excluded. 

• Multiple Publications Studies that have been published more than once under 

various names will only be included in the most recent or thorough edition. 

• Unrelated Subjects Research that has nothing to do with zero-day malware, transfer 

learning, AI in cybersecurity, malware detection, or static/dynamic analysis 

methods. 

• Not Enough Details Lack of methodological specifics, ambiguous findings, or missing 

data; studies with inadequately stated goals or data abstraction techniques 

• Timeframe Outside of Scope Publications that were not completely accessible, 

published prior to January 1, 2005, or outside of the 2014–2024 timeframe (if 

applicable). 

• Languages Other Than English Unless multilingual sources are cited, studies 

published in languages other than English are excluded. 

• Only theoretical (if applicable) Studies that are only theoretical and lack empirical 

support or implementation details should be excluded. 

• Poor Evaluation Results Research that does not satisfy quality standards according 

to predetermined evaluation criteria (e.g., clarity, methodology robustness). 
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Figure 3. 

Flowchart Showing how literature collected and process 

 

Quality Assessment (QA) of the Eligible Included Records 
These inquiries serve as the foundation for evaluating the quality of the study: 

1. Are suitable AI-based malware detection papers explicitly defined by the criteria?  

2. Is every pertinent piece of research thoroughly covered in the review?  

3. Have the studies' validity and quality been adequately assessed?  

4. Are the conclusions, data, and methods sufficiently explained and pertinent? 

 

Data Extraction and Synthesis of the Systematic Literature Review 

To systematically collect study details, such as ID, author, date, methods (e.g., CNN, 

SVM), and performance measures (accuracy, precision, recall, F1 score, FPR, FNR), 

the data extraction form was created using EndNote and Excel. To maintain 

objectivity, two researchers separately retrieved data, concentrating on transfer 

learning trends and static/dynamic analysis for better virus identification. 

RESULTS AND DISCUSSION 

Table 2 presents eight key insights from malware detection research between 2015 

and 2024. It shows that ML models like Decision Trees, SVM, and Neural Networks 
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achieve high accuracy (70 papers). Dataset diversity is a challenge, affecting model 

generalization (50 papers). Dynamic analysis provides better detection but is slower, 

while static analysis is faster but easier to bypass (60 papers). Feature selection, such 

as API calls, enhances models (55 papers). Real-time detection remains difficult (65 

papers). Deep learning methods like CNNs and RNNs have grown since 2018 (55 

papers). There's emphasis on interpretable AI that adapts to different datasets (40 

papers). Persistent issues include malware evolution, class imbalance, and adversarial 

attacks (45 papers). Despite progress, significant challenges remain. 

Table 2.  

key findings from the selected literature (2015-2024) 

 
S 

.No 

Finding/Insight Significance/Description Number of papers(2015-

2024) 

1 High ML Technique Effectiveness 

 

High malware detection 

accuracy is attained by ML 

models such as Decision 

Trees, SVM, and Neural 

Networks. 

 

70 

2 Challenges of Dataset Diversity 

 

Model generalization is 

impacted by a lack of 

large, varied datasets; well-

known datasets include 

CICIDS, Kaggle, and others. 

 

50 

3 Analysis: Static versus Dynamic 

 

Dynamic analysis provides 

greater detection but is 

slower than static analysis, 

which is quick but easily 

obfuscated. 

 

60 

4 The Value of Feature Selection 

 

Models are enhanced by 

appropriate feature 

extraction (API calls, byte 

sequences). 

 

55 

5 Real-time detection is necessary. 

 

The difficulty of attaining 

high-speed, low-latency 

detection. 

 

65 

6 The Deep Learning Trend 

 

Since 2018, the use of CNNs, 

RNNs, and auto encoders 

has grown. 

 

55 

7 Transferable and comprehensible 

AI 

 

Pay attention to 

interpretability and models 

that adjust to different 

datasets. 

 

40 

8 New Challenges  Class imbalance, virus 

evolution, and adversarial 

attacks continue to be 

major problems. 

 

45 
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Figure4.  

The key findings from the selected literature Graph 

What are the most effective methods in AI for identifying malware? 
The development of AI-based malware detection is examined in this systematic 

review (2015–2024), which focuses on a number of techniques such as transfer 

learning, deep learning, and static/dynamic analysis. It addresses advantages and 

disadvantages, forecasts future trends, and emphasizes the synergy of several AI 

techniques for increased detection rates with fewer false positives. The research 

highlights the growing significance of transfer learning and hybrid models in 

enhancing cybersecurity and thwarting sophisticated threats. In order to avoid 

detection, modern malware is always evolving table 3 highlight this. Cybercriminals 

are using increasingly complex strategies including hiding, disguising code, appearing 

innocuous, or activating only under particular circumstances. More efficient, creative 

solutions are required to address these issues, as traditional signature-based detection 

techniques are becoming antiquated (Chakkaravarthy et al., 2019). 

Table 3. 

Types of Malware Sophistication 
Malware Type Description 

Polymorphic Malware Changes its code on every execution to avoid detection. 

Metamorphic Malware Completely rewrites its code to create a new version every time. 

Rootkits Hides its presence from detection tools and alters system files. 

File less Malware Operates in memory and does not write files to disk, evading detection. 

 

Static & Dynamic Analysis 

Static analysis examines code without executing it, while dynamic analysis studies 

behavior when the file is run in a safe environment (Hassen et al., 2017, November). 

Static Analysis It is the initial step in malware detection, examining files for malicious 

code, strings, or instructions without execution. It is fast and safe but can miss 

obfuscated or encrypted malware [60]. Sub-models include signature-based 

detection (identifying known malware signatures), disassemblers/decompilers (like 

IDA Pro and Ghidra) for analyzing code structure, and control flow graphs (CFG) to 

examine program execution flow for abnormal behavior. 
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Dynamic Analysis It involves executing malware in a controlled environment 

(sandbox) to observe its behavior, such as network activity, file changes, and system 

modifications. It is especially useful for detecting file less or behavior-dependent 

malware. Sub-models include behavioral analysis (tracking actions during execution), 

memory analysis (examining in-memory malware), and system call analysis 

(monitoring system calls for suspicious activity). 

Table 4.  

Static and Dynamic Analysis 

Analysis Type Techniques/Tools Description 

Static Analysis Signature-based Detection, Disassemblers, 

Control Flow Graphs 

Analyzes the file’s code or structure 

without execution. 

Dynamic 

Analysis 

Behavioral Analysis, Memory Analysis, System 

Call Analysis 

Observes the behavior of a file 

during execution. 

Malware Datasets In order to enable ML and DL models distinguish between safe and 

dangerous files or actions, datasets with examples of both malicious and benign 

software are essential for training these models in malware detection. 

CICIDS 2017. For the purpose of training malware and anomaly detection algorithms, 

it offers CIC's tagged network traffic data (Liu et al., 2022, October). 

CSE-CIC-IDS 2018: This dataset, which is intended to train models for identifying 

malware, DoS assaults, and botnets, contains a variety of cyberattack types, similar 

to CICIDS 2017 (Noever et al., 2021). 

Kaggle Malware Dataset: The Android and Windows malware samples in the Kaggle 

dataset are frequently utilized in the industry for a variety of malware detection 

models, including mobile malware detection (Giovagnini, 2023). 

Table 5.  

Malware Datasets 
Dataset Name Description Domain 

CICIDS 2017 Contains network traffic and various attack data Network 

CSE-CIC-IDS 2018 Diverse attack dataset for cybersecurity research Network 

Kaggle Malware Dataset Malware samples from Android and Windows devices Mobile/Windows 

Table 6.  

Feature Selection Methods 
Methodology Sub-models Description 

Filter Methods Chi-square, Mutual 

Information 

Uses statistical methods to select relevant 

features. 

Wrapper Methods Recursive Feature 

Elimination (RFE) 

Uses machine learning models to evaluate 

subsets of features. 

Embedded 

Methods 

Lasso Regression, Decision 

Trees 

Selects features during model training. 

Machine Learning Methods  ML approaches examine files and classify them as 

dangerous or safe according to their characteristics (Colangelo, 2023). 

 

Support Vector Machines (SVM):  Identifies the optimal hyperplane for data 

classification; utilized for malware detection file classification (Azeez et al., 2021, 

February).  

Random Forest: A group of decision trees that enhances malware detection 

accuracy and manages big datasets (Dolesi et al., 2024). 

5.2 K-Nearest Neighbors (KNN): 

 

This method is helpful for datasets with consistent malware types since it classifies 

samples based on the majority class among nearby samples (Gopinath et al., 2023). 
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Table 7.  

Machine Learning Methods 

Methodology Sub-models Description 

Support Vector 

Machine (SVM) 

Classification Classifies malware based on extracted 

features. 

Random Forest Ensemble Learning Combines multiple decision trees for 

improved classification. 

K-Nearest Neighbors 

(KNN) 

Instance-based 

Learning 

Classifies based on proximity to similar 

data points. 

Techniques for Deep Learning 

In order to extract intricate features from massive amounts of data, deep learning is 

being utilized more and more in malware detection (Vasan et al., 2020). 

 

CNNs: Used for image-based analysis, including feature extraction from unprocessed 

byte sequences (Rhode et al., 2018). System call logs and other sequence data are 

best suited for RNNs (Zahoora et al., 2022). 

Auto-encoders: Learn typical program behavior to identify abnormalities (Kalphana 

et al., 2024). 

Table 8.  

Deep Learning Methods 
Methodology Sub-models Description 

Convolutional Neural 

Networks (CNNs) 

Image-based analysis, Feature 

extraction 

Learns patterns from images or 

raw byte sequences. 

Recurrent Neural Networks 

(RNNs) 

Sequence modeling, Malware 

behavior analysis 

Analyzes sequential data, such 

as system call logs. 

Auto encoders Anomaly detection, 

Unsupervised learning 

Identifies anomalies by learning 

normal data patterns. 

HybridModels  

Combining many methods lowers false positives and improves detection accuracy 

(Gao et al., 2023). 

CNN + RNN: combines sequential analysis and feature extraction for raw data and 

behavior(Huda et al., 2019). 

malware (Manthena, 2022), With their combined strengths, 

5.3.3 Random Forest and DNNs offer precise and comprehensible malware detection 

(Dhillon, 2021). 

Table 9.  

Hybrid Models 

Hybrid 

Approach 

Components Description 

CNN + RNN Convolutional Neural Networks + 

Recurrent Neural Networks 

Combines CNNs for feature extraction and 

RNNs for sequence analysis. 

SVM + K-Means Support Vector Machine + K-Means 

Clustering 

SVM for classification and K-Means for 

clustering similar malware. 

Random Forest + 

DNNs 

Random Forest + Deep Neural 

Networks 

Combines interpretability of Random Forest 

with deep learning’s power. 

 

Using Transfer Learning to Identify Malware  

Transfer learning detects new, undetected malware with little further training by 

using pre-trained models on huge datasets (Kumar, 2021). 

Adjusting Pre-trained Models: Modifies a pre-trained model's final layers using sparse 

data (Bhardwaj et al., 2024). 

Domain adaptation is the process of fine-tuning information from one domain (like 

Windows malware) to another (like Android) (Ali et al., 2022).  
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Multi-task learning improves the ability to recognize new malware by training on 

several malware kinds at once (Qureshi et al., 2024). 

Table 10.  

Transfer Learning Techniques 

Transfer Learning 

Approach 

Sub-models Description 

Fine-tuning Pre-trained 

Models 

Fine-tuning, Adaptation Adapts pre-trained models for new 

malware tasks. 

Domain Adaptation Cross-domain learning, New 

malware detection 

Adapts models to detect new, unseen 

malware strains. 

Multi-task Learning Simultaneous learning, Multi-

category detection 

Trains models to detect multiple 

malware categories. 

Metrics of Evaluation  

Several metrics evaluate the accuracy and dependability of malware detection 

systems (Du et al., 2018) 

Table 11. 

Evaluation Metrics 

Metric Description 

Accuracy Measures overall correctness of the detection model. 

Precision Proportion of correct positive predictions. 

Recall Proportion of true positives correctly identified. 

F1-score Harmonic mean of precision and recall. 

False Positive 

Rate (FPR) 

Rate of benign instances misclassified as malware. 

False Negative 

Rate (FNR) 

Rate of malware misclassified as benign. 

How effective are existing artificial intelligence approaches in detecting and 

mitigating malware? 

By efficiently detecting novel and intricate malware patterns through adaptable, 

data-driven analysis, AI techniques like ML and DL improve antivirus automation—

even in the absence of prior threat knowledge. 

Supervised Learning: Identifies known malware based on behavior using labeled 

data (e.g., SVM, Random Forest).  

Unsupervised Learning: When labels are not provided, this method (such as 

DBSCAN) finds anomalies in unlabeled data.  

Deep Learning: Perfect for high-dimensional malware data, this technique learns 

hierarchical characteristics from raw data (e.g., CNNs, RNNs). 

 

COMPARISON OF THE EXISTING LITERATURE WITH OUR STUDIES 

Table 22.  

Summary and Comaprison of our study with literature 

 
Malware 

Sophistication 

Static & 

Dynamic 

Analysis 

Malware 

Datasets 

Feature 

Selection 

ML & 

DL 

Results 

Challenges Hybrid 

Models 

Transf

er 

Learn

ing 

(Shauk

at et 

al., 

2020) 

x x ≈ x ✓ ✓ x x 
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(Or-

Meir et 

al., 

2019) 

 
x ≈ x x x x x 

(Ijiga 

et al., 

2024) 

≈ 
 

≈ ≈ ≈ ✓ x x 

(Cavigl

ione et 

al., 

2020) 

≈ x x ≈ ≈ ≈ x x 

This 

article 
✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

Covered ✓; Partially Covered ≈; Not Covered x. 

 

DISCUSSION 
Because they can efficiently identify both linear and nonlinear patterns in complex 

high-dimensional data, AI techniques like Auto encoder, CNNs, and LSTMs are widely 

used for malware detection. 

Ai-Based Models In Malware Detection 
Auto encoders help handle partial or evasive malware data by recovering corrupted 

data. By recognizing important characteristics, CNNs enhance classification and aid 

in the detection of novel threats. LSTMs are excellent at identifying persistent malware 

behavior by examining sequential data, such as network traffic. Despite their benefits, 

these AI methods also come with some drawbacks, including high resource usage, 

long training periods, and a tendency to overfit, particularly when working with large 

datasets. Additionally, the interpretability of AI models, especially in deep learning 

techniques like CNNs and LSTMs, remains a significant challenge, as these models are 

often seen as "black boxes." This lack of interpretability can hinder the adoption of AI 

models in cybersecurity, where understanding the reasoning behind decisions is 

essential. While AI methods outperform traditional methods in handling complex 

malware datasets, there are still situations where traditional methods, like static 

analysis and rule-based detection, may be effective for simpler malware cases. In 

practice, combining AI-based approaches with traditional methods, such as static & 

dynamic analysis, may offer a more robust solution to malware detection, leveraging 

the strengths of both approaches. 

LIMITATIONS OF THE STUDY 
This SLR provides insightful information about AI-based malware detection, but it has 

limitations: it only included English articles; it only included peer-reviewed journal and 

conference papers, excluding non-peer sources; and it covered studies from 2015–

2024, potentially missing the most recent developments. Future studies might uncover 

more developing techniques. This SLR emphasizes the efficacy of AI approaches such 

as AE, CNN, LSTM, and transfer learning in identifying new and elusive malware, 

particularly when used with conventional analysis tools. Real-time detection presents 

a number of difficulties, such as the requirement for high-quality data, processing 

demands, and model interpretability. 

FUTURE DIRECTIONS 
Future studies on AI-driven malware detection should concentrate on real-time 

detection on devices with limited resources, hybrid models that combine AI and 

conventional techniques, and extending transfer learning to better adapt to new 

threats and sparse data. 
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