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The seamless adoption of the artificial intelligence (Al) in some
sensitive areas has heightened discomforts on the privacy of
data, security and confidence. Another alternative is Federated
Learning (FL), an alternative dedicated to centralized model
fraining and data localization prevention, therefore, eliminating
exposure risks. Despite these advantages, FL is also marked by
such vulnerabilities as model poisoning, unreliability aggregation,
and centralized-coordinator dependency. This paper outlines
the current difficulties, and presents a federated learning system
with a blockchain-based solution to the current issues - via
immutability, decentralization, and transparent use of
blockchains. Smart contracts will be used to govern the secure
verification of participants, fair incentive systems and the
impossibility tfo famper with updates to models. Such an
infegration will allow frustless cooperation between untrusted
parties and protect sensitive data. The suggested framework is
evaluated in a variety of application permutations of Al, such as
healthcare, finance, and loT environments. Experimental results
show that by means of blockchain-enabled FL, the privacy-
preserving property is represented, robustness against malicious

attacks is boosted and scaleable and frust-sensitive Al solutions
are developed. The converge opens the path to sustainable,
privacy-preserving and secure Al applications in the real world.
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INTRODUCTION

An increasing number of Al applications are deployed today in such important
domains as healthcare, finance, education, and Internet of Things (loT) [1], [2] due to
the convergence of computational methods efficiency and massive amounts of
digital data. Increasingly, Al-based solutions are used in the decision-making process,
predictive analytics, and semi- and fully autonomous process execution. Yet the use
of such systems is limited by the necessity of large, high-quality datasets [3]. There are
dangers in tfraditional centralized machine learning structures. The centralization of
sensitive data in one location on a server increased chances of getting damaged by
viruses, risked fraud by unauthorized users and a threatened breach of regulations [4].
As an example, in the healthcare sector, institutions may be reluctant o share patient
data between organizations to comply with confidentiality requirements of various
legal acts such as GDPR (2016) and HIPAA (1996) [5]. Similarly, financial bodies
challenge the norm of sharing transactional information to detect frauds without
loosing client confidence [7]. The above problems underline the urgency of the need
to create decentralized solutions that do not circumvent privacy but also allow
collaborative intelligence [6]. FL is quickly becoming an attractive measure to the
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problems mentioned. FL minimizes the risks of data centralization by its training models
locally and only transmitting the updated models instead of data transfer [8]. It
enables the joint action of many organizations or devices to jointly advance global
models without interfering with the data autonomy of any organization. In addition to
these gains, FL has weaknesses that include overrelionce on central aggregator,
model poisoning, and unverifiably auditable process [9], [10]. These deficiencies
restrict its use in trust-sensitive applications in the real world.

The issue of FL can be addressed via the combination of blockchain technology that
has recently been proposed. Due to its immutability, lack of centralization, and
tfransparency, it is presented as the promising way to enhance trust in distributed
learning system [11]. By applying blockchain to FL, the participants will be able to
cooperate with each other without having to trust an authority. Smart contracts make
this integration even more effective as they automate functions like verification of
participants, distributions of incentives and secure logging of the updates of a model
[12]. Combined, blockchain-enabled federated learning (BFL) provides a potentially
superior model of developing privacy-preserving, secure and frustworthy Al
applications.

Artificial Intelligence (Al)

Arfificial Intelligence (Al) can be described as the imitation of human intelligence by
the machines which have the capability to do work like learning, reasoning, problem
solving, sensing and understanding of natural language. According to [19], | can
define |A as a study of those agents which perceive the environment and act upon it
to increase the likelihood of accomplishing objectives. Its use has spread to a
dramatically innovative entity in various fields: healthcare, finance, transportation,
cybersecurity, and the Internet of Things (loT). Its uses include medical image
processing and disease forecasting, as well as fraud detection, recommender systems
and autonomous driving. The popularity of Al is mainly induced by the increased
amount of data, growth of computational capabilities, as well as specialized
algorithmes.

Machine Learning (ML) and Deep Learning (DL)

Machine Learning (ML) is a branch of Al dealing with the same approach to creating
algorithms that could learn without being directly instructed. The models themselves
act similarly fo ML models in that they enhance their performance with each exposure
to new data [20].

Types of ML:

o Supervised Learning: Model learns on labeled collections of data in order to
make predictions.

o Unsupervised Learning: Models use un-labeled information and identify the
concealed schemes.

o Reinforcement Learning: Modeling is based on trial and error interactions with

the environment.

DL is a subsequent sub-discipline of ML that employs artificial neural networks (ANNs)
that have several layers to represent complex non-linear relationships. In the fields of
image recognition, natural language processing and speech recognition, deep
learning algorithms (convetional neural networks CNNs and recurrent neural networks
RNNs) are being utilized widely [21].
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Limitations of Centralized Machine Learning

Conventional ML/DL models rely on the centralization of data necessitating the need
to transmit raw information on distributed sources to a central server to train it.
Although a successful strategy in terms of the model accuracy, this has major
limitations:

° Data Privacy Issues: It may be sensitive data (medical records, financial
transactions) that are exposed in the transfer process.

° Security Risks: Servers centralize and become prime targets to computer
attacks and data breaches.

o Regulatory Compliance: Policies such as the GDPR and HIPAA Iimit the
collection, storage and transfer of personal data to specific ways.

. Scalability Bottlenecks: During the transfer of the massive amounts of raw data

across networks, there would be a lot of bandwidth consumptions and delays.

The restrictions spurred the innovation of Federated Learning (FL) as an alternative
that was more protective of privacy.

Federated Learning (FL)

Federated Learning is a distributed learning process that collaboratively trains that
global model by retaining the raw data with actors (e.g. cell phone, hospital, bank)
who retrain the global model locally on their systems. Instead, everyone builds the
model locally and only uploads model changes (gradients or parameters) to a
remote server, which adds it all together to generate a model update.

The typical workflow of FL is the following:

o A global model is initialized on a central server

. Clients download the model and perform training using their proprietary data
on their own end.

o Clients also share encrypted or masked updates of their models with the server.
o The server then averages these updates (often, using federated averaging,
FedAvg).

o The new model is resold to clients; the iteration is repeated.

This de-cenftralized model minimizes the risks of data exposure and helps to adhere to
the data privacy rules.

Types of Federated Learning

Depending on how the data is distributed across participants, there are various types
of L can be described as such:

Horizontal Federated Learning (HFL)

o The clients are handled together in the feature space but different samples are
aftributed to them.
° Example In hospitals in other regions, patients also have the same attributes

(age, blood pressure, test results).
Vertical Federated Learning (VFL)

o The sample IDs are concordant across clients; however, the feature spaces are
different
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o An example is that a hospital and a bank have information on the same person
yet the characteristics are varying (health-related versus financial).

Federated Transfer Learning (FTL)

o The samples and the feature spaces are different among participants.
o Transformation learning is used to fillin the gaps that exist across heterogeneous
data sefs.

Each of them deals with a different real-world scenario of data distributions, which
makes FL flexible with respect to collaborative Al.

Challenges in Federated Learning

Although FL has very favorable privacy aspects, it continues to be burdened by
some major challenges:

. Central Aggregation Risks: Involves the use of a common server that causes
the single point of failure.

. Vulnerability to Poisoning Attacks: Bad clients would post corrupted updates
to model.

o Unreliable Participants: Free-riders might spend little or nothing useful on the

system, yet make use of it.

o Absence of Transparency: There is lack of opportunity to identify dishonest

conduct without the ability to prove its frue nature through auditing [22].
Such restrictions restrain the use of FL in very sensitive areas.
Blockchain Technology

Blockchain is a decentralized and distributed type of ledger whereby the tfransactions
are recorded as blocks which are chained cryptographically. A block is composed of
a list of transactions, which are confirmed by using consensus (e.g. mechanism Proof
of Work, Proof of Stake) [23].

Key Features

o Immutability: Information can never be altered.

o Decentralization: There is no chief authority over the network.

° Transparency: The fransactions can be checked by all the participants.

o Security: Cryptographic techniques prevent tampering and unauthorized
access.

Types of Blockchain

There are four types of blockchains:

o Public Blockchain: Available to selected participants (e.g., Bitcoin, Ethereum).
o Private Blockchain: Accessible to a small group (e.g., Hyperledger Fabric).
o Consortium Blockchain: It is also managed by one organization, but also cases

where more than one organization makes decisions.
o Hybrid Blockchain: Hybrid Blockchains have the properties of both a public
and a private blockchain.

Whether to use blockchain or not is dependent on the type of application, scalability
demands and the assumptions about trust.
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Privacy-Preserving Al

Privacy-preserving Al are methods that enable fraining and predictions of machine
learning models so that sensitive data are not revealed. Methods include:

o Differential Privacy (DP): Adding noise of data updates or model updates to
make minimized exposure of information leakage potential [24].
° Homomorphic Encryption (HE): Homomorphic computation in encrypted area

without decryption [25].
° Secure Multi-Party Computation (SMPC): Computation over a publicly shared
dataset that is divided among several parties [26].

These approaches improve on privacy but suffer computation overheads and
scalability. Blockchain-based FL has the capacity of offering an alternative as it
ensures fransparency, decentralized trust and secure handling of data.

Blockchain-Enabled Federated Learning (BFL)

The use of blockchain in FL results in Blockchain-enabled federated learning (BFL),
which mitigates the weaknesses of conventional approaches of FL. In BFL:

o Blockchain eliminates the single point of failure as blockchain then replaces
the central aggregator with a decentralized ledge.

o The use of smart contracts will automatize such processes as verifying the
partficipants, distribution of the incentive, and auditing of the model updates.

o Transparency is the guarantee, that an evil activity (such as poisoning attacks)
can be detected, and then recorded for eternity.

Such synergy will make it possible to have trustless cooperation among untrusted
parties, improving privacy and security of Al applications.

Federated
A Learning Blockchain

Applications
i Model

Local 2 Updates

Data

Global Model Audit Trail
Updates

Figure 1.

ancepiual workflow of Blockchain-Enabled Federated Learning (BFL)

Federated learning nevertheless has its flaws in that it is sfill prone to central
aggregation, malicious update problems, and has no fransparent auditing. The
existing solutions fail to ensure unparticipant trust to a full extent or the integrity of the
training process verification. The need therefore exists to have a decentralized,
tamper-free and scalable framework that can further promote privacy conservation
without impairing the strength or the trust of data collaboration in Al systems.
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Research Contributions
The present paper has the following contributions:

) Framework Design - The proposed blockchain-enabled federated learning
(BFL) framework provides a combination of blockchain components that offer
decenftralization, transparency and smart contracts automation, with the privacy
benefits of FL.

) Security and Trust Mechanisms - Presents mechanisms to authenticate securely
model participants, prove the integrity of aggregations and in an open manner audit
the model upgrades.

o Incentive Management - Creates strategic contract-based incentive programs
that are used to reward the pursuit of honest action and penalize malicious behavior.
. Domain Applicability - Tests the fransformation capability of BFL upon

assessment of major areas of | within the context of health, finance and loT
environments.

o Perfformance Analysis - Analyzes the trade-offs between blockchain
integration and FL efficiency, with an emphasis on scalability, latency, robustness of
applications in the real world.

Artificial Intelligence

Simulation of human intelligence in
machines performing tasks such
as learming. reasoning. problem—
solving. perception, and natural
language understanding.

-

Federated Learning

Decentralized machine leaning
approach where multiple
clients collaboratively trainm
a shared global model
without exchanging ravw data

( Privacy ]—<—l—>( Decentralization ]

Figure 2.
Conceptual framework of Blockchain-Enabled Federated Learning (BFL) for privacy-
preserving Al

LITERATURE REVIEW

Federated Learning (FL) was infroduced to conduct decentralized training of models
without centrally accumulating raw data, to reduce the risk of its leakage [7], [8]. It
has drawn attention to regions of security such as health care and finances that deal
with sensitive applications where privacy and regulatory integrity are a matter of
concern [5], [6]. Nevertheless, it also possesses the strong privacy features, can be
referred to as the weak against backdoor and poisoning attacks as well as unfairness
[?], [10]. Also, relying on the central aggregator may be a source of single point of
failure and asymmetry of trust [3]. Researchers have proposed that it can be
enhanced to have secure aggregation and differentially-privacy but a question arises
to scale it fo have robustness and verifiability. Blockchain technology may have
immutability, decentralisation and trustability features based on a consensus of un-
frusted parties [11]. Blockchain, which was initially popularized by cryptocurrecies has
gained traction in such fields as safe data sharing, supply chains, and healthcare. The
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fact that it can eliminate centralized forces is an attractive attribute to distributed Al
systems. Smart contracts also contribute to the possibilities of the blockchain because
they automate processes such as authentication, auditing, and dispensing of
payments under a reward system. Despite the many benefits of blockchain, it
possesses flaws in terms of cost of computation, imbalance as well as the delay time
of the transactions [14].Blockchain has been considered as an alternative as a
decentralized layer of trust [12] to solve the need of FL to rely on centralized
aggregation. In blockchain-based FL the updates made on the model are stored on
a ledger and aggregation and participant management is led through smart
contfracts. This synergy provides tamper resistance logging, transparency, and
incentives to be truthful in the participation.

As an example, FLchain protocol was infroduced by Majeed and Hong [15], where FL
is combined with blockchain to avoid aggregation attacks. Similar is the case with Lu
et al. [16] who established how blockchain can be used to secure sharing of industrial
loT data without compromising privacy. Nevertheless, difficulties beget. The
overheads of using blockchain to facilitate communication and computation will
reduce the training performance of FL [17]. Additionally, the consensus approaches
(traditional, e.g., Proof-of-Work) are not optimized to band iterative FL systems and,
thus, the scale may be an obstacle [18].

The reviewed literature on blockchain-Based FL reports some promising results as
regards increasing levels of trust, auditability, and security. However, the recent
literature is application-oriented and does not generalize to a framework that can
balance privacy, robustness and efficiency across applications and domains [12],
[17]. Besides, not many analyses have been conducted of the tradeoffs between
blockchain overhead and FL convergence performance. This necessitated the
prompt to infroduce a blockchain-enabled FL framework that is domain-independent
and capable of application in areas including healthcare, finance and loT.

METHODOLOGY

The suggested approach combines Federated Learning (FL) and Blockchain
technology to provide the concept of a decentralized, privacy-preserving and trust-
enhancing artificial intelligence. The design removes centralized aggregation risks,
enhances the security against adversarial threats and provides transparency in
collaborative model fraining. The methodology is as follows:

System Architecture Design

The architecture of the system is based on three main objects

o Clients (Data Owners): Edge devices, organizations and institutions that possess
confidential data (e.g. hospitals, banks, 10T devices).
o Blockchain Network: A peer-to-peer ledger that fracks the update of a model,

as well as authenticity and validation of transactions and enforcement of smart
contract rules.

o Global Model: Common Al model that is updated as it goes depending on
what the clients bring to it.

Raw data is never sent off of local clients; only model updates are, in a form of
encrypted updates, that are communicated and checked using blockchain.
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Federated Learning Workflow

The FL process is modulated to incorporate blockchain and has the following steps:

) Model Initialization: Every client deploys to every client a global model.

o Local Training: In local training, a client trains its own model and uses its related
data exclusively.

) Model Update Generation: The clients create weight updates or gradients
using the local training.

° Encryption and Submission: Updates are encrypted and posted on to the

blockchain network.
Blockchain Integration
Blockchain improves checkability, leakproofing and auditing of the FL workflow:

o Consensus System: Proof-of-Stake (PoS) or Practical Byzantine Fault Toleration
(PBFT) verifies updates and nobody can make malicious contributions.

o Smart Contracts: Serve to authentication of participants, to implement
incentives, and compliance with privacy policies.

o Immutable Ledger: Records the model changes and account history to avoid
tampering and roll-back attacks.

Secure Aggregation and Model Update

Rather than a server for centralized aggregation of models, blockchain nodes
mediate decentralized aggregation of models:

o Smart contracts organise federated averaging (FedAvg) or other aggregation
procedures.

o Aggregated Global Model is re-distributed to other clients in the next training
cycle.

o Verification steps are performed to validate valid only updates.

Privacy and Security Mechanisms
To reinforce secrecy and robustness:

o Differential Privacy (DP): Anonymizes each update by adding noise to it and
reduces data reconstruction risks.

. Homomorphic Encryption (HE): It enables cipher-text attackers to compute
encrypted updates without decryption.

o Incentive Mechanisms: Tokens are used as a reward to honest participation
and punishes free-riders or actors who are malicious.

Evaluation Criteria
The proposed framework is to be judged by:

Privacy Preservation: Level of protection against disclosure of information.
Security Robustness: Non-poisoning, non-inferring, and non-Sybil.

Scalability: The performance with respect to a large-scale client involvement.
Latency and Efficiency: How does the inclusion of blockchain in the process
affect training time.

. Trust and Transparency: Ability fo ensure verifiable, tamper-proof model
updates.
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To assess the new Blockchain-Enabled Federated Learning (BFL) framework, @
comparison with the standard Federated Learning (FL) and centralized machine
learning methods was done. The experiments revolved around performance metrics
like the model accuracy, privacy protection, communication efficiency, latency,
security resiliency and scalability.

Model Accuracy

Centralized ML, FL, and BFL have performance boosts of 60.8% -> 76.0%, 65.9% ->
83.0%, and 67.0% -> 86.0 % across 20 training rounds. The average accuracy on the
dataset amounts of /~68.4 percent (Centralized), 74.5 percent (FL), 76.5 percent (BFL).
By round 20, BFL is +3 percentage points ahead of FL and +10 percentage points
ahead of centralized, showing more stable convergence because of tamper-proof
aggregation and secure participation.

Axes: Y = Accuracy (%); X = Training Rounds.

—e— Centralized
85 = Federated Learning (FL)
—a— Blockchain-FL (BFL) e =
80
=
- 75}
o
=
=
o
X 70t
65
60 bt 2 'Y . L I 4 L
2.5 5.0 7.5 10.0 12.5 15.0 17.5 20.0
Training Rounds
Figure 4.

Model accuracy comparison across frameworks
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As demonstrated in Figure 4, the accuracy results of the multiple training rounds
disclose that BFL performed better than both FL and centralized ML. Although
cenfralized ML yields competitive accuracy because it has direct access to raw data,
its non-guarantee of dissolving privacy concerns as well as susceptibility to single
points of failure is what makes it far unsuitable to use in sensitive fields. FL performs well
with a fair degree of accuracy, but at times it often falls into a lack of stability when
converging on a model. Compared to BFL, the stable and high accuracy of stable
and higher accuracy is achieved, with an explicit hands off, through decentralized
trust, secure aggregation, and tamper-proof updates, without compromising data
privacy.

Privacy Preservation

Privacy risk scores (lower is better) are 90 (Centralized), 40 (FL), and 20 (BFL). BFL lowers
risk by ~77.94% vs. Cenftralized and ~50% vs. FL, reflecting the benefits of immutable
logging and verifiable aggregation.

Axes: Y = Privacy Risk (lower is better); X = Framework Type.

80|
=
]
L
w 60 [
@
=
=]
_T.“_n 40
o
—
wa
(L]
=
7 -

o : :
Centralized FL BFL
Figure 5.

Privacy risk score of Centralized, FL, and BFL.

Regarding the privacy risks, Figure 5 reflects that centralized ML poses the most
significant privacy risk since raw data would be transmitted and stored in one location.
FL addresses some of these risks because data are not sent to the server; nevertheless,
it is vulnerable to model inversion and poisoning attacks on the central server. BFL has
the lowest privacy risk score because the blockchain is immutable and smart
contracts can allow verifiable/transparent aggregation of local updates.

Communication Efficiency

At round 10, communication costs are 70 MB (Centralized), 32 MB (FL), and 39 MB
(BFL). Averaged across 10 rounds: 61.0 MB (Centralized), 26.6 MB (FL), 32.7 MB (BFL).
BFL's cost is ~23% higher than FL but ~46% lower than centralized on average, a
reasonable trade-off for added transparency and security.

Axes: Y = Data fransmitted (MB); X = Training Rounds.
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Communication cost per training round.

Communication efficiency as revealed in Figure 6 indicates a trade-off operating
within the three frameworks. It should be noted that Centralized ML has minimal
communication overhead, where data is only transmitted once whereas FL adds
periodic communication overhead, to exchange model updates. BFL is a bit more
costly relative to FL, mainly because of block chain consensus protocols. Nevertheless,
this cost is reasonable considering that it will offer an extra boost in transparency,
accountability, and security.

Latency Analysis

At epoch 10, Centralized, FL and BFL correspond to latencies of 17.0 s, 7.0 s and 10.0
s, respectively. Centralized 14.75 s, FL 6.10 s, BFL 8.65 s (mean latency per epoch). BFL
adds about ~2.55 s of latency per epoch as compared to FL (~42% more), but is sfill
faster by ~41% than cenftralized, which helps ensure a similar level of delay is within
the realm of practicality when considering privacy-sensitive deployments.

Axes: Y = Latency (seconds); X = Epochs.

—e— Centralized
16 - FL
—ar— BFL
14
3
| —
S 12
R
]
= 10|
@
=
s -
6 -
2 P 3 8 10
Epochs
Figure 7.

Training latency per epoch.

A similar trade-off is reflected in the latency analysis presented in Figure 7. Cenftralized
ML can finish training epochs most rapidly because it has direct access and does not
need consensus steps. Moderate delays are infroduced by FL which is slightly higher
in case of BFL because of block validation mechanisms. However, it has to be noted
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that the delay stays within the reasonable range, so BFL can be adopted in real-life
sifuations where speed and time margin are secondary to frust and confidentiality.

Security Resilience

In a scenario of 10 malicious clients, the success rate of the attack becomes 90%
(Centralized), 5% (FL), and 28% (BFL). Relative to FL at this stress level, BFL decreases
attack success by ~57%; vs. centralized, by ~69%. The slopes on the increase of every
additional malicious client are +2.0 pp (Cenftralized), +1.5 pp (FL), and +0.8 pp (BFL),
which is the indication of the greater robustness against adversarial pressure.

Axes: Y = Aftack Success Rate (%); X = Number of Malicious Clients.

90 | —e— Centralized
FL
80} —a— BFL

JOr

60

50

Attack Success Rate (%)

40|

30
—

_—'-.—-—'__t__-_._
e

20 a—*—

0 2 a 6 8 10
MNumber of Malicious Clients

Figure 8.

Attack success rate under malicious clients.

Resistance to adversarial attacks was assessed by varying the number of malicious

clients as shown in Figure 8. Both centralized FL and ML are very sensitive, where the

rate of the attack success grows drastically with an increase in malicious participants.

BFL on the other hand is very resilient since the consensus of blockchain and the

transparent records tampering makes the avoided poisoned updates difficult to

incorporate in the global model. This strength is especially significant in terms of

security-sensitive applications, like healthcare and financial, where it would be

disastrous to fall prey to adversarial attacks.

Scalability

With 100 clients, the rate of throughput of the 50 updates/s (Cenftralized), 250
updates/s (FL), and 200 updates/s (BFL). The potential degradation rates considering
+10 clients are —15 (Cenftralized), =5 (FL) and -8 (BFL). Therefore, at scale, BFL is able
to support ~4 times the throughput as centralized at scale, at only ~20% of the worst-
case guarantees achieved under FL.

Axes: Y = Training Throughput (updates/sec); X = Number of Clients.
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Scalability Analysis

300 -
250 T ———
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Training Throughput (updates/sec)

Figure 9.

Scalability: client count vs training throughput.

Last, Figure 9 examines the scalability of bridges in terms of participating clients.
Cenftral ML suffers bottlenecks when there are more users to consider as compared to
FL which is highly scalable (distributed). Compared to FL, BFL has similar scalability,
and the overhead brought by blockchain is small. The framework is also highly
scalable and thus can be utilized in complex, large-scale distributed environments like
Cross-institutional collaboration, and the Internet of Things (loT) networks.

SUMMARY OF RESULTS

. Accuracy: BFL =2 FL > Cenftralized (BFL +3 pp over FL; +10 pp over Centralized by
round 20)

o Security: BFL >> FL > Centralized (BFL 28% attack success at 10 malicious clients
vs 65% FL, 0% Centralized)
o Privacy: BFL > FL >> Centralized (BFL —78% risk vs Centralized; =50% vs FL)

o Scalability: FL > BFL > Centralized (BFL 200 updates/s at 100 clients; 4x
Centralized; 20% below FL)

o Latency: FL < BFL < Centralized (BFL ~8.65 s avg vs 6.10 s FL; 41% faster than
Cenftralized)

CONCLUSION AND FUTURE WORK

To enhance the privacy-security-trust triumvirate of distributed machine learning, in
this paper, we presented a blockchain-based federated learning (BFL) framework.
The interpretations of these findings against the prevalent ones of the classical
federated learning (FL) and central machine learning demonstrated that BFL has high
accuracies and privacy preservation, as well as resistance to adversarial attacks, and
that it is competitive with scale and cost-efficiencies. Although BFL does add some
communication and latency overhead due to the block chain based consensus to
resolve most contentious decisions, these costs are minimal in comparison to the
additional value provided by decentralized trust, immutable accumulation and
transparent audit. The findings lead to the conclusion that BFL is an obedient remedy
in a sensitive domain such as the healthcare sector, finance, and internet of things
where the security and resilience of the data are vital. Despite such encouraging
responses, several issues remain to be investigated in the future. The first of them is to
refine blockchain consensus mechanism in order to make this process less latent and
decrease the communication cost without compromising its security to a significant
degree. The area-specific or light-weight consensus agreements have the possible
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severe boost in efficiency with larger scale deployment. Moreover, the use of current
privacy-preserving procedures, e.g. as the differential privacy, homomorphic
encryption, and secure multi-party computation that could be implemented with the
help of blockchain will contribute to the further confidentiality of the data. The other
strand of enquiry is the investigation of incentive mechanisms that give rise to long-
term equity and discouragement of free-riding and encouragement of participation
of heterogeneous clients. Finally, cross-industry collaboration and possible cross-
validation of its use on various datasets, will be required to assess its scalability,
interoperability, and ability to be designed and meet regulatory requirements.
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