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The increasing use of Internet Things (loT) devices in smart homes
has resulted in issues like data security, privacy, and how we
manage everything. The Centralized architecture which we have
been using can fail easily and bring down the whole system, in this
research we are using a new approach where the smart home
devices are handled using blockchain. This approach makes use

of the decentralized approach and data replication of the
blockchains so that the system is not confrolled by one central
server instead data is stored in distributed ledger so it would not
be changed by the smart home data. With the use of loT sensors
and machine learning models (like Support Vector Regression,
Linear Regression, Random Forest, and ARIMA), appliance
monitoring and predictions are more correct, reaching an
accuracy of 95.77%. The system uses tough security with
cryptographic hashing and stores data across a decentralized
network using IPFS. The system implementation costs and benefits
analysis in Pakistani Rupees (PKR) confirms that this idea is worth it
financially, paying itself off in 25 months. The plan comes with an
easy-to-use dashboard for homeowners to watch and control
things as they happen. Tests confirm that the system does a good
job at boosting security, saving energy, and giving homeowners
useful information.
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INTRODUCTION

The theory of smart homes has advanced from science fiction to realism, with global
smart home market size projected to reach USD 222.90 billion by the year 2027 [1]. In
Pakistan, being the developing nation, the adoption of smart home technologies is
gradually increasing. This is steered by urbanization and digital transformation
schemes. A smart home stands for a secure home setup, where loT devices enable
automated remote control of household appliances and devices from any location
on earth, in air and even in space wherever the internet connectivity is available [2].
Despite the smart benefits, smart home environments face significant challenges. The
literature review has helped to identify major challenges which include, management
of large amounts of data, delays caused by processing time, authentication
weaknesses, and accuracy concerns in appliance operations [3,4]. When we discuss
smart homes, massive volumes of data are expected to be managed from several
connected devices. Previous studies have poorly addressed the management of this
data swamp. If huge volumes of data are not managed securely and verification
queues form within the network, users may experience significant time delays [5].
Furthermore, using single-user authentication mechanisms, similar to the classical or
legacy systems give birth to serious security and privacy concerns, specifically in smart
home setups, where personal safety is af risk [6].
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Blockchain technology appears to be a transformative resolution to these challenges.
Principally, blockchain comprises a permanent, decentralized, and publicly
accessible database where all activities are stored, with system members permitted
to access, send, and verify these transactions [7]. The use of blockchain technology
in a smart home sefting presents several beneficial characteristics including
Accuracy, Trust-free  operations, Transparency, Pseudonymity, Democracy,
Automation, Decentralization, and enhanced Security [8].

This research tries to model an inteligent decenftralized system for efficient data
management in blockchain-based smart homes, modify smart home operations using
loT devices, and overcome accuracy limitations. This concept integrates three core
technologies that is Blockchain, 10T, and Machine Learning in the presence of IPFS for
decentralized storage creates a robust framework which address the current
limitations and in the same time Provide a scalable solution for future smart home
deployments [9,10].

LITERATURE REVIEW

This section systematically examines research work related to algorithms, accuracy
and their association with blockchain technology and IoT devices. The rise in interest
in smart home technologies is proven by the expanding market projections as
represented in the form of Figure 1. This section is further divided into two sections,
where literature analysis focusses on the methodology used in the research paper, the
key findings, accuracy achieved and limitations of their proposed systems. This
provides an insight into the updated research picture on the global stage. Whereas
the 2nd part of this section focuses on the research gaps in existing literature and these
gaps are the core target of this proposed model and solutions.

Comprehensive Literature Analysis
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Research Gaps Analysis

The comprehensive literature review reveals several significant research gaps that this
study aims to address. This includes the following key gaps.

1. Integration Gap: The review shows that prime focus of the existing studies is
individual technologies that are blockchain, 10T, or ML. They do not consider a
complete framework that could integrate the three available technologies seamlessly
for smart home solutions [7,8,9,17].

2. Accuracy Challenges: The literature also confirms that some models achieve high
accuracy in specific domains. However, there is little research on succeeding
consistent high accuracy (above 95%) throughout multiple smart home applications
using combination ML approaches [10,12,13,14, 15].

3. Economic Viability: Limited studies give detailed cost-benefit analysis, specifically
in developing markets like Pakistan, using local currency (PKR) for economic
assessment [3,16,17.26,27,33]

4. Scalability Issues: Existing blockchain solutions or models for smart homes face
challenges in handling the enormous data volumes produced by IoT devices. While
at the same time maintain their performance [19,20,30].

5. Security-Privacy Balance: Existing approaches often have prioritized, and they
either consider security or convenience. There are very limited available frameworks
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that effectively balance both aspects of these aspects in their practical
implementations [3,6,18,20]

6. Real-time Processing: Little research is available that addresses the real-time
processing mandatory requirements for smart home automation while at the same
time maintaining the blockchain security features [3,6].

7. User-Centric Design: Most of the proposed technical solutions have deficiency of
comprehensive user experience evaluation and availability of sensitive dashboard
designs for non-technical homeowners [5,6,22].

In this research paper we have addressed these gaps by recommending an
infegrated blockchain-driven framework that combines with the power of loT and
machine learning, while at the same time provide economic analysis explicitly to the
Pakistani context and accenting user-friendly implementation.

PROPOSED SYSTEM ARCHITECTURE

The proposed framework has the capability to implement multi-layered architecture
that is designed to ensure security, efficiency, and automation. while addressing the
specific challenges identified in existing literature and discussed in detail in the
previous section. This architecture consists of 7 layers where the user layer is at the top
and the perception layer which relates to the devices is at the bottom. The layers-
based architecture is shown in Figure 2. The layers are discussed as follows:

Smart Home System Architecture

s

User Layer

( Mobile App | Web Interface [ Voice Control

10

Application Laver

[ Dashboard [ Alert System [ APl Gateway

Tt

Processing & Analytics Layer

—
[ SVR [ Random Forest [ ARIMA [ Anomaly Detection
N

= =

Blockchain & Storage Layer

(
[ Smart Contracts [ IPFS Cluster ( Consensus Nodes
.

G

Network Layer

[ WiFi Router [ ZigBee Hub I LoRaWAN Gateway

-

o

\

—

—

—

-

rartmeteE et es

Figure 2.
Comprehensive System Architecture Diagram
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Perception Layer: This foundation layer consists of the heterogeneous IoT devices
such as smart meters, environmental sensors, smart plugs, security cameras. These
devices are deployed throughout the home environment. Further, these devices
gather real-tfime data on energy consumption, appliance status, ambient conditions,
and security parameters. Each device encompasses a lightweight cryptographic
modoule for initial data protection before the fransmission.

Network Layer: The network layer has been tasked to facilitate secure communication
between perception layer devices and upper layers. It utilizes multiple protocols
including ZigBee for low-power device communication, WiFi for high-bandwidth

applications, and LoRaWAN for long-range connectivity. This layer also implements
TLS/SSL encryption for data in transit and supervises device authentication through
decentralized identifiers (DIDs).

Blockchain & Storage Layer: This is important layer, and it has the responsibility to
ensure data integrity as well as immutability. A permitted blockchain network
processes all fransactions which contain cryptographic hashes of sensor data. The
actual large sensor data is stored in decentralized form on IPFS, where the content
identifiers (CIDs) is recorded on the blockchain.

Smart Blockchain Data Flow

loT/Smart Devices | Data Hash Blockchain

— Link

CID Reference

CID

Sensor Node Raw Data IPFS Storage

Figure 3.

Data Flow in Blockchain & Storage Layer

Processing & Analytics Layer: This layer provides flatform for the machine learning
models (SVR, Linear Regression, Random Forest, ARIMA). Further, this layer examines
the secured data for pattern recognition, anomaly recognition, and predictive
forecasting. The layer combines both batch processing for model re-fraining and real-
time processing for instant insights and alerts.

Application & Interface Layer: This is the topmost layer which provides user
interaction using web and mobile applications. It provides and supports a
comprehensive dashboard for system monitoring, configuration management, and
visualization of analytics and associated results accordingly.

METHODOLOGY AND IMPLEMENTATION
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To implement the proposed architecture, in this study we have used a structured
methodology by integrating the three core technologies that are Blockchain, loT, and
Machine Learning, with availability of IPFS for decentralized storage. The proposed
storage management system achieves its objectives using coordinated phases. The
same is explained in detail in the following sections.

Data Acquisition Protocol: This is used for Data collection and the data from all electronic
appliances is collected via loT devices ensuing the use of a standardized protocol:

1) The Sampling frequency is kept 1-5 minutes based on appliance criticality

2) Data fields are responsible for timestamping, device ID, power consumption
and operational status

3) The Initial validation range is also checked along with outlier detection at
device level

loT Data Acquisition Workflow

— — —
Device Sensor Data Local - . L -
[ Wakeup Reading { \Midltion¢ Enl:ryptionQ v ¢ gement \

Figure 4.

loT Data Acquisition Workflow

Blockchain Integration Process: In this process a blockchain is implemented and it
utilizes a permitted Ethereum network along with Proof of Authority consensus for
efficiency. The following steps are involved in this process:

1) The Smart contracts which are written with Strengthen rules and it does
manage device registration and data hashing

2) The use of Gas optimization techniques in this process minimizes transaction
costs

3) All block contains used hashes from multiple devices so as to enhance
scalability

Machine Learning Pipeline: The is named as pipeline as it simulates a pipeline where
water can enter from one end and exit at another, while fravelling in the pipeline ML
pipeline uses four phases which can be considered as processing. The phases are
shown in Figure 5 and explained in detail as Under:

4 Yo Y Yo t )

Start Data Preprocessing Model Training Model Evaluation

oyment & Inference|

—

Figure 5.
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Machine Learning Pipeline Architecture

Phase 1: The first phases is the Data Preprocessing phase. The first task is to handle the
missing values and the same is achieved through forward fill method efficiently. The 2nd task is
normalization using Min and Max scaler for neural networks, whereas the 3rd task is featuring
engineering creating time-based indicators.

Phase 2: This phase is termed as Model Training and we have used three primary
models where initially SVR, Random Forest, along ARIMA are added for temporal
forecasting. In this process each model is frained on 70% of the dataset along with
5-fold cross-validation.

Phase 3: The third phase is termed as Model Evaluation and here the
performance is evaluated using multiple metrics, where the accuracy is
evaluated using the formula (TP+TN)/(TP+TN+FP+FN) and the R? Score is
Coefficient of determination. The MAE is Mean Absolute Error and RMSE s

the root Mean Square Error.

Phase 4: The fourth phase is the Deployment & respective Inference. In this
phase the Trained models are deployed as microservices along with REST
APIs for real-time prediction. During the process the Model performance is
continuously monitored with automatic  re-fraining  triggers  when
accuracy is observed to be dropping below thresholds.

Security Implementation: The is very important layer in the proposed architecture
and the security framework consists of multiple layers, which include:

1) The Device authentication process using X.509 certificates.

2) The Data encryption process is achieved using AES-256 for storage.
3) Network security is achieved through VPN tunnels.
4) The Access control is accessed via blockchain-based smart contracts.

DASHBOARD DESIGN AND USER INTERFACE

This is very crucial in the proposed architecture as it needs to provide as much
information as possible and the same could be used for critical decision making. A
comprehensive dashboard designed, keeping in view the technical knowledge level
of the homeowners and it provides the homeowners with in-built control and
associated monitoring capabilities. The design strictly follows user-centered principles
along with responsive blueprints for various devices. Figure 6 shows the typical view of
the smart home management dashboard, and it is explained in detail in the coming
sub sections.
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Figure 6.

Smart Home Management Dashboard

Real-time Monitoring Module: This is very important module, and it has the
capability to display current system status by showing the active devices and their
associated power consumption and at the same time observe and report the
environmental conditions such as temperature and humidity. Further, the Security
sensor status is showing the status of the doors, windows and any motion identified.
The system will report if it has Network connectivity and the same is also indicated

Energy Management Interface: Energy use is the center of this all-proposed
architecture, and the homeowners can visualize and manage energy usage through
this interface on the dashboard, and it can provide variety of data such as reporting
hourly, daily, weekly consumption charts along with each appliance-level energy
usage breakdown. The associated cost is also projected based on the current and
previous use. The most important is the optimization advice generated by the ML
models.

Alert and Notification System: The third part of the dashboard is the system alerts
and subsequent notification for getting the attention of the homeowners. The same is
implemented in using multi-level alerting approach. These are further subdivided into
three categories such as Critical alerts, which focus on the Security breaches, system
failures and immediate push notifications. Whereas the 2nd category is the important
alerts which stress upon the anomalous consumption, device malfunctions and is
reported through (email + in-app). The last category is the Informational alerts and
that are restricted to maintenance reminders and usage statistics, and they are
reported with in-app only

Cost-Benefit Analysis in Pakistani Context

In the adoption of technology, the first factor that is considered in the developing
world is economic feasibility. If it is feasible than technology will be adopted in the
developing markets like Pakistan. This analysis evaluates the financial effects and cost
involved for implementation of the proposed framework.

Initial Investment Breakdown: This is also known as the one-time cost for the setup
or installation of the proposed system, and it involved one-time investment in terms of
hardware and development. The prices are based on the local market rates and may
vary from city to city and country to country. Hence, they may be used for reference
purposes only. The table 2 shows the detail breakdown and description along with the
total cost of Pakistani currency Rs. 40000/-

Table 2.
Detailed Initial Setup Cost (in PKR)
Total Cost
S.No Component Category Specific ltems Quantity Unit Cost (PKR) (PKR)
Raspberry Pi4,SD
1 Central Hardware Card, Enclosure 1 15000 15000
Smart Plugs,
Temperature
2 loT Sensors Sensors 5 1200 6000
Door/Window
Sensors, Motion
3 Security Devices Detectors 4 1500 6000
WiFi  Extenders,
4 Network Equipment ZigBee Hub 1 3000 3000

577



The Asian Bulletin of Big Data Management 4(4), 570-583
Gas Fees, Smart

Contract
5 Blockchain Setup Deployment - - 2000
Customization,
6 Development Integration Labor - - 8000
7 Total Initial Investment 40000

Operational Cost Analysis: The recurring expenditures are calculated on monthly
basis, which includes the cost of internet connectivity, electricity consumption for
devices, blockchain transaction fees, and cloud services cost, totaling approximately
PKR 750 per month if some services such as cloud and blockchain are taken as bundle
or package.

Benefit Quantification: Now the final step is the calculation of financial benefits such
as long-term savings. The first objective of the proposed system was Energy Savings,
and we must evaluate whether this objective is achieved or not. The pilot project
implementation data shows that an average energy reduction of 15-20% is
achievable. This could be the result in a typical household having a monthly electricity
bill of PKR 8,000 and if we calculate the monthly savings which are computed to be
PKR 1,200-1,600.

Preventive Maintenance: Maintenance and repair cost is another factor that could
cost homeowners therefore by using the saying that prevention is better than repair.
The early detection of appliance malfunctions prevents homeowners from costly
repairs resulting in estimates suggest annual savings of PKR 3,000-5,000. Figure 7
provides an overview of the proposed system that was implemented in a pilot project.

5-Year Ci i Cash Flow Analysis Yearly Fi ial Breakd

0 e e e e e e e e ]

-
14000 m— Costs
-

—-5000
12000
—10000 4
PKR -13,0p0

10000
—15000

8000
—20000 4

Amount (PKR)

25000 4 6000

Cumulative Cash Flow {PKR}

~30000 4 2000

35000 4
2000

PKR -40,
—40000 -

Figure 7.
Cost-Benefit Analysis in Pakistani Context

Return on Investment Calculation: Using careful estimates we conclude that:

e There are monthly energy savings PKR 1,200/ month

e There is an annual energy saving PKR 14,400/ year

¢ The Annual maintenance savings is computed @PKR 4,000/ years
e The total annual benefits @ PKR 18,400/ year

e The Annual operational costs are @ PKR 9,000/ year

e The - Net annual savings are PKR 9,400/ year

The total Payback Period is calculated: 40,000 / 9,400 = 4.25 years
5-Year Net Savings: (9,400 x 5) - 40,000 = PKR 7,000

Thus, the economic analysis proved that the proposed system is financially feasible for
Pakistani households, with clear return on investment within a reasonable timeframe.
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RESULTS AND DISCUSSION

The last part of this proposed study is architecture evaluation across multiple
dimensions such as the parameters for accuracy, security, efficiency, and usability.

Model Performance Results: We have managed to reach an accuracy of 95.77%
using our optimized ML pipeline. The ARIMA, which is the proposed approach model
demonstrated better performance for time-series forecasting of energy consumption
patterns. The Figure 8 shows the comparison.

Model Accuracy R? Score ©0.957 Training Time
5. 3 -

92.1% 94.5% 257 "
0.951
25
E
Zw .
i Eas
3 £
g H
E 10 -9
20 .
0
\ & 3 &
ciﬂ‘;:\n & R & # o 3 K oﬂ&zb
e & o & =
o N = & &
o
Figure 8.

Model Performance Comparison

Figure 8 and table 3 show that ARIMA model has achieved the highest accuracy
(95.77%) with reasonable training time, making it suitable for real-time smart home
applications.

Table 3.
Comprehensive Model Performance Comparison

S.No. Model Accuracy (%) R2 Score MAE RMSE
1. Linear Regression  92.1 0.219 0.142 0.198
2. SVR 94.5 0.943 0.118 0.156
3. Random Forest 95.2 0.951 0.105 0.141
4, RIMA (Proposed) 95.77 0.957 0.098 0.132

Energy Optimization Results: The system achieved significant energy savings through
intelligent scheduling and anomaly detection. Figure 9 provides detailed overview,
and the statistics below show the key achievements.

1) Overall energy reduction: 17.3% (£2.1%)
2) Peak load reduction: 23.7% (+3.4%)

3) Anomaly detection accuracy: 96.2%

4) False positive rate: 3.8%

Dailly Energy Consumption: Bafore vs After Implemantation

Fodie BS

Exegy Covsumption (KHh)
W

Hour of Bay

-2 By Time

Energy Reduction %1
H £ »

Figure 9.
Energy Consumption Before and After Implementation
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The energy consumption analysis shows significant improvements in efficiency,
specifically during the peak hours, where the system has managed to achieve 23.7%
reduction through intelligent load scheduling and optimization respectively.

Security Performance: The prime consideration and the objective for inclusion of
blockchain-based security framework was to ensure that the system has enough
robust protection against various attack vectors. Figure 10 shows the security even
monitoring observed over a period of 30 days and the key achievements are as
under:

1) The system guarded data tampering attempts: 0 successful (1,247 detected)
2) The system protected the unauthorized access attempts: 0 successful (892
detected)

3) The System ensured availability: 99.94% (This does not include planned
maintenance)

4) The system managed mean time to detect anomalies: 3.7 seconds

Security Event Monitoring Over 30 Days

Security Event Distribution

80
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Blocked Intrusion

Failed Authentication

Number of Events
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o (=] =] =] (=]
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Legitimate Access

o 5 10 15 20 25 30
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Figure 10.

Security Event Monitoring Over 30 Days

The outcome of the security monitoring system proves the effectiveness of the
blockchain-based approach in guarding unauthorized access while maintaining
system integrity.

System Efficiency Metrics: The intfegrated system developed has shown high degree
of performance under load and the Average data processing latency was 1.3
seconds. Further, the blockchain tfransaction confirmation time was 4.2 seconds and
the dashboard loading time was 1.8 seconds respectively. The Machine learning
model inference time was 0.7 seconds.

User Experience Evaluation: The usability analysis was one of the key evaluations to
confirm the expectations and statistics. In order to confirm that a group of 25
participants evaluated the system usability and where the System Usability Scale (SUS)
score was 86.4/100. Furthermore, the Task completion rate was 94.7% and user
satisfaction rating was computed to be 4.6/5.0. Figure 11 confirms the user satisfaction
survey results.

The user satisfaction results shown in figure 12 confirm a strong acceptance of the
system, with focus on high ratings for reliability and performance. There were total of
25 participants in this survey.
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Figure 11.
User Satisfaction Survey Results

CONCLUSION AND FUTURE WORK

The research proposed successfully delivered the proposed architecture,
implemented, and evaluated a comprehensive blockchain-driven cybersecurity
framework for smart homes. The combination of loT devices, machine learning
models, and blockchain technology constructed a secure, efficient, and intelligent
home automation system. It is worth mentioning that the proposed framework
achieved 95.77% accuracy in appliance monitoring and forecasting. The system
showed that it is secure against various cyber threats. The economic analysis
conducted in Pakistani Rupees confirmed the financial viability of the proposed
system, with a payback period of approx. 4.25 years and positive net savings
thereafter. The user-friendly dashboard enabled the homeowners with insightful
control and provided valuable insights intfo their energy consumption patterns. The
main issues identified during the literature review were huge volume of data,
processing time, authentication, and smart home accuracy. All these were effectively
addressed through the decentralized architecture, efficient algorithms, and multi-
layered security implementation approach. The proposed framework represents a
significant step toward a secure, efficient, and intelligent smart home ecosystems,
specifically it would not be wrong if we say that it is best suited for developing markets
like Pakistan, where cost sensitivity and security concerns are dominant.
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