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The growing adoption of big data technologies in healthcare has
significantly enhanced patient care, diagnostics, and system
efficiency. Yet, this fransformation brings with it serious concerns about
the security and privacy of sensitive medical information. The health
care industry is in a critical phase of inteligence with the rapid
advancement of modern information fechnology. With the increased
use of healthcare big data, the issue of information security is
increasingly becoming critical in the management of smart
healthcare care, including the leak of patient privacy, the most critical
issue. Thus, the enhancement of informatfion management of
intelligent health care during the age of big data is a significant aspect
of long-term sustainable development of the hospitals. This paper has
initially determined the most influential indicators to influence the
privacy disclosure of big data in managing health care and presented
a comprehensive overview of the current landscape in healthcare
data security and thereafter set the privacy and security based access
control model, which has been applied on the security and
management of big data in utilization of medical data, and solves the
issue of actual data breach where actual problems are involved.
Lastly, the modelis contfrasted with the state-of-the-art techniques. The
paper offers a comparative analysis of proposed solutions, considering
numerous parameters and highlighting critical gaps for building more
secure and trustworthy healthcare systems. The findings confirm that
the model is useful in the evaluation of the existing safety threats and
forecasting the scope of the various risk factors, by demonstrating that
Network Segmentation and Cloud Usage (Hybrid) have significantly
enhanced the results by 1.5% and 6.7% respectively and the User
Access mechanism is upgraded by 1.5% and 6.7% respectively. The
Audit Trail and Compliance is also improving as the proposed
techniqgue examines ACL and explores key global regulatory
frameworks like the GDPR and HIPAA. The outcome of this study
suggests that the proposed access control model is resistant to most
cyber-attacks in big data, and it is also demonstrated that the offered
framework can be used as a starting point in order to develop secure
and safe medical big data solutions. Therefore, this study can be
valuable to future scholars to understand the information about the
security and privacy of big data in the medical field and ways to
implement countermeasures.

Keywords: Big Data, Healthcare, Data Security, Privacy Protection, Blockchain, Anomaly Detection, GDPR,
HIPAA, Federated Learning, Encryption Techniques.
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Big Data Analytics in Cloud Farooq, |, et al., (2025)
The contemporary healthcare system produces enormous amounts of data from
various sources. They are electronic health records (EHRs), medical imaging systems,
lab results, wearable health monitors, mobile health apps, insurance claims and, most
recently, genomics data [1]. It is this heterogeneous combination of structured and
unstructured data, which encompasses the patient demographics and diagnostic
codes, but goes all the way up to the continuous biometric streams to what is known
as big data in healthcare [2]. Big data presents radical possibilities in medicine. It
allows making diagnoses more accurately, supporting predictive analytics, providing
patients with an opportunity to detect diseases at an early stage, managing the
health of the population, and improving clinical decision-making. Nevertheless,
storing and controlling such large volumes of sensitive data is extremely demanding
in terms of technical and ethical factors [3, 4]. The healthcare system's big data
lifecycle can be generally broken down into five steps that are essential: data
collection, storage, analysis, ufilization, and destruction. There are vulnerabilities
presented by each stage. As an example, when collecting data, the data sent by loT-
based devices, such as fithess frackers or smart medical sensors, may be
compromised because of the insecure transmission protocols [5]. As soon as they
have been gathered, the information is stored in centralized or cloud-based
repositories that are frequently targeted by cybercriminals because of the high price
of medical records [6].

Big Data in Healthcare

During the analysis stage, privacy issues may occur when the information gets
exchanged between institutions or third parties who are confracted to analyze it,
partficularly in cases where their anonymization measures are not very strong or
reversible[7]. At the stage of utilization, the problem of unauthorized access or abuse
of data by the internal staff or malicious actors is one of the major concerns. Lastly, at
the destruction or archival stage, there may sfill be residual risk in the presence of
remnants of sensitive data in case of improperly sanitized or deleted data [8].
Equations 1, 2 and 3 show the function ELU — E- Linear Unit with 0 < a'is

alexp(x) —1) forx<0

Eqg (1
x for x=>0 afl)

f(x) = {

0+ (Zld ifim, = B,

8y = 60"q 2 + 2E ifin, = p,
Lled. ifin, = By

(rm.—m,)’

4 +
Eqa (2)

These challenges are further complicated by the need to comply with national and
international privacy laws, maintain data integrity, and ensure system availability [9,
10]. Figure 1 illustrates the varying levels of security risk associated with each phase of
the data lifecycle, underscoring the importance of a comprehensive, end-to-end
approach to big data protection in healthcare [11, 12]. Big Data is not a new term, as
it was first used in the early 1990s, but its origin is somewhat obscured. The concept of
large data work was just starting to develop [13, 14]. Nowadays, Big Data is
omnipresent, as it helps drive your favorite applications, helps physicians make faster
and more precise diagnoses, informs the business approach, and enhances scientific
research [15].
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T (mx”;mn) Eq (3)

5\/ = mx(ﬂr': ﬁgﬁbv )s 5sv = mn(ﬁr’ ﬁgﬁbv ) Eq (4)
To have a clear picture of what Big Data is, one can consider it to be a combination
of statistics, mathematics, and computer science. People have been collecting data
to understand the world since ancient times, tracking the crops, the population, or
even the disease frends. The only difference now is that the amount of information we
produce each day via clicks, swipes, sensors and other digital intferactions is vast,
coupled with the enormous processing capabilities that we have achieved through
powerful computing systems, as illustrated in R(f) function under centric big data
volume Equation 5, 6 and 7 [16, 17]. In the simplest terms, Big Data is simply a
contemporary expansion of our age-old need to understand patterns and predict
results, only fo be scaled to the pace and complexity of our modern world. Increased
speed and intelligence in technologies and their tools of analysis allow us to discover
frends, predict difficulties, and find solutions to problems that would have been
considered unthinkable within a few decades past [18, 19].
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Figure 1.
Big Data lifecycle stages and corresponding security risks.

Big Data in Healthcare

The purpose of the study is to facilitate an engaging discourse on the topic of Big Data
security and privacy, particularly in the context of the healthcare industry, by defining
the common vocabulary. It brings out important concepts and describes their
relationship with larger standards and technologies [20, 21]. Which is the practical
value of the analytics knowledge; Security and Privacy of Big Data, noting the
necessity of scalable, secure computing systems able to operate large and sensitive
data sets [22] Cloud Computing, the ability to access shared computing resources on
demand; Data Analytics, the collection, validation, processing, and interpretation of
data to obtain useful information and security; Relational Databases, enabling the
organization and search of information based on defined relationships; Distributed
Data Processing, in which computational tasks can be performed by multiple
networked computing systems; and the Internet of Things (loT), which is a network of
inter
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Electronic Health Records (EHRs) and Personal Health Information (PHI) in
Health Security and Privacy

RZ=1-— Eq (6)

One of the most sensitive kinds of information is healthcare data, including personal,
financial, and medical data. Its exposure may also cause identity theft, fraud, and
massive privacy invasion, and hence, represents an excellent target of cyberattacks
and unauthorized access [25, 26]. Bad access controls, misconfigured systems, or
specific attacks against electronic health records (EHRs), in addition to exposing
personal health information (PHI), tend to damage patient trust and cost
organizations significant financial fines [26]. Moreover, there has been an increased
number of ransomware incidents where hackers have compromised important
systems or data and are holding them for a fee to restore their functionality, causing
a critical imbalance in the system as medical services are delayed and lives are
endangered [27, 28].

1 ~N\2
RMSE = \/;Zizl(yi -1) Eq (7)

Another source of complexity is insider threats, in which employees or contractors
accidentally or deliberately share sensitive information [29]. These incidents are very
serious and whether it is caused by unauthorized access, negligence or malicious
intent, the need to control them without interfering with the privacy of employees or
disrupting their work processes is a challenge [30, 31]. The high pace of implementing
the Internet of Things (loT) in healthcare only increases vulnerabilities [32]. Wearable
health trackers and other smart medical devices are used to gather and send large
volumes of data, but most of them do not have a solid security system, which can
easily be hacked or accessed by unauthorized individuals [33]. Although cloud
computing improves accessibility and scalability of data, it poses risks like improperly
configured data storage, poor encryption, and use of vendors [34]. The need to
secure cloud use requires cooperation between healthcare providers and service
vendors, which results in accountability gaps [35, 36]. Moreover, adherence to
intricate regulatory systems, including the HIPAA in the United States, the GDPR in the
European Union, or similar regulations in other countries, may remain indispensable
and resource-heavy, and may be quite problematic in small organizations [37, 38].

TDI = /(AC)? + (Ao)? Eq (8)

TP * TN — FP * FN) Eq (9)

MCC = J(CTP + FP) (TP + FN) * (TN + FP) * (TN + FN))

The use of conventional security programs such as firewalls and antivirus software is
not always effective in today's dynamic environment of Internet security threats [39].
Healthcare organizations need to embrace dynamic and proactive approaches to
security as threat actors develop more sophisticated approaches. In addifion to
technical and regulatory issues, there is an even deeper moral aspect of improper
handling of sensitive health information. Any disruption of trust and breach of patient
consent may negatively affect trust in health systems [40]. In addition, finding the
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balance between the necessity to warrant data-driven innovation in the sphere of
research, analytics, and Al and the need to ensure privacy is a significant ethical issue
that requires strong and progressive solutions to the problem of security [41, 42].

cloud 7 Hybrid )

Cloud [ _cloud -
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cloud

Data integrity (.
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\ ~ :
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Figure 2.

Challenges in Security and Privacy in Big Data Clouds [43]

Figure 2 above is a visual overview of Challenges in Security and Privacy in Big Data
Clouds, which presents the main problems in the area of healthcare data security. This
is accompanied by a shield icon, which represents protection in the middle and eight
linked boxes outlining a number of challenges. These are data breaches, an emphasis
on the exposure of personal health information (PHI) owing to improper system setups
and ineffective control access; ransomware attacks, which cripple medical services
with lockout of key systems; and insider threats, emphasizing the risks posed by
employees or contractors through carelessness or intentional actions [44, 45].

Y (1) = wlty, * h(1)] Eq (10)

Big Data in the Health Insurance Portability and Accountability (HIPAA)

The infographic also covers the vulnerabilities of the Internet of Things (loT), highlighting
the security issue in devices such as health monitors and smart medical devices
because of poor protocols [46, 47]. Examples of risks associated with cloud computing
are provided, highlighting such problems as incorrectly configured storage and
reliance on third-party vendors. The difficulties of regulatory compliance highlight how
difficult it is to comply with frameworks such as HIPAA and GDPR, especially when the
organization is very small. Conventional security restrictions point to the insufficiency
of security-by-objective components such as firewalls to threats that are dynamic and
ethical consequences emphasize the necessity to have a balance between data-
driven innovation and privacy and preserve trust in the community. These
components are interrelated and there are arrows between them showing how
complex it is to treat the subject of healthcare security holistically [48, 49].

1

L™ Eqi (1)
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The Health Insurance Portability and Accountability Act (HIPAA) and the General
Data Protection Regulation (GDPR) are two important legal acts aimed at
safeguarding sensitive information, but they have different purposes and goals.
HIPAA, which was passed in 1996, is in the healthcare industry of the United States and
it only addresses the protection of Protected Health Information (PHI) [50, 51]. It
incorporates the Privacy Rule, the Security Rule, the Breach Nofification Rule, and the
Enforcement Rule [52]. Table 1 demonstrates Global Health Data Region Wise since
HIPAA mainly covers data of healthcare providers, health insurance companies,
clearinghouses, and the business partners of these companies [53, 54].

Table.1.
Global Health Data Region Wise
. Regulatory
Technology Maturity Environment Key Strengths Key Challenges Ref
Frequent data
Highly advanced Moderately strong Innovohpq leadership. breaches, .
. : strong digital cybersecurity
adoption of EHRs, regulations, but : . Lo
. infrastructure, extensive vulnerabilities,
analytics, Al, and enforcement gaps . . ;
. - data-driven healthcare inconsistent
digital health systems  exist s :
initiatives policy
implementation [55]
Compliance
Mature digital health  Very strong; GDPR High public trust, clear requirements slow
ecosystem with ensures strict data data governance, down technology [56]
standardized systems  protection and strong focus on patient adoption; high
in many countries privacy rights administrative
burden
Lack of [57]
Roplq expansion of Developing Fast-growing digital !n’reroperoblll‘ry,
mobile health apps, regulatory inconsistent
.. . . health market, large
telemedicine, loT frameworks; varies ooulations standards,
health devices widely by country Pop fragmented
policies
Limited (58]
Diverse levels: some . infrastructure,
; . o . Increased adoption of
regions investing in Emerging or . . resource
; emerging technologies .
smart health, others evolving regulatory . . constraints,
. . . in advanced economies
still building basic IT structures workforce gaps,
. (e.g.. UAE, KSA) L=
capacity uneven digital
maturity
Legal conflicts, [59]

Increasing reliance
on cloud systems, Al,
and global research
networks

Lacks unified global
framework

Supports global
research, pandemic
response, and medical
fourism

privacy concerns,
lack of
harmonized
standards, frust
deficits

GDPR regulates any form of personal information and focuses on the rights of
individual privacy [60]. Among the main provisions one may note Data Protection
Principles that are concerned with lawful, fair, and transparent data handling;
Consent, which requires an informed and freely given consent to use data; Data
Subject Rights, which guarantee individuals such rights as access, correction, erasure
(right to be forgotten), and data portability; and the rigid Data Breach Notification
that obliges to report about a breach to supervisory authorities within 72 hours. GDPR
provides a penalty of no less than 20 million euros or 4% of the annual world turnover,
whichever is greater, on non-compliance [61, 62]. The two systems vary by a wide
margin over the areas of focus, regulatory focus, punishments and personal rights.
HIPAA only affects the health information in the United States and is concerned with
the compliance of the healthcare sector, but GDPR covers all personal data
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concerning the residents of the EU and encompasses all industries [63]. The fines and
the rights granted to individuals concerning their data are also much greater under
GDPR than in HIPAA. Combined, these structures highlight the significance of strong
data protection within their respective areas [64].

LITERATURE REVIEW

With recent shifts towards digital and digital-based healthcare organizations are
becoming high-value targets of cybercriminals, nation-state actors, and even
malicious insiders. The value of the healthcare data, which includes not only the
personal identification information but also the medical history, insurance records,
genomic, and financial data, makes them more profitable in the black market than
other types of data, including credit card numbers [65, 66]. The healthcare threat
environment is dynamic. Data breaches, in case of which a third party receives
access to sensitive information about a patient, are among the most frequent and
harmful threats. Such violations may happen because of external intrusions or internal
security policy failure. Ransomware attacks have also increased in recent years,
where attackers secure critical hospital systems and demand payment to recover
access that disrupts patient care, postpones surgeries, and endangers lives as the
coefficient in Equations 12 and 13 [67, 68].

0; normal

0<w<0.25; Mild

w=< 025<w,05; Moderate
0.5 <w<0.75;, Severe
0.75 < w < 1, Proliferative

N

’ Eq (12)
Figure 3 below represents the percentage of frequency of these threats according to
the recent data in the industry. In this figure, as can be seen, there is no threat that is
overwhelming. Rather, a combination of several vulnerabilities in the behavior of
human beings, the integrity of the devices and the configuration of the system that
together compromise the security posture of the healthcare organizations. Figure 3
demonstrates the Life Cycle of Big Data from Collection to Destruction that The only
way to manage this multi-faceted threat environment is to have a multi-layered
defense model, consistent risk evaluation and strong security governance that
specifically addresses the healthcare industry [69].

( (B-B,) .
0+ oiois, ifim, = f,

5, =604 2+ (Ef:”_")) ifm, = B,

4+ B ifm, = B

Eq (13)
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CoIIectionI Storage I Analytic IUtilizationIDestruction»

Figure 3.
Life Cycle of Big Data from Collection to Destruction [69]
ACL and Threat Landscape in Big Data

Another threat is insider threats, which are either unintentional or intentional. Data
may be abused or mismanaged by employees, contractors, or even third-party
vendors who have legitimate access to the systems, and who may or may not cause
alerts. This can be very unsafe in places where there is no proper monitoring using role-
based access control (RBAC) ACL [70]. The more medical equipment incorporates
Internet of Things (loT) capabilities to include connected insulin pumps, heart monitors,
and wearable health trackers, the more entry points there are to attack. Numerous
loT gadgets do not have any built-in security measures and hence can be easily
hijacked or their data can be leaked [71, 72].

m, —m,
= ()
My Eq (14)

Cloud misconfigurations also constitute one of the largest vulnerabilities, particularly
as healthcare systems move to hybrid and public cloud systems. Badly configured
storage buckets, insecure authentication systems, or old versions of software can
make whole sets of data available to the internet. In the same vein, the legacy
systems that are sfill prevalent in hospital IT infrastructure and go unpatched leave
security blind spots that are hard to track and secure [73, 74]. Various technical and
procedural solutions have been implemented within the healthcare industry to curb
the increasing threats to healthcare data systems. The following defenses are the basis
of the majority of healthcare cybersecurity systems, even though they differ in their
effectiveness, scalability, and real-time functionality [75, 76].

8, = m(B,. BBy )s 85y = my(B,, BBys) Eq (15)

Threats in Healthcare Data Systems

Encryption, both at rest and in transit, is the key to the protection of healthcare data.
Various algorithms such as Advanced Encryption Standard (AES) and Rivest-Shamir
Adleman (RSA) are also extensively used to make sure that, in case of unauthorized
access, the data will not be read in plain text. Encryption assists in ensuring privacy,
partficularly when the data is stored in clouds or when it is sent through unsecured
networks [77, 78].

Y(1) = wlzy, * h(1)] Eq (16)

RBAC controls access to data depending on the role and duties of a user, and it is
useful in reducing insider threats. More sophisticated designs are being developed,
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including Attribute-Based Access Control (ABAC), which offer more fine-grained
permissions along with several contextual conditions, such as location, device, or time
of access [79, 80]. Scalable data storage is now being done using secure cloud
storage platforms, more so the ones that are in compliance with the healthcare
regulations (e.g., HIPAA, ISO/IEC 27001). Such services usually include embedded
encryption, surveillance and backup services. Nevertheless, the cloud provider and
the healthcare organization continue to share the responsibility of security [81, 82].

n

R()= Y, FLM) * 5+ 5, % 1oy o (17
Other techniques are also used to improve privacy and fransparency beyond these
core technologies. These techniques may assist in minimizing the exposure of dataq,
but can also decrease the utility of data, and may be susceptible to re-identification
unless used appropriately [83, 84]. Auditing trails and log systems offer a record of who
was able to gain access to what data and when. Most current systems do not have
real-time monitoring systems and intrusion detection systems (IDS) that are necessary
in detecting and acting on threats as they happen. The major drawback of the
existing solutions is that they are reactive. The majority of the technologies are focused
on preventing the known threats orresponding to an attack, instead of detecting new
attack vectors. Also, there is a tendency of performance trade-offs, especially
instigated by high security measures on large-scale or real-time systems such as those
involved in critical care [85, 86].

1

w=F % —
I 1+ et

Eqg (18)

b,l bal

To sum up, though the process of ensuring the safety of healthcare data has been
improved considerably, the existing systems should be further adjusted to suit the
needs of contemporary, distributed, and smart healthcare ecosystems [87, 88]. Since
current security models are having frouble keeping up with the complexity and size of
healthcare data landscapes, new technologies are providing some of the most
promising paths to patient information security [89, 90]. In addition to improving the
security of data, these innovations are also allowing healthcare organizations to use
sensitive data more responsibly and ethically [91, 92].

(b,1) _ pb) (b (b—1,1) (&) (b,1—1)
J =B x (WY x J + WY x J )Eq(zo)

Blockchain is one of the most disruptive technologies in this field. Initially used in
financial operations, blockchain is being modified for healthcare since it can offer
audit frails that cannot be compromised, decentralized management, and improved
data integrity. In a blockchain, every transaction or access event is logged in a
distributed ledger that is not mutable and spread among a number of nodes [93, 94].
Tolillustrate, access to electronic health records (EHRs) can be monitored with the help
of blockchain, which will provide transparency and accountability in the use of data
[95, 96].
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(b,t) _ (b) y(b—1,0 (b) (b,t—l)
S Zptz ‘]Z + an’
Eqg (21)

Federated learning Contrary to the conventional machine learning technique, which
necessitates the cenftralization of data, federated learning allows the training of a
model by cooperating with a number of institutions without sharing actual patient
data. All the participating organizations are trained on the model locally on local
data, with only model updates (and not data) being shared with a central
aggregator [97, 98]. This would maintain patient privacy; it would also contribute to
the construction of robust generalizable models in different populations and care
environments [99]. Figure 4 indicates the present adoption rates of these technologies
in different areas of healthcare, which reflects the increased interest and the initial
applications. Although most of them remain in pilot or initial deployment phases, they
demonstrate one of the most important changes toward much more secure and
privacy-conscious healthcare systems [104].

Federated Learning |
Homomorphic Encryption |

Al/ML

Blockchain

(0] 1IO 2IO 3IO 4IO 5IO 6IO
Adoption Rate (%)

Figure 4.

Adoption rates of emerging security technologies in healthcare.

Encryption enables mathematical functions to be operated directly on encrypted

data, producing results, on decryption, are equivalent to those produced in

executing the same functions on the plaintext [100]. This implies that healthcare

sensitive information can be analyzed, queried, or processed encrypted without

having to unveil it in the first place, which fits well in cloud-based analytics or

outsourcing computing environments [101, 102]. Secure multiparty computation

(SMPC), differential privacy, and zero-knowledge proofs are other newer directions

that provide diverse advantages to the privacy and security environment [103].

Remote Sensing Regulatory and Ethical Frameworks

Healthcare data management is regulated by legal and ethical codes of conduct
that are developed to safeguard the privacy of patients and promote the responsible
ufilization of data. The most important law is the Health Insurance Portability and
Accountability Act (HIPAA) in the United States and the General Data Protection
Regulation (GDPR) in the European Union [105, 104].
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+
Inflf =AWl x4+ b = Tt max(aW! ) + €,
Eq (22)

HIPAA provides some very transparent guidelines on the protection of Protected
Health Information (PHI), defining the manner in which medical organizations are
required to store, retrieve, and distribute sensitive information. Instead, GDPR is more
comprehensive as it provides people with a wide range of control over their personal
data, including the right to access, modify, or demand deletion of their information
[107].

+
nflf =T, amW! x4+ b= T, max(aW! )+ €,

Eq (23)

Along with the legal considerations, certain ethical principles should be taken into
account, including the use of patient information without misusing it, freating the data
as the basis of fair and unbiased decisions, and preserving the trust between the
patient and the medical professional [108]. Ethical compliance is closely related to
legal compliance and supports the idea of responsible data stewardship in the
current healthcare system. The practice of healthcare data is also largely
differentiated by region and is affected by the maturity of the technology involved,
regulatory establishments, and healthcare priorities. Data-driven healthcare system is
one of the best developed in North America, where the extensive use of electronic
health records, analytics platforms, and Al-based tools is present [109, 110].

1 — XO,1) —X(—1, 1)

1 i (-IHT.” X.f;”h‘((I)
= X (0, ]) > R.\'.n Eq (24)

Bni.n(q —+ 1)1 —

Nevertheless, the areais still characterized by high-profile data breaches, and it serves
to demonstrate that there are still vulnerabilities in policy enforcement and
cybersecurity preparedness. In Europe, patient privacy is the focal point of digital
health efforts due to strong regulatory frameworks, especially the GDPR [111, 112].

Such a rigid compliance culture has contributed to the development of community
trust, although the system has the tendency to delay the integration of new
technologies as a result of high demands. In Asia, other countries like China and India
are also experiencing a booming mobile health applications, telemedicine and
digital health infrastructure [113, 114].

g=1 Eq (25)

Whereas countries are putting major investment in the development of smart health
systems and new technologies, countries are grappling with the basic challenges of
infrastructure, workforce capacity, and resources [115]. Cross-border health data
sharing is emerging as a national challenge in the world, especially as patients
become mobile, as research goes international, and as a pandemic demands
concerted efforts. To attain safe and ethical international data exchange, there is a
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need to have harmonized policies, common standards, and mutual trust between the
nations [116, 117].

+
Inflf =i, alnW! x + b = Zi,max(aw?! )+ e,

Eq (26)

Despite the fact that the security of healthcare data has been improved greatly,
there are still a number of gaps that are of high importance. To illustrate, although
blockchain and federated learning have been extensively covered in scholarly
literature, their practical use in large-scale healthcare settings is yet to be validated.
The available studies mostly use small datasets or simulation conditions and their
relevance to real-life situations is limited. The other significant interoperability gap is in
interoperability. Many healthcare providers in various countries and even within the
same region are still grappling with the issue of interoperability of various Electronic
Health Records (EHRs) [118, 119]. The absence of a smooth exchange of data slows
down the process of care delivery and makes cross-border health partnerships more
difficult. Likewise, the application of Al-based threat detection in real-time is not
established in the healthcare production systems. Most hospitals use tfraditional
security equipment and lack the benefits of the advanced anomaly detection that
will allow them to potentially detect attacks or abnormal data patterns in advance
[120, 121].

In .7 = EF:: Aln WT X+ b: = E_?:: n1ax[.ﬂwT in.2) T S
Eq (27)

Research Gaps

Lastly, the area does not have established standards to measure the efficiency of
security solutions. The aforementioned research gaps need to be addressed in the
future by more pragmatic, high-scale, and standardized research to solidify the
security and resiliency of healthcare big data ecosystems [122, 123]. Automated
protection using smart-intelligent protection devices will become the main means of
securing healthcare data. Arfificial intelligence-based security orchestration and
zero-tfrust schemes will be at the center of securing the fact that all access requests to
a network, either by a user, device, or application, are constantly verified. With the
increased use of Al in the clinical decision-making process, the Explainable Al (XAl)
will become increasingly important, and healthcare providers will know why an
algorithm has given a particular recommendation [124, 125].

The ongoing convergence of the loT devices, big data analytics, and genomic data
will form giant rivers of sensitive data, compelling organisations to embrace a hybrid
architecture with the capability to offer both stringent privacy regulation as well as
high-performance processing. We can also expect the emergence of common
interoperability standards and even global cybersecurity agreements to facilitate the
sharing of medical information across countries without complications and risks [126,
127].

All these trends are pointing to the future of more intelligent, transparent, and
globalized healthcare security ecosystems. This paper analyzed the multifaceted
nature of big data security in healthcare, illuminating the most significant challenges,
the current defense measures, and the new technologies that define the future [128].

Table 2.
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Big data security in healthcare

Impact on Healthcare

Category Description / Key Points Data Security Ref
* Healthcare datais critical and
highly sensifive Elevates the need for
- * Cross-border research and e .
Global Significance . . unified, global efforts in
telehealth increase exposure risks securing medical data
+ Worldwide shiff foward digital °
health ecosystems [129]
¢ Integration of strong technical supports the
safeguards
. . development of secure,
Future Strategy e Consistent regulatory compliance [130]
- . frustworthy, and
Requirements across regions .
- . equitable healthcare
¢ Ethical and responsible data .
technologies
governance
¢ Secure innovation without [131]
compromising privacy Ensures long-term
Desired Outcome  Trustworthy digital healthcare sus’rqmoblll‘ry and public
systems confidence in data-
* Equitable access fo safe big data  driven healthcare
tfechnologies
Creates vulnerabilities [132]
* Increasing data volume and across healthcare
. sensitivity systems and highlights
Primary Challenges ¢ Cybersecurity threats and the need for stronger,
breaches adaptive security
measures
* Advanced encryption methods [133]
* Access control and authentication  Builds foundational
. . systems security, mitigates
Ej\ﬁzﬂg;;ﬁfdwe * Network security tools (firewalls, known threats, and
IDS/IPS) ensures adherence fo
* Compliance frameworks (HIPAA, legal requirements
GDPR)
Infroduces innovative, [134]

Emerging Technologies

* Federated learning for privacy-
preserving analytics

¢ Al/ML-based anomaly detection
e Zero-trust security architectures

scalable solutions to
address modern data
challenges and
enhance protection

Regardless of using sophisticated encryption, blockchain-based mechanisms, or
privacy-saving architectures, it remains evident that data protection in healthcare is
a continuous and globally important task. It is through harmonizing these factors that
the healthcare sector can be able to guarantee that innovation progresses in a safe,
credible and fair manner [135].

METHOD AND MATERIALS

Healthcare big data offers fransformative benefits, but its adoption is constrained by
serious security and privacy concerns:

. Risks during data collection, fransmission, storage, and usage
. Fragmented data governance and weak interoperability
. Vulnerability of loT and cloud systems to cyber threats

Balancing usability and privacy under strict regulations (HIPAA, GDPR) ways that
healthcare organizations can deploy a scalable, hybrid model to guarantee the
sound security, privacy, and usability of medical big data without violating
international standards. Having provided the description of the concept of medical
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big data, the security and privacy issues and their protection measures, the main task
of this section is to underline the fact that our innovative access control model will
help to improve the security and privacy of medical big data. Overall, access control
is used to establish the identity of the user and restrict unauthorized users to the access
to the resources. According to it, we infended to build a new access control model
that will not allow unauthorized users to access the medical big data stored in the
cloud environment through the implementation of the Access control model.

Data Collection and Analysis

As part of the methodology, the data is used on both primary and secondary levels,
where the Primary Data will be Review of hospital ICT infrastructure, loT-enabled
devices, PACS/EHR integration and Simulation of data flow in hybrid cloud
environments and the Secondary Data will be based on Literature by IEEE, Springer,
Elsevier (post-2020). Blockchain-based healthcare and secure |oT networks case
studies. The Analysis Technique is founded on Threat modeling (STRIDE, CVSS).
Statistical validation, SmartPLS or similar. Data tfransfer simulation by means of an
Access control ACL scheme.

Proposed Efficient Framework for Preserving Big Data Analytics in Cloud

The access control system is used in our proposed Efficient Model of Preserving Big
Data Analytics in Cloud. It is constructed based on a few fundamental elements, with
them being the public cloud, the private cloud, the data owners, the management
of authority, the administrative authority, super/override users and the end users. All
these have their unique functions in ensuring and controlling access to the system.
The major data storage location is the public cloud, where massive amounts of
medical data are stored. This encompasses diagnostic outcomes, imaging, and other
health records that are made with the help of different medical equipment. This is a
cloud infrastructure that is deployed on a platform like Amazon Web Services (AWS)
or Microsoft Azure, which is not directly under the control of the healthcare
organization. Consequently, the information on the public cloud is encrypted to
promote privacy and discourage unauthorized access. Both end users and data
owners (e.g., physicians, radiologists) are allowed to interact with the public cloud,
but are strictly controlled with permissions granted by the system.

The solution combines the hybrid cloud storage + hierarchical RBAC + hybrid
encryption (ACL). After a thorough examination of available literature and access
confrol models, we determined the merits and demerits of different strategies applied
in healthcare data protection. Based on the deliberation, we decided to use a
hierarchical Role-Based Access Control (RBAC) model in our proposed architecture.
The model offers the finer-grained control of access that is necessary to make sure
that the sensitive medical information is seen only by the necessary people, and at
the same time to be able to scale and be flexible enough to keep up with the real-
life medical environment. The difference between our approach and the past models
is that we have combined a hybrid cloud architecture with the ability to deploy both
public and private cloud infrastructure in addition to hybrid cryptographic scheme
which involves the use of both AES (128-bit) and RSA (1024-bit) algorithms.
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Proposed Model for Preserving Big Data in Cloud-based on ACL

Particularly, we apply the AES algorithm to encrypt and decrypt large amounts of
medical big data on the public cloud, and RSA encryption to protect the AES
generated secret keys and related metadata. This hierarchical cryptographic design
provides a formidable degree of security to the information as well as the keys used

to de-encrypt it.

Administrative Authority and Secure Big data sharing and attack detection
framework

The private cloud is a secure internal data center that is found within the healthcare
organization. It holds sensitive information, metadata of operations including
encryption keys, access control policy and user credentials. This cloud is controlled by
the organization itself, which in turn provides a better chance to control the security
measures and deploy firewalls, honeypots, and other defensive tools. The amount of
data being processed in the private cloud is significantly less than that in the public
cloud, hence the lower computation and operating overheads. The integration
provides a valuable addition of protection to the entire architecture.

The architecture is an administrative authority, which is an internal entity tasked with
the role of access control to the system at a high level. It can issue authorizations and
grant role managers and end users to do certain things. When the situation is critical,
the administrative authority may assign some users as an override or super user, who
have complete access to the encrypted data, where necessary. This position makes
sure that exceptions needed can be achieved without affecting the overall system
security. The managing authority has the responsibility to manage role management
and the user role relationship in the system. It establishes roles as per the organizational
requirements, roles, and level of access.

It also adheres to the principle of least privilege, which states that users are only
granted the bare minimum of permissions that are necessary to carry out their tasks.
The managing authority is also able to add new positions or expand on the existing
positions by inheriting features of the positions above them and this increases the
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Block Diagram schema of Proposed Model
It is a security model that is proposed to have a multi-layered security approach to

managing medical big data within

a healthcare setting. The system will be able to
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secure the medical data at all levels by using hierarchical RBAC, a hybrid cloud
system, and strong encryption services to protect the medical data in the generation
and storage phases, as well as in the process of refrieving and sharing information
without compromising the usability for the authorized stakeholders. End user: Every
authorized customer, internal or external, desires to access the data stored in the
cloud. ¢ Auditor An auditor will monitor system transactions, user behaviors, and other
unusual occurrences in the system. Giving users override in some situations, users in an
organization may require quick access to data when there is an emergency. The
administrative authority can, therefore, create parameters of the users of the override
and enter them into the system within a real-tfime framework and the override user
can later have full access to stored big data.

Design the data storage
access control model
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Step by step Flow of Proposed Access Control Model

The above Figure 8 shows by step Flow of the Proposed Access Control Model that
shows storage to testing evaluation and the users as participants of the healthcare
organization, i.e., doctors, lab technicians, or other medical personnel, are expected
to gather and upload data to the public cloud. In addition to uploading data, data
owners are also important in shaping data access control and role definitions that only
users who have permission fo access the encrypted information can access the
information. This assists in implementing granular access control at the creation of the
data. The wider category of stakeholders that need access to the medical
information stored in the public cloud is known as end users. These may be healthcare
workers, insurers, researchers or even caregivers. Although the end users can view and
access data, they cannot make changes or communicate directly communication
to the infrastructures of the private cloud. The roles and the permissions assigned by
the administrative and the managing authorities control their access, and all the
actions are safe, traceable, and supervised by the role.
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Implementation of the Proposed Model

Step 1: Encrypt Patient Records Locally (AES-128)

. Process: Before any medical record leaves the hospital, it is encrypted using
the Advanced Encryption Standard (AES-128). This is a symmetric key algorithm,
meaning the same key is used for both encryption and decryption.

. Rationale: Encrypting data at the source ensures that even if afttackers
intercept the file during transmission, they cannot read or manipulate it without the
key. AES-128 is fast, lightweight, and suitable for large volumes of medical data such
as images, test results, and EHRs.

. Outcome: Patient records remain confidential and protected before leaving
the secure hospital environment.

Step 2: Upload Encrypted Data to Public Cloud

. Process: The AES-encrypted data is transferred to a public cloud infrastructure
(e.g., AWS, Azure, or Google Cloud).

. Rationale: Public clouds are scalable and cost-effective, capable of handling
petabytes of medical records and supporting real-time access across geographies.

Outcome: Encrypted data becomes accessible to authorized users remotely, while
the raw unencrypted patient data never leaves the hospital’'s secure environment.
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Decryption
process

Plain
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Figure 9.
Healthcare Data security flow step by step following encrypted channels

Evaluation Metrics

A detailed side comparison is employed in this section to compare the proposed
Network Security and Privacy Model that has been integrated with Virtual Private
Network (VPN) and Virtual Local Area Network (VLAN) and the Current Simplified
Architecture that is currently in use. This comparison is made to have a clear
understanding of the differences in the design philosophy, safeguards in operation
and resilience against contemporary cybersecurity threats.

In order to provide a balanced evaluation, the assessment will cover nine key areas
of security and privacy, such as network segmentation, user access control, firewall
configuration, infrusion detection, encryption standards, backup resiliency, threat
response procedures, privacy compliance, and scalability. The rating of each aspect
is based on a numerical scale between 1 (lowest) and 5 (highest) and, therefore, the
analysis can integrate quantitative scoring with qualitative observations. This two-lens
design does not only reflect the technical performance of the model but also
demonstrates the real-life use of the model in a health facility.
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Comparative Analysis of Security and Privacy Models

Table 3.
Comparative Analysis of Big data based security in healthcare Proposed Model and Current
Model
Feature Proposed Model (with VPN & ?Sli’r:?):;:iQAdOdel Comparison Summary
VLAN - More Detailed) )
Architecture)
Infroduces a Layer-3 VLAN No VLAN or router Proposed Model is more
Network switch and router, enhancing shown; assumes a secure due to network
Segmentation segmentation and isolation of flat network segmentation, reducing

User Access
Control

Firewall Usage

Communication
Channels

Cloud Usage
(Hylbrid)

Role Hierarchy

Data Ownership
& Upload

Audit Trail &
Compliance

Threat Surface

internal users.

Differentiates between inside
users and outside trusted users
(VPN). Uses role-based access
via managing authority.

Explicitly shows a firewall
between public and private
cloud, enforcing stricter
security policies.

All communication is marked
as secure, implying encryption
protocols in fransit (TLS/SSL,
etc.).

Shows public cloud for
encrypted medical data and
private cloud for metadata
and access control policies.

Strong visual presence of
managing authority and
administrative authority with
well-defined roles.

Data owner is central, directly
linked to healthcare ecosystem
and cloud upload.

Includes auditor role, indicating
periodic reviews and log
verification.

Reduced through firewalls,
VLANs, VPNs, and split
responsibilities.

structure.

All users appear as
generic end users;
lacks segmentation
between
internal/external.
Firewall present but
not contextually
enforced between
user roles or data
layers.

Also shows secure
channels, but lacks
detail for endpoint
confrols and traffic
filtering.

Similar structure, but
lacks detail on
cloud
communication
pathways and
hierarchy.

Similar structure but
less emphasis on
dynamic role
management or
revocation policies.
Same data owner
role, but fewer
visual cues for
accountability
chain.

Auditor also
present, but
Diagram A suggests
closer integration
with security flow.
Broader threat
surface due to
fewer isolation
layers and external
access visibility.

internal threat exposure.

Proposed Model
enhances privacy by
clearly limiting external
access through VPN.

Proposed Model for
better control and
threat mitigation via
layered protection.

Both are comparable,
but Proposed Model
implies stricter
enforcement.

Proposed Model
provides clarity in
enforcing least privilege
and data separation.

Proposed Model
promotes better
accountability and real-
fime access policy
control.

Comparable, though
Proposed Model offers a
beftter trace of data flow
origins.

Proposed Model better
supports compliance
needs like HIPAA audits
or access fracking.

Proposed Model is more
resilient to insider and
outsider threats.
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Security & Privacy: Proposed vs Current Model
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Figure.9.

Security & Privacy Proposed vs Current Model

The Current Model is operationally simple but it works in a highly flattened network
topology. This ease of maintenance comes at the cost of opening the critical systems
because both internal and external users operate without much segregation. Firewalls
and other security controls are applied on a rudimentary level and minimal
enforcement of role-based-access or data-layer controls is applied.

On the conftrary, the Proposed Model proposes layered defenses in accordance with
modern cybersecurity best practices. The VPN technology prevents unauthorized
external users and allows only the authenticated ones to have access to the network
and the use of the VLAN-based segmentation restricts the possibility of threats
spreading further in the network in the future. Other services like deployment of next-
generation firewalls, sophisticated encryption protocols, and central access controls
are among other services that result in an increased level of security posture and
compliance preparedness of the system.

Cost-Benefit by Implementation Phase
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Cost Benefit of Implementation Phase
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Table. 4.
Comparative Analysis of ACL Model in Big data based security
Model Access is Granted Access Permissions Sef: un!y
Implications
DAC Based on the identity of the  Permissions are defined on the Easily vulnerable
user access confrol list. fo exploit
Given by the system The od.ministrofor has the full ' Vulne‘roble fo
MAC . authority to change the security exploit
administrator .
clearance of an object and users.
Rhe system administrator centrally More secure and
Proposed Based on the role assigned manages the responsibilities by resilient than the
Model to an end user by the securing the Network MAC and DAC
system administrator Segmentation, User Access Control models
And Threat Surface monitoring
Table5s.
Analysis of Big data based security in healthcare based on Proposed Model
Model Feature / Parameters Improvement (%) Feature / Improvement
Parameters (%)
Network Segmentation 1.5% Cloud Usage 6.7%
(Hybrid)
User Access Control 1.5% Role Hierarchy 6.5%
Proposed Firewall Usage 6.7% Data Ownership 0.45%
Model & Upload
Communication 0.2% Audit Trail & 2.5%
Channels Compliance
Threat Surface 1 1.5% Threat Surface 2 1.5%

The above section presents a side-by-side comparison between the Proposed
Network Security & Privacy Model (featuring VPN and VLAN integration) and the
Current Simplified Architecture. The assessment covers critical aspects of security and
privacy, each rated on a scale. The analysis blends qualitative observations with
quantitative scoring to provide a balanced view of each model's strengths and
weaknesses. Figure below shows the comparative performance of the two models.
On average, the Proposed Model scored 4.78% better as compared to the Current
Modelss. This difference is not just numerical; it represents a tangible step forward in
protecting healthcare data.

CONCLUSION

The potential of using big data to fransform healthcare to new heights is real.
Nonetheless, some issues like security and privacy are challenging the success of the
technology and which should be resolved as soon as possible. The security and
privacy implications of medical big data were considered in this research and the
necessity of security and privacy preventive measures was also addressed. Moreover,
a new cloud-based hybrid access control architecture was suggested, which may be
applied in building secure medical big data. As we have reviewed, security and
privacy preventive mechanisms are supposed to be part and parcel of the medical
big data lifecycle, including the data generation, processing, and storage. The
research also summarized the knowledge and suggested that safe patient
information management is a critical component of universal healthcare. It presented
the new access control model based on medical big data that has been proposed
and summarized the related work. In general, the suggested access control model
may be applied to organizations both in commercial and non-commercial
applications, where access control may be defined based on job functions within the
organization. The paper provides a comparative analysis of proposed solutions,
taking into account a great number of parameters and reveals important gaps to
build more secure and trustworthy healthcare systems. The results indicate that the
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model can be applicable in the assessment of the current safety threats and the
prediction of the extent of the different risk factors, by showing that Network
Segmentation and Cloud Usage (Hybrid) have increased the outcome by 1.5% and
6.7% respectively and the User Access mechanism is improved by 1.5% and 6.7%
respectively. The Audit Trail and Compliance are also becoming better because the
suggested method will analyze the ACL and investigate the major international
regulatory frameworks, such as the GDPR and HIPAA. Thus, the future work can
enhance the proposed access control model with a better encryption schema and
be empowered with a rigid, efficient authentication schema. The proposed model,
on the other hand, can be combined with arfificial inteligence-based solutions in
designing more resilient, secure access control models on real-fime threat detection
and prevention. The research outcomes of this paper will lay the foundation on which
future researchers will conduct their work in this field, taking the account that security
and privacy are the most important aspects of researchers in this domain.
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