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The data growth is measured in exponential rates that are
estimated at zettabytes to petabytes globally in the past decade
in computer networks and Internet of Things (loT) networks. The
network growth has therefore also caused security issues.
Nonetheless, it is difficult to monitor intrusion in this type of big data.
Other advanced applications of the emerging networks are smart
homes, smart cities, smart grids, smart devices, objects, e-
commerce, e-banking, e-government, etc. The security and
privacy threats facing most computer networks have led to the
development of many Intrusion Detection Systems (IDS) in the
recent past. The damage to data confidentiality, integrity, and
availability will be experienced in the case of failure of the IDS
prevention. The traditional methods are ineffective to match the
sophisticated attacks. Rapid advancements in Internet of Things
(loT) infrastructure and Cloud Computing have expanded the
digital threat landscape, necessitating a shift from outdated
defensive frameworks. First, traditional signature-based systems are
unable to identify zero-day attacks. In addition, classical Machine
Learning (ML) systems cannot efficiently filter the 5G networks’
encrypted traffic. Competitionally, Deep Learning (DL) systems can
automate feature extraction, but individual systems have specific
weaknesses. Convolutional Neural Networks (CNN) overlook the
importance of temporal dependencies; Recurrent Neural Networks
(RNN) are burdened by the vanishing gradient problem, excessive
computation costs, and temporal dependencies. Such
weaknesses can be alleviated using Hybrid Deep Learning (HDL)
systems like CNN-LSTM, CNN-GRU, and Transformers. This paper
systematically and critically assesses the recent literature on the
“Efficient HDL-Based IDS.” More than just descriptive summaries, we
put forth a framework for a taxonomy of Sequential, Parallel, and
Auxiliary architectures, which we assess using a Hybrid Efficiency
Score (HES). We claim the existence of the “Efficiency-Accuracy
Pareto Frontier.” For instance, we position Parallel Ensembles at the
bofttom, imposing a 63% efficiency cost and Transformer-based
and Sequential-Cascading hybrids at the top as real-fime ready
“Tier 1" systems. We finish the review by providing a reproducibility
checklist and a “Green Al" roadmap to support sustainable
network security.

Keywords: Infrusion Detection System (IDS); Hybrid Deep Learning; Network Security; Convolutional Neural
Networks (CNN); Long Short-Term Memory (LSTM); Anomaly Detection; Cyber Threat Intelligence;
Transformers; Big Data; Explainable Al (XAl).
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INTRODUCTION

With the advent of the Fourth Industrial Revolution (Industry 4.0) the digital ecosystem
is once again changing. More digitally oriented systems are being integrated with
traditionally physical systems. The Internet of Things (loT) combined with 5G and
Software Defined Networking (SDN) has resulted in unprecedented levels of data
traffic [1]. Hyper-connectivity allows new avenues for innovation and the rapid
expansion of the Internet, but it also opens new potential paths for threat actors.
Simple cyber incursions and breaches that created nuisances for users and slowed
systems down are now escalating to state-level APTs and sophisticated cyber
incursions utilizihg polymorphic malware. The reputational and financial costs of
breaches are being realized, with the most recent cost-benefit analyses projecting
global costs from cybercrimes to exceed $1 trilion annually by the mid-2020s [2, 3]. In
light of this volatility, the function of Intrusion Detection Systems (IDS) has changed
from a passive to an active role in the intelligent, proactive defense of network
systems.

doy =/ >0, @i~ )

Eq (1)

Traditional and Shallow Learning IDS in Big Data

Traditionally, the deployment of Infrusion Detection Systems (IDS) relied on signature-
based platforms such as Snort and Suricata. While such systems tend to be efficient at
identifying known threats, they are merely reactive; they provide no insight into novel
aftack signatures and cannot typically inspect packets masked during the encryption
process [4].

Variety: Data types
Velocity: Data production and processing speed

Big Data aspects Volume: Data size

Veracity: Data reliability and trust

Value: Worth derived from exploiting Big Data

Figure 1.
Taxonomy of BigData aspects Architectures.

1y = argmax {Iﬂ (3}' = Ck) Hp (Ily - Ck)} Eq (2) Consequently

the research community began to shift foward Anomaly-based IDS (A-IDS). These
systems make use of statistical techniques and classical Machine Learning (ML)
approaches such as Support Vector Machines (SYM), Random Forest (RF), and Naive
Bayes classification. However, these "shallow" learning systems are often criticized
because of the scaling problems they face [5].
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Eq (3)

In particular, they depend on a tight process of manual feature engineering at the
expense of a domain expert, which often results in a lack of interpretability for end-
users. As the large-scale networks of the future operate at speeds of Terabits, the
resulting non-linear relationships in data will necessitate the use of Intelligent Network
Security Systems capable of identifying threats, absent the delays of classical
frameworks [6].

The Necessity for Hybrid Deep Learning Architectures

There are still weaknesses that are noticeable, even though deep learning models
have their advantages, and when applied to network infrusion detection, there are
multiple sides to consider. Spatial vs. Temporal Limitations: A standalone CNN
captures local spatial correlations but ignores temporal sequences in network traffic,
whereas RNNs can model temporal dependencies but cannot effectively extract
spatial features [7], [8].

SN I (yi=Cr)+ A
N+ KA

pa (Ck) =
Eq (4)

Within the fraffic features, it does not consider the temporal sequence in which the
packets arrive, which is important for identifying DoS/DDoS attacks. On the other
hand, even though RNNs are good with temporal sequencing, they have difficulty
with the high dimensionality of spatial features, which results in problems such as
vanishing gradients and prolonged training times [?]. Computational Overhead:
Deep models are resource-intensive. Using a complex LSTM for the entire feature set
is offen computationally prohibitive for real-time detection on constrained edge
devices [10]. Feature Hierarchy: Network traffic contains both spatial characteristics
(byte distributions, header flags) and temporal characteristics (flow duration, inter-
arrival time). No single architecture is optimized to capture both simultaneously [11].

E%ﬂil 1 (T]_ = a4, Y; = C};Jl + A
S I (i = Ci) + A

px(z1 =ajly=Cy) =
Eq ()

To mitigate these limitations, recent research has converged on Hybrid Deep Learning
Architectures. By cascading or ensembling complementary models (e.g., CNN for
spatial feature extraction followed by LSTM for temporal classification), hybrid systems
aim to combine the "best of both worlds" [12].

v = f (Do, wiwi — 05)

Contributions of This Work

Eq (6)

This review paper attempts to add constructively to the existing body of knowledge
by conducting a systematic and comparative study of gaps in the literature
pertaining to the hybrid DL-based IDS from an efficiency standpoint. From the surveys

170



An Enhanced Machine Learning & Deep Learning Abbas et al., (2024)
discussed in Table 1, it seems that most have tended to provide merely a descriptive
overview of the field or have been surveying in a small subset of the entire domain,
such as the loT. In contrast, we are providing an efficiency-first and XAl-aware analysis
and searching within the literature for a unique 2025 confribution.

Table 1.
Comparison of this review with existing survey papers on Deep Learning-based IDS.

Ref. Year Domain Scope Focus Area Methodology Contributions of Current Work
[13,14] 2020 General Deep Descriptive Exclusive focus on Hybrid DL
Network Learning synergies and architectural
Security (General) infegration.
[15,16] 2021 loT & Cloud Hybrid DL for Case-Study Covers General & Enterprise
loT Network Security with broad
applicability.
[17,18] 2022 Infrusion CNN & RNN Systematic Critical Analysis of frade-offs
Detection variants (SLR) between accuracy and
fraining/inference latency.
[19] 2023 Adversarial ML Robustness of Experimental  Integrates Adversarial
DL Robustness as a sub-challenge
within detection efficiency.
[20,21] 2024 Anomaly Benchmark Meta-Analysis  Connects Modern Datasets
Detection Datasets directly to Architectural
Suitability.
[22, 23] 2025 LLM-Enabled Generative Al Systematic Examines foundational
Cybersecurity in IDS (SLR) methodologies for LLM
infegration and contextual log
analysis.
Current 2025 Intelligent Efficient Comparative  Comprehensive Taxonomy,
Network Hybrid DL IDS Efficiency-First Analysis, and XAl
Security focus.

Theoretical Background on Deep Learning Architectures

The efficiency trade-offs in hybrid systems require an understanding of the
computational mechanics of the constituent models.

Convolutional Neural Networks (CNN)

CNNs, originally used and designed for computer vision applications, can see the
Network Intrusion Detection (NIDS) as a 1D or 2D image of a fraffic flow [24]. The
primary function of a CNN model is the convolution, which is used for the feature
extraction in the spatial dimension (e.g., correlation between the size of a packet and
the number of flags). LeNet (digit recognition) [24], AlexNet (pioneered deep CNNs)
[25, 26], VGGNet (simplicity, depth) [27], GoogleNet [28] (Inception modules),
and ResNet [29] (skip connections for very deep networks), DenseNet [30] (Densely
Connected Network) and ZFNet [31]. Mathematically, for an input matrix X and a
learnable kernel K. The feature map S can be determined as follows:

S(4,j) = X*K)(i)j) = Zm Zn X(i+m, j+n) - K(m,n) Eq (7)
where X € R™*W is the input, K € R®¥ is the learnable kernel.

This operation achieves dimensionality reduction, which is important for efficiency. Still,
the number of layers in the network (L) is directly proportional to the inference latency
(Tinf).


https://www.google.com/search?q=DenseNet&sca_esv=608d6234066b0d5b&rlz=1C1CHBF_enPK970PK970&biw=1093&bih=513&sxsrf=ANbL-n7JICUplGm4xDuPPS67fMpX1tYG-g%3A1773662951880&ei=5_K3aaS-NczNkdUP2sj0yQw&ved=2ahUKEwjVyrTTsaSTAxXiVqQEHdq9Ln8QgK4QegQIBBAN&uact=5&oq=types+of+Convolutional+Neural+Networks+%28CNN%29+&gs_lp=Egxnd3Mtd2l6LXNlcnAiLXR5cGVzIG9mIENvbnZvbHV0aW9uYWwgTmV1cmFsIE5ldHdvcmtzIChDTk4pIEj3AVAAWABwAHgBkAEAmAEAoAEAqgEAuAEDyAEA-AEC-AEBmAIAoAIAmAMAkgcAoAcAsgcAuAcAwgcAyAcAgAgA&sclient=gws-wiz-serp&mstk=AUtExfA2Ua7kELP-V2RixnzeqxVJsl_S5CVeR5Vm6Lwm10mQpJA67o5x_XAR3pFWpVeGwn4B7kRZEJU6PnCpSfSOVjynpILw_hKqMrghBEeft4lPBSZhbBf-EKv4RhRBwpwghzYo0Ia6Du6qJCIbIt9ERvfqilp_KJa79VHRxfrDn1mfSgAgL4sHdUytdwPmsHsbkQfL&csui=3
https://www.google.com/search?q=ZFNet&sca_esv=608d6234066b0d5b&rlz=1C1CHBF_enPK970PK970&biw=1093&bih=513&sxsrf=ANbL-n7JICUplGm4xDuPPS67fMpX1tYG-g%3A1773662951880&ei=5_K3aaS-NczNkdUP2sj0yQw&ved=2ahUKEwjVyrTTsaSTAxXiVqQEHdq9Ln8QgK4QegQIBBAP&uact=5&oq=types+of+Convolutional+Neural+Networks+%28CNN%29+&gs_lp=Egxnd3Mtd2l6LXNlcnAiLXR5cGVzIG9mIENvbnZvbHV0aW9uYWwgTmV1cmFsIE5ldHdvcmtzIChDTk4pIEj3AVAAWABwAHgBkAEAmAEAoAEAqgEAuAEDyAEA-AEC-AEBmAIAoAIAmAMAkgcAoAcAsgcAuAcAwgcAyAcAgAgA&sclient=gws-wiz-serp&mstk=AUtExfA2Ua7kELP-V2RixnzeqxVJsl_S5CVeR5Vm6Lwm10mQpJA67o5x_XAR3pFWpVeGwn4B7kRZEJU6PnCpSfSOVjynpILw_hKqMrghBEeft4lPBSZhbBf-EKv4RhRBwpwghzYo0Ia6Du6qJCIbIt9ERvfqilp_KJa79VHRxfrDn1mfSgAgL4sHdUytdwPmsHsbkQfL&csui=3
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Eq (8)
Recurrent Neural Networks: LSTM and GRU

Standard RNNs are ineffective for long traffic flow durations due to the vanishing
gradient problem. An LSTM intfroduces a “cell state” which is controlled by three gates.
The Forget Gate: Determines which pieces of information to let go of from the cell
state Ct

Forget Gate: f; = o(Wf - [h¢_4, X¢] + bf) Eq (9)
Input Gate: iy = o(Wi - [h¢_q, X¢] + bi) Eq (10)
where o is sigmoid, © is element-wise multiplication

and W € R*®*d gre weight matrices. Computational Complexity: Per time step, an
LSTM cell has 4 matrix multiplications. For a given sequence of length T and hidden
size h, the complexity equals O(T - h?).

Candidate Cell: C; = tanh(Wc - [he_4, x] + bc)  Eq (11)

This explains why the LSTM-based hybrids, which are mentioned later in Table 2, incur
considerably longer fraining latencies than the CNN-only models [32], one-to-one
RNNs [33], one-to-many RNNs [34], many-to-one RNNs [35], and many-to-many RNNs
[36]—and cell type RNNs, including standard RNNs, LSTMs [37], and GRUs [38].

Cell State: Ci=f,® Coq +1: O C; Eq (12)

Output Gate: o= o0(Wo - [h¢-1, Xx¢] + bo) Eq (13)

Hidden State: h;= o © tanh(C,) Eq (14)
Computational Complexity Comparison: LSTM vs. GRU

LSTMs are powerful architectures, but four gates in LSTMs lead to a complexity O(T -
h2). On the other hand, Gated Recurrent Units (GRU) combine the forget gate and
input gate into one, called the ‘update gate,’” meaning they can reduce the
parameter count by about 25% [39]. This reduction mathematically lowers the
number of floating point operations (FLOPs) for each timestep which is a reason GRU-
based hybrids (as shown in Table 2) tend to have a better balance of training time
and detection performance than LSTM ensembles [40].

X (1Cis)
Gini (S) =1 Z( s )

i=1 Eq (15)

The Complexity of Self-Attention and Transformers

While Gated Recurrent Units (GRUs) eliminate 25% of the parameters in comparison to
LSTMs, both of these architectures still suffer from the same sequential processing
constraints. Building on the latency bottlenecks outlined in Section 6.2, the latest state-
of-the-art models (e.g., Refs [41], [42]) have started to explore the use of Transformer-
based hybrids. The predominant challenge with the LSTMs' sequential processing is
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the O(T - h?) time complexity at each time step, where T represents the number of time
steps and (h) represents the dimensionality of the hidden state. For N tokens with
embedding dimension (d), the complexity and speedup are defined as:

. Self-Attention Complexity:
O(N2 -d)
. LSTM Sequential Complexity:
O(T -h?)
. Speedup factor on GPU parallelization:
T-h?

Y= (N%-d + MLP_cost) Eq (] 6)
By replacing recurrent layers with self-attention mechanisms, Transformers achieve
several critical advantages for efficient IDS:

> i (zi — =) (yi — ¥i)
\/E;— (2 F:)‘\/Ei (i —77)°

Global Parallelization and Long-Range Dependencies: While LSTMs and other
architectures process one input at a time, Transformers process every input at the
same time. This has the potential to drastically increase throughput on high-
performance GPU kernels [43]. The self-attention mechanism allows the model to
make inferences about relationships between far-apart packets in a given flow, which
is important for the identification of slow-rate DDoS atftacks. This also addresses a
common issue of RNNs, where they fail to process long sequences due to vanishing
gradients [44]. Consequently, and as exhibited in Table 2, Transformer-based hybrids
like HiVIT-IDS [45] outperform traditional deep transfer learning (DTL) models in training
time while also yielding a better Hybrid Efficiency Score (HES) [46]. Consequently, and
as exhibited in Table 2, Transformer-based hybrids like HiViT-IDS [47] outperform
traditional deep fransfer learning (DTL) models in training time while also yielding a
better Hybrid Efficiency Score (HES).

SYSTEMATIC REVIEW METHODOLOGY

As for the choice of literature for selection of the study, to remain as rigorous,
unbiased, and replicable as possible, we rely on PRISMA (Preferred Reporting Items for
Systematic Reviews and Meta-Analyses) guidelines. With this methodology, the review
has been transformed from a narrative summary into a systematic regression summary
based on given criteria.

rxy =

Eq (17)

Information Sources: Access within the range from January, 2019 to January, 2026,
will comprise of work done on the four principal digital libraries (IEEE Xplore, ACM
Digital Library, Scopus, and Science Direct) of interest to us.

Search Strategy: The standard search we used above included the following:
"(hybrid deep learning) or (CNN-LSTM) or (CNN-GRU) or (CNN-Transformer) and
(intrusion detection) or (IDS) and (latency) or (efficiency)".
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Study selection (Inclusion Criteria): The range of literature must include hybrid
systems integrating at least two heterogeneous deep learning models, classified as
either Spatial-Temporal or Sequential-Parallel. Studies were included only if they
provided primary metrics regarding the trade-off between detection accuracy and
computational overhead (e.g., inference latency or fraining time).

Data Extraction: 55 out of a total 487 records were chosen after screening for title,
abstract and full text based on the primary objective of this study being research on
efficiency.

Taxonomy of Hybrid Deep Learning-Based Intrusion Detection Systems (lds)

We infroduce a unique taxonomy that classifies hybrids info three main structural
frameworks with respect to their architecture: Sequential Cascading, Parallel
Ensemble and Auxiliary Feature Learning. This framework is critical to analyze and
appraise the state of the art in relation to the attempts made within the scope of the
research to address the gaps identified in Section 2.

Hybrid Deep Learning

Architectures
Sequential Parallel Auxiliary
Cascading Ensemble Feature Learning
| | | _
CNN-LSTM Autoencoder-
' l Classifier (4
Multi-View Voting
CNN-GRU Fusion Ensemble
Figure 2.

Taxonomy of Hybrid Deep Learning Architectures.

Hierarchical tree diagram showing the different types of hybrid models. Top Node:
“Hybrid Deep Learning Architectures [48]. Three Main Branches including Sequential
Cascading [49], Parallel Ensemble [50], Auxiliary Feature Learning [51]. Under
Sequential: Nodes for CNN-LSTM [52] and CNN-GRU [53] (Visual motif: Linear arrow
flow). Under Parallel: Nodes for “Multi-View Fusion” and “Voting Ensemble” (Visual
motif: Two parallel arrows merging). Under Auxiliary: Node for "Autoencoder-
Classifier” (Visual motif: Hourglass shape).
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10T Device

10T Device S 10T Device

10T Device
10T Device

10T Device

Figure 3.
Generic Hybrid IDs Architectures [53]

Sequential Cascading Architectures (Spatial-Temporal Fusion)

This architecture type arranges the models in a series. The CNN functions as a trainable
feature extractor and compresses high-dimensional raw traffic info a lower-
dimensional feature vector. Then, this vector is transmitted to the LSTM or GRU for
sequence classification [54]. Function: Each CNN layer extracts certain dimensions,
such as the relationship between the flags and the payload size, and transmits only
the values that contain relevant information to the LSTM layer [55]. Benefits: Spatial
and temporal features are captured, and the input dimensions sent to the costly LSTM
layer are lessened [56, 57]. Constraints: The sequential characteristics of the layer
induce latency and do not allow parallel processing of the layers [58].

/ CNN layers \

flatten

Input | convolutional Convolutional
laycI layer [aycr b |
] ense layers
LSTM laver
P — — — -t -» Ly > Final
prediction/
< classificati
Sigmoid activated
output layer
L | L | LI L |
Max pooling Max pooling
layer layer

o

Figure 4.
Conceptual Architecture of a Sequential Hybrid CNN-LSTM Model [59].
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A technical block diagram showing data flowing from spatial extraction (CNN) to
temporal analysis (LSTM). Left (Input): Block labeled "Raw Network Traffic" with binary
stream icons. Middle 1: Block labeled "CNN Layers (Spatial)" showing grid/convolution
icons. Middle 2: Block labeled "LSTM Layers (Temporal)" showing recurrent cell/time-
series icons connected by an arrow from CNN. Right (Output): Block labeled "Softmax
Classifier" splitting into "Benign" (Green) and "Attack” (Red) [60].

Applications
Layer
User
Interfaces
Software
Big Data Data
Network Tools Pipelines
Layer Connectivity WiFi Acces Network
§ Hardware
Points
Smart
: Sensors Devices
Perception

Layer Hardware

Figure 5.
Conceptual Architecture of loTs [61].

CNN-LSTM vs. CNN-GRU

A notable research work by [62] suggests a sequential model using CIC-IDS2017. Their
data pre-processing fechnique involved encoding PCAP files as image bitmaps. The
CNN layers conducted spatial down-sampling, which decreased the size of the
feature vector by 60%, prior to passing it to the LSTM. Although they obtained 99.4%
accuracy, the process of converting traffic to images incurred a pre-processing
latency of 15 ms per flow. On the other hand in [63] analyzed the use of Gated
Recurrent Units (GRU). GRUs comprise the forget and input gates into a single “update
gate,” which reduces the matrix computations by approximately 25% per time step.
In their comparative study, CNN-GRU was found to reduce training time by 14%
compared to CNN-LSTM [64, 65].

Parallel Ensemble Architectures (Multi-View Learning)

In this approach, the models structure the data across several independent pathways
(for instance, one pathway for payload using CNN, one pathway for headers using
LSTM) and merge the results using concatenation or voting methods [66, 67]. The
approach offers the possibility to obtain diverse multi-view perspectives of the same
traffic flow. There is significant resource consumption (both memory and
computational) as a result of having several models active at the same time. This
makes them unsuitable for Edge/loT environments [68, 69].

Auxiliary Feature Learning (Autoencoder-Based)

An Autoencoder (AE) is an unsupervised architecture used for the sole purpose of
dimensionality reduction or pre-fraining. The "bottleneck" features are extracted to
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train a lightweight classifier (e.g. a fast DNN or even a Random Forest) [70, 71]. Great
inference efficiency, noise reduction. If the autoencoder (AE) is not robust enough, it
might classify important attack artifacts as noise and filter them out [72, 73].

DATA PREPROCESSING AND FEATURE ENGINEERING STRATEGIES

Efficiency in hybrid models is reliant on the input data quality and its dimensionality.

Normalization and Transformation

To ensure convergence of the gradient, deep learning models need its inputs to be
on the same scale. Min-Max Normalization: Rescales features to be within this is crucial
for CNNs to converge more quickly. Z-Score Standardization: This approach is more
effective for flow-duration features of which outliers are especially prevalent in the
high variance DDoS attack durations [74, 75].

Addressing Class Imbalance

In real-world traffic, 99% of it is benign. This results in biasing the model during training.
SMOTE (Synthetic Minority Over-sampling Technique): The study in paper [76, 77]
applied SMOTE to create synthetic attack examples. While this approach increased
recall of rare attacks (e.g. Heartbleed), it also increased the size of the training dataset
by 400%, and this had a considerable effect on training latency [78, 79]. In particular,
research employing extensive datasets, such as CIC-IDS2017, has indicated that a
400% dataset expansion through SMOTE can extend fraining time per epoch from
about 120 ms per batch to more than 580 ms per batch, indicating an almost 5x
increase in computational cost [80, 81].

IDS Placement
hybrid
7%

distributed
28%

centralized
65%

Figure 6.
The proportion of the number of studies reviewed, in relation to IDS placement [82]
Comparative Analysis of Existing Studies

Table 2 summarizes the most recent hybrid architectures (2024-2025). In comparison
to previous surveys that centered their discussion around a single metric of accuracy,
this comparison is unique in that it discusses the “Inference Gap” in terms of impact
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literature, which is due to the absence of uniformly reporting the time dimension of
the (computation) latency of the literature that is of high impact [83].

Table 2.
Summary of Recent Hybrid DL-IDS Studies (2019-2025)

Ref. Architecture Dataset Accuracy Inference Training Time FLOPs Hardware
(ms) (per epoch) (Complexity)

[84] CNN- CICloT2023 99.49% 18.5ms ~14.2 min 8.4 GFLOPs NVIDIA
Transformer RTX 3060

[85] HiViT-IDS ToN-loT 99.7% 12.4 ms ~8.5 min 4.2 GFLOPs NVIDIA

(ViT) Jetson

[86] PCA- CSE-CIC- 99.8% 22.0 ms ~28.0 min 12.1 GFLOPs Cloud

Transformer IDS2018 Server
[87] AE-LSTM BoT-loT 99.4% 28.1 ms ~5.2 min 1.8 GFLOPs Raspberry

Pi 4

[88] CNN-LSTM CIC- 99.4% 15.0 ms ~18.5 min 6.5 GFLOPs NVIDIA
IDS2017 RTX 3060

[89] CNN-GRU CIC- 99.2% 13.8 ms ~15.9 min 4.9 GFLOPs NVIDIA
IDS2017 RTX 3060

NR (Not Reported) signifies a methodological omission where the authors failed to
provide the per-flow inference latency required for 5G/loT real-time validation.

Accuracy and Efficiency Trade-Off

The literature indicates that while "Ensemble" (Parallel) models frequently achieve
marginally higher accuracy (=+ 0.5%) than cascaded models, this often results in a 2x
to 3x increase in fraining duration. As evidenced in Table 2, the PCA-Transformer [90]
requires ~28.0 minutes per epoch, which is more than triple the ~8.5 minutes required
by the HiVIT-IDS [?1]. As illustrated in the visual analysis below, there is a defining
"Efficient Frontier". In this space, optimized hybrids such as CNN-GRU often outperform
heavier CNN-LSTM ensembles when latency is treated as a primary factor. For
instance, the CNN-GRU [92] reduces training fime by ~14% compared to the CNN-
LSTM [23] while maintaining a competitive 13.8 ms inference latency.

0+ (2 ifim, =,
5 =60 2+ B if, = g,
4 28 ifn, = p,
- Eq (18)

Analysis of Training and Inference Latency

As evidenced by the "NR" entries in Table 2, a significant portion of current state-of-
the-art research (e.g., [94]. [95]) remains unquadlified for immediate 5G-readiness.
While these models achieve near-perfect accuracy, the absence of inference data
makes it impossible to determine if they can operate within the microsecond
constraints of modern high-speed networks. By contrast, the HiVIT-IDS [96] and AE-LSTM
[97] models demonstrate the "Efficient Fronfier" by reporting hardware-specific
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latency, providing a benchmark for the Hybrid Efficiency Score (HES) proposed in
Section 9.2.

HiVIT [52]
&
1
1000 fy ® ¢
CNN-GRU [52] i
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Figure 7.
Efficiency-Accuracy Trade-off of Hybrid Deep Learning IDS [98]

Detection accuracy versus inference latency for state-of-the-art hybrid IDS models.
Blue circles represent architectures with reported latency, led by the Pareto-optimal
HiViT-IDS [99-105] (99.7% accuracy at 12.4 ms).

5 = (u)
" Eq (19)

Green circles indicate models with unreported latency, while square markers
delineate the theoretical Pareto frontier. The shaded "ldeal Deployment Zone"
highlights high-accuracy models suitable for edge deployment, separated from
cloud-dependent solutions by the 30 ms threshold. The visualization reveals a critical
reporting gap, as only 50% of recent hybridIDS studies disclose hardware-specific
inference latency for edge compatibility [106-110].

6, = My, By, )s S5 = 1, (By, Be by ) Eq (20)

Reporting Gap in Computational Efficiency

Fewer than 30% of the reviewed papers report “Inference Time per Flow". This
represents a major gap for “Efficient” IDS. It is impossible to test the usefulness of these
models in real-time 5G/loT networks without this data. Accordingly, we consider this
absence of uniform reporting a significant methodological shortcoming in the existing
body of work [111, 117].

R(1) = Z?:l FL(0) * 7y + [, % 1] Eq (21)
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While assessing benchmark datasets may yield high detection accuracy, it remains
unqualified for 5G-readiness if the inference lag is greater than the packet arrival rate
[118-123]. Subsequent studies should incorporate a revised 'Efficiency Score' which
adjusts detection accuracy in relation to inference time (ms) or FLOPs, guaranteeing
that architectures proposed are suitable forimmediate use on resource-limited edge
devices [124-130].

r (v, - %)’

R?Z=1- =
2y (1 —¥)?

Eq (22)

1 n N2
RMSE = j;Z (v, 1) Eq (23)
i=1

Table 3.

Efficiency-Accuracy Pareto Frontier: Hybrid vs. Baseline Architectures

Architecture Category Dataset Accuracy Inf(ms) Train FLOPs HES* Ref
Random Forest Classical ML ClC-17 94.2% 2.1 45s 0.02G 0412 [131]
Vanilla LSTM Standalone DL CIC-17  96.8% 34.2 12min 8.5G  0.315 [132]
CNN-GRU Sequential CIC-17  99.2% 13.8 159min 49G  0.782 [133]
CNN-LSTM Sequential CIC-17  99.4% 15.0 18.5min 6.5G  0.724 [134]
HiViT-IDS Transformer ToN-loT  99.7% 12.4 8.5min 4.2G 0.847 [135]
MuUHi-CNN-LSTM  Parallel CIC-18  99.6% 42.0 38min 182G 0.289 [134]
AE-LSTM Auxiliary BoT-loT  99.4% 28.1 5.2min 1.8G  0.563 [137]

HES calculated with Cloud SOC weights (w;=0.7, @,=0.2, ©3=0.1)

Edge-Ready threshold: <30ms latency, <10 GFLOPs

- Transformer hybrids (HiViT-IDS) dominate Pareto frontier: highest HES (0.847)

- Sequential hybrids achieve 20x speedup vs. standalone LSTM (13.8ms vs. 34.2m:s)

- Parallel ensembles sacrifice 3x latency for marginal 0.2% accuracy gain
(99.4%—99.6%) - Only 5/7 architectures meet <30ms edge deployment threshold

- Classical ML (Random Forest) remains competitive for ultra-low latency scenarios
(<5ms).

TDI = /(AC)2 + (A0)? Eq (24)

TP * TN — FP = FN)
J((TP + FP) = (TP + FN) * (TN + FP) = (TN + FN))

MCC = Eq (25)

CHALLENGES AND OPEN RESEARCH DIRECTIONS
Zero-Day and Concept Drift Attacks

Though hybrids improve upon traditional ML, fully realizing frue zero-day detection
continues to be a hurdle. It often requires “Few-Shot Learning” capabilities, which
standard hybrids do not possess. The hybrid models in question employ machine
learning classifiers to analyze packets and are therefore prone to adversarial
perturbations, which are small, human-invisible modifications to packet headers that
lead to misclassifications.  The Threat: An attacker can introduce small amounts of
noise (€) to a packet (x) such that a model incorrectly classifies (x +e) as “Benign”
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instead of Attack. The Solution: As the above Table indicates, there is a pressing need
to develop “Adversarial Training” Techniques for IDS.

Explainability and Efficiency Explainability Trade-Off

The “black box" issue of Deep Learning is a real barrier to acceptance in Security
Operations Centers (SOCs). More research is needed to incorporate XAl techniques,
as SOCs require XAl to develop explainable trust: SHAP (Shapley Additive
Explanations): To quantify the conftribution of each feature (e.g., packet size, flags) to
the attack classification. LIME (Local Interpretable Model-agnostic Explanations): To
provide local fidelity, explaining why a specific flow was flagged as malicious. The
problem is that SHAP and similar post-hoc explanation methods are highly resource-
demanding and may require resource orders of magnitude larger than the detection
model. Thus, a new problem emerges: the “Inference-Explanation Gap.” For real-time
IDS, research would need to investigate “Lightweight XAI" or other XAl approximation
methods that are able to offer transparency, in order to avoid the latency bottlenecks
that will worsen network throughput.
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Figure 8.

Rgsearch Roadmap - The Evolution of Efficient Hybrid DL-IDS (2020-2025+)

“The roadmap depicts how far we have come in the evolution of Intrusion Detection
Systems from the first architectures dominated by the CNN-LSTM models (2020-2022)
to the upcoming 2025 architectures based on Transformers and Vision Transformers
(ViTs). It also shows the shift in the industry towards ‘Efficiency-First’ design with the
Hybrid Efficiency Score (HES) that helps configure detection performance and the
latency of computation. The last phase (2025) foresees the advent of Cognitive IDS,
where we combine Large Language Models (LLMs) with Lightweight Explainable Al
(XAl) for a transparent and real-time threat analysis on edge devices constrained by
resources."
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RECOMMENDATIONS FOR FUTURE EXPERIMENTAL PROTOCOLS

Based on gaps identified in Section 6.2, we propose standardized evaluation
protocols for future research. In response to the method-related concerns in Section
6.2, this study offers a proposal for a controlled setting in which the tfrade-offs between
detection accuracy and level of computing can be assessed.

Hardware and Software Configuration Reporting

For reproducibility purposes, experiments need to be performed on two separate
hardware tiers to assess scalability:

High-Performance Tier: NVIDIA RTX 4090 GPU / Intel i9-13900K (Simulating a Security
Operations Center server).

Edge/loT Tier and Software Stack: Raspberry Pi 4 (8GB) or NVIDIA Jetson Nano
(Simulating  resource-constrained  network  boundaries). Python  3.10+,
TensorFlow/PyTorch, and Scikit-Learn.

Hybrid Efficiency Score (HES) as a Unified Metric

We propose a unified metric that penalizes accuracy based on the computational
cost required to achieve it. We apply Min-Max normalization to Accuracy (A), Latency
(1), and Complexity (C). The finalized Hybrid Efficiency Score (HES) is defined as: The
Hybrid Efficiency Score (HES) balances accuracy against

computational cost:

HES = &1 A - 0, 10~ @5 C Eq (26)
where:
- A, L, € €10,1] (Min-Max normalized)

- W1, Wy, W3 € [O,]] with W1+ W, + w3 = 1

Table4.
Deployment-Specific Weights:
Deployment Scenario @1 (Accuracy) 2 (Latency) @3 (Model Size/Complexity)
Cloud SOC 0.7 0.2 0.1
5G Real-Time 0.5 0.4 0.1
loT Edge 0.4 0.3 0.3

Worked Example (Cloud SOC: ©,=0.7, ©,=0.2, @3=0.1): Model: HiViT-IDS [52]

Raw: 99.7% acc, 12.4ms, 4.2 GFLOPs

Normalized (against Table 2 range):

A =(99.7-99.2)/(99.8-99.2) = 0.833

U= (12.4-12.4)/(28.1-12.4) = 0.000 « Best latency!

C=(4.2-1.8)/(12.1-1.8) =0.233

HES = 0.7x0.833 - 0.2x0.000 - 0.1x0.233 = 0.583 - 0.000 - 0.023 = 0.560
Model: PCA-Transformer [53]

Raw: 99.8% acc, 22.0ms, 12.1 GFLOPs
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Normalized:

A = (99.8-99.2)/(99.8-99.2) = 1.000 « Best accuracy!
"= (22.0-12.4)/(28.1-12.4) = 0.611
¢ =(12.1-1.8)/(12.1-1.8) =1.000 «— Worst complexity!
HES = 0.7x1.000 - 0.2x0.611 - 0.1x1.000

=0.700-0.122 - 0.100 = 0.478

Interpretation: HiVIT-IDS achieves higher HES (0.560 > 0.478) despite lower accuracy
because its superior latency (12.4ms vs 22.0ms) outweighs the 0.1% accuracy gap
when weighted for cloud deployment priorities.

Interpretation & Hierarchy: As demonstrated in the worked example, HiViT-IDS
achieves a significantly higher HES (0.560) compared to the PCA-Transformer (0.478),
despite the latter having marginally higher raw accuracy. This quantitative gap
validates our classification of architectures into ftiers: Tier 1 models (HES > 0.5 under
Cloud weights) are prioritized for immediate deployment, while Tier 3 models—
specifically Parallel Ensembles—exhibit an efficiency penalty of over 60%, making
them unsuitable for environments where throughput is critical.

Dataset Preparation and Benchmarking

Experiments must utilize modern, high-volume datasets to reflect current 5G and
encrypted traffic patterns:

. CIC-IDS2017/2018: For multi-class attack patterns.

. UNSW-NB15: For evaluating robustness against low-footprint incursions.
. BoT-loT: For specialized loT protocol evaluation.

Fair Baseline Comparisons

Hybrid IDS (for example, CNN-GRU) will be compared to the following baseline
models, as shown in the above Table.

o Classical ML: Random Forest and SVM (Low Latency baseline).
o Standalone DL: Vanilla CNN and LSTM (Complexity baseline).
o Advanced Hybrids: CNN-BILSTM (High Accuracy baseline).

Here is the comprehensive reference list formatted in IEEE style, including the newly
infegrated 2024-2025 studies on Transformers, LLMs, and Vision-based IDS.

Reproducibility Checklist and Mandatory Disclosures

To facilitate replication and fair comparison:

Hardware: CPU/GPU model, RAM, CUDA version

Software: Framework versions (TensorFlow 2.x vs PyTorch 1.x)
Dataset: Train/test split ratios, random seed
Hyperparameters: Learning rate, batch size, epochs

Metrics: Report BOTH accuracy AND latency on specified hardware
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Latency Measurement Protocol

python
import time

import numpy as npdef benchmark_inference(model, test_loader, device,
n_runs=1000):

model.eval() latencies = []
with torch.no_grad():
for _in range(n_runs):
batch = next(iter(test_loader)).to(device)
torch.cuda.synchronize() # Wait for GPU
start = fime.perf_counter()
_=model(batch)
torch.cuda.synchronize()
latencies.append((time.perf_counter()-start)*1000)
return {
'median_ms': np.median(latencies),
'P?5_ms'": np.percentile (latencies, 95),
'std_ms'": np.std(latencies) }
Energy Profiling (for Edge Devices):
U python

from codecarbon import EmissionsTracker

tracker = EmissionsTracker()

tracker.start()

for epoch in range(num_epochs):
train_one_epoch(model, train_loader)

emissions = tracker.stop()

print(f'Training CO,: {emissions:.4f} kg")

print(f"Energy: {emissions*0.5:.2f} kWh")

CONCLUSION

This article demonstrates a Hybrid Deep Learning-based IDS. Particularly of the hybrid
models of the types Sequential and Parallel CNN-LSTM. These models perform better
than the classical ML and standalone deep learning models when it comes to the
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robustness of the detection and the adaptability to complex attack patterns.
Defensively, because of the LSTM layers and the convolutional spatial extraction
layers, these models bring forth a formidable defense against sophisticated threats.
Notably, our analysis reveals that sequential hybrids like CNN-GRU can achieve up to
a 2.5x speedup in inference compared to standalone recurrent models. The models,
however, do have high computational complexity, which poses a challenge for
resource-constrained environments. Our tiered HES analysis identifies a distinct
efficiency hierarchy: Tier 1 architectures, led by HiViT-IDS and CNN-GRU, define the
current Pareto Frontier for intelligent IDS, whereas Parallel Ensembles fall into Tier 3 due
to a 63% efficiency penalty. The future work must help close the efficiency gap, and
this can be done by using lightweight, XAl-aware hybrid models for edge deployment.
The architectures can be designated as 'Green Al' as they are promising when it
comes to detection precision and computational cost. Advanced IDS lacks the
resilience and the capability for mass deployment.
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